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BeyondInsight and Password Safe Authentication Guide

BeyondInsight and Password Safe support BeyondInsight user account authentication, as well as multi-factor authentication, smart card
authentication, and third-party authentication for web tools supporting the SAML 2.0 standard. Various authentication methods, such as
smart card authentication, two-factor authentication using a RADIUS server, Ping Identity, Okta, and Active Directory Federation Services
(AD FS) are detailed in this guide.

BeyondInsight provides authentication for users who are managed exclusively by BeyondInsight. You can also add Active Directory users
and groups and apply BeyondlInsight authentication.

For a user to log in to BeyondInsight using BeyondInsight authentication, the user account must reside in the BeyondInsight database.
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Create and Configure Groups in Beyondinsight

BeyondInsight offers a role-based delegation model so that you can explicitly assign permissions to groups on specific product features
based on their role.

x Note: By default, an Administrators group is created. The permissions assigned to the group cannot be changed. The user
account you created when you configured BeyondInsight is a member of the group.

You can create BeyondInsight local groups, as well as add Active Directory

Beyondlnsight | Configuration
and LDAP groups into BeyondInsight. Y g g

la| BeyondTrust Role Based Access ~ User Management

USER MANAGEMENT ©

GROUPS

%8 Create a New Group...

Users Description

© Add an Active Directory Group... 0 e

4w Add an LDAP Group... Himins 0 Userswho can create and delete enterprise domain

You can filter the groups displayed in the grid by type of group, name of the USER MANAGEMENT ©

group, group description, and the date the group was last synchronized.
GROUPS

Filter by

Type

Name

Description

Last Synchronization Date

wla () @ @ Group Policy Creator Owners Members in this grc
Tip: By default, the first 100 groups are displayed per page. You Ooo S
can change this by selecting a different number from the ltems
per page dropdown at the bottom of the grid. Uoe \Domain Guests All domain guests
Page 1 of 1 Items per page

After a group is created, add user accounts to the group. When a user is added to a group, the user is assigned the permissions assigned
to the group.

Create a BeyondInsight Local Group

1. Select Configuration.
2. Under Role Based Access, select User Management.
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lal BeyondTrust

3. Under Groups, click Create New Group. Configuration

Beyondinsight

lal BeyondTrust

Role Based Access  User Management

3. Select Create a New Group.

USER MANAGEMENT @

GROUPS

Y Filter by

‘ CreateNewGroupo

&&F Create a New Group...

Users Description

° Add an Active Directory Group... o et

4w Add an LDAP Group... Himins 0 Userswho can create and delete enterprise domain

>

Enter a Group Name and Description for the group.

5. The group is set to Active (yes) by default. Click the toggle to set
the group to Active (no) if you wish to activate it later.

CREATE NEW GROUP

E. Active (yes)

Group Name
New Test Group

6. Click Create Group.

Description
New Test Group

CREATE GROUP DISCARD

Beyondinsight

[El BeyondTrust

7. Assign users to the group: Configuration

User Management ~ Group: New Test Group.

« Under Group Details, select Users.

From the Show dropdown list, select Users not assigned.

Filter the list of users displayed in the grid by Type,
Username, Name, Email, and Domain, if desired.

GROUP: NEW TEST GROUP

Has 0 users
@ Active @ Group not provisioned

Group Details ( Users @

=non Filter by
Details & Attributes Users not assigned . Y
Features o

Smart Groups Username

100 items
= O usename  Namea Name
AP| Registrations D ) e Emall
O © cues )
Domain
[, R
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a. Select the users you wish to add to the group, and then click Users @
Assign User.

Username
name o Y Filter by

Users not assigned A

7 items (6 selected)

Username Name & Domain
© =named anamed e@maild.null o n
O =nzmes a.name5 e@mail5.null n
© =named s.name6 e@mailé.null n
© sname? a.name? e@mail7.null n
Q =znzmes a.names e@mail8.null n
© =n=med a.named e@mail%.null n

By default, new groups are not assigned any permissions. You must assign permissions on features and smart groups after
creating a new group. For more information on permissions and how to assign them, please see "Assign Group Permissions"

on page 14.
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Active Directory and LDAP

Create and Edit Directory Credentials

A directory credential is required for querying Active Directory and LDAP, and also for adding Active Directory and LDAP groups and users
in BeyondInsight.

1. Select Configuration.

2. Under Role Based Access, select Directory Credentials.

3. Click Create Directory Credential. DIRECTORY CREDENTIALS <

Edit Directory Credential

Credentials

e o
Create Directory Credential )| ~ Active Directory

Showing all © Directory Credentials Domsin

Active Direc!
Group resolution disabled

[T usess.

Usemame
administrator

gman (Active Directory)
Group resalution disabled

Credenti..

i}
i}
Group resoluson diatled o
i}
i}
i}

al (acti.. CHANGE PASSWORD

Group resolution disabled

(Active ...

[T use Group Resolution (Optiona) @

TEST CREDENTIAL SAVE CREDENTIAL DISCARD CHANGES

Group resolution enabled

hello (Active Directory)
Group resolution disabled

Select the directory type and provide a name for the credential.

) . New Directory Credential
5. Enter the name of the domain where the directory and user

credentials reside.

. . . Di T
6. Enable the SSL option to use a secure connection when accessing Irectory Type
the directory. (® Active Directory
x Note: If Use SSL is enabled, SSL authentication must also be O Loap

enabled in the BeyondInsight Configuration tool.

Credentials

7. Enter the credentials for the account that has permissions to query
the directory.

8. Enable the Use Group Resolution option to use this credential to
for resolving groups from the directory.

x Note: Only one credential can be set for group resolution per ED -
domain or server.

Username

9. Click Test Credential to ensure the credential can successfully
authenticate with the domain or domain controller before saving the
credential. Password @

10. Click Save Credential.

ED Use Group Resolution (Optional) 9

TEST CREDENTIAL SAVE CREDENTIAL DISCARD CHANGES
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11. To edit a directory credential, select the credential and edit as DIRECTORY CREDENTIALS < EditDirectory Credential
desired. Credentials
« Ifyou change the Domain, Use SSL option, or the oot DirectonyCredenil @ Dol °
Username, you must change the password. o
mydomain.local
« The Change Password section expands to display fields to o
enter and confirm the new password. sman e iectory o | B
) . . ) theser °
12. Click Test Credential to ensure the edited credential can LI
successfully authenticate with the domain or domain controller g e
before saving the credential. & [T vsecoumresouonoptons) @
13. Click Save Credential. O o

Add an Active Directory Group

Active Directory group members can log in to the management console or a specific domain controller and perform tasks based on the
permissions assigned to the group. The group can authenticate against either a domain or domain controller.

x Note: Active Directory users must log in to the management console at least once to receive email notifications.

1. Select Configuration.
2. Under Role Based Access, select User Management.
3. Under Groups, click Create New Group. Beyondinsight | Configuration
3. Select Add an Active Directory Group. (8 eeyondrust RSl g
USER MANAGEMENT ©
GROUPS
Y fitervy
Create New Group o
. Create a New Group...
Users Description
© Add an Active Directory Group... o et
4 Add an LDAP Group... §mins 0 Userswho can create and delete enterprise domain
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4. Select a credential, or click Manage Credentials to add or edit a
credential.

ACTIVE DIRECTORY GROUP SEARCH )
Credential

group .

Manage Credentials...

Domain
local.local

Filter by Group Name
*

SEARCH ACTIVE DIRECTORY CANCEL

5. Ifthe Domain field is not automatically populated, enter the name of a domain or domain controller.

6. After you enter the domain or domain controller credential information, click Search Active Directory. A list of security groups in
the selected domain is displayed.

f Note: For performance reasons, a maximum of 250 groups from Active Directory is retrieved. The default filter is an asterisk
(*), which is a wildcard filter that returns all groups. Use the group filter to refine the list.

7. Setafilter on the groups that are to be retrieved, and then click Search Active Directory. Example filters:
« a*returns all group names that start with a.
« *dreturns all group names that end with d.

« *sql* returns all groups that contain sq/ in the name.
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8. Selecta group, and then click Add Group.
ACTIVE DIRECTORY GROUP SEARCH

testgroup713
testgroup512
' testgroup898
testgroup831
testgroup274
testgroup933
testgroup652
testgroup394

ADD GROUP CANCEL

9. The group is added and set to Active but not provisioned or synchronized with Active Directory. Synchronization with Active
Directory to retrieve users begins immediately.

10. Once the group has been synced with Active Directory, you can
view the users assigned to the group, as well as unassigned users, o0
by selecting Users from the Group Details section and then using ~(_ 1]
the filters. -

GROUP: LOCAL.LOCAL\TESTGROUP898

Has 103 users
@ Active @ Group not provisioned (last synced on Jan 09, 2020, 3:11 PM)

< Users @

Group Details

Details & Attributes

Y Fierty

Features Assigned users

Smart Groups Users not assigned

Users (103) ‘:‘ Username Name &

O © testusert Userl, Test
API Registrations

(O © testusert..  User1103, Test
(O © testuserit..  Usert193, Test
(O © testuseri6..  Usert63s, Test
O O testusert7 User17, Test mmac

Note: By default, new groups are not assigned any permissions. You must assign permissions on features and smart groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Group
Permissions" on page 14.
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i For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page
7.

Add an LDAP Directory Group

LDAP group members can log in to the management console or a specific domain controller and perform tasks based on the permissions
assigned to the group. The group can authenticate against either a domain or domain controller.

x Note: LDAP users must log in to the management console at least once to receive email notifications.

1. Select Configuration. Beyondinsight | Configuration
2. Under Role Based Access, select User Management. (8 Beyondrust TERmIES - laiEEn

USER MANAGEMENT ©

GROUPS

Y derty

Create New Group @) |

ﬂ Create a New Group...

Users Description

© Add an Active Directory Group... o et
est

4w Add an LDAP Group... imins 0 Userswho can create and delete enterprise domain
3. Under Groups, click Create New Group. BeyondInsight | Configuration
3. Select Add an LDAP Directory Group from the list. (8 Beyonrust RIS - ST

USER MANAGEMENT @

GROUPS

Create New Group o

&&F Create a New Group...

Users Description

O Add an Active Directory Group... o et

4w Add an LDAP Group... Himins 0 Userswho can create and delete enterprise domain
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4. Select a credential, or click Manage Credentials to edit a credential

or create a new one. LDAP GROUP SEARCH )
Credential
oracl admin v

Manage Credentials...

Server

Domain / Domain controller - FETCH

Filter by Group Name
*

SEARCH LDAP CANCEL

To filter the group search, enter keywords in the group filter or use a wildcard.
Click Search LDAP.

Select a group, and then click Continue to Add Group.

Click Fetch to load the list of Domain Controllers, and then select one.

© N oo

LDAP GROUP SEARCH

SEARCH LDAP

Search Results

eDBSecurityAdmins

OracleDBCreators

Users who can register databases in this realm,
including creating the database

OracleNetAdmins
v Users who can register Network Service Alias in this
Oracle Context.

OracleDefaultDomain

OracleContextAdmins

Users who can administer all entities in this Oracle
Cantayit

CONTINUE TO ADD GROUP CANCEL
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9. Selectthe Group Membership Attribute and Account Naming

Attribute. LDAP GROUP SEARCH >
10. Click Add Group.

11. The group is added and set to Active but not provisioned or E. Active (yes)
synchronized with LDAP. Synchronization with LDAP to retrieve
users begins immediately. Name
OracleNetAdmins

DesCript

Users who can register Network Service Alias in t

Crm e A mmem s i e
Group Memoership suricute

uniqueMember -

ADD GROUP CANCEL

12. Once the group has been synced with LDAP, you can view the GROUP: LOCAL.LOCAL\TESTGROUPS98

users assigned to the group, as well as unassigned users, by

i . . . a0
selecting Users from the Group Details section, and then using the » Fas 103 users _
. @ Active @ Group not provisioned (last synced on Jan 09, 2020, 3:11 PM)
filters. [ )
Group Details < Users @

Details & Attributes

Y Fierty

ssigned users

Features Assigned users

Smart Groups Users not assigned

Users (103)

Username Name &

O © testusert Userl, Test
AP| Registrations

(O © testuserit..  Usert103, Test
(O © testusert..  User1193, Test
(O © testuseri6..  Usert63s, Test
O © testuser17 User17, Test mmac

* Note: By default, new groups are not assigned any permissions. You must assign permissions on features and smart groups
after creating a new group. For more information on permissions and how to assign them, please see "Assign Group
Permissions” on page 14.

-
1 For more information on creating and editing directory credentials, please see "Create and Edit Directory Credentials" on page
7.
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Assign Permissions

Assign Group Permissions

Permissions
Permission ‘ Description
No Access Users cannot access the selected feature. In most cases, the featureis not visible to the users.
Read Only Users can view selected areas, but cannot change information.
Full Control Users can view and change information for the selected feature.

Permissions must be assigned cumulatively. For example, if you want a BeyondInsight administrator to manage configuration compliance
scans only, then you must assign Full Control for the following features:

« Asset Management

« Benchmark Compliance

« Reports Management

« Scan - Job Management

« Scan Management

Assign Features Permissions

Under Group Details, select Features.

Features @
2. Filter the list of features displayed in the grid using the Show and
Filter by dropdown lists.

Y Arert @ View Details

Al Features -

#F Assign Permissions Read Only

3. Select the features you wish to assign permissions to, and then click
Assign Permissions.

# Assign Permissions Full Control I

© Disable Permissions

45___‘
. . . . e FllConiel i
4. Select Assign Permissions Read Only, Assign Permissions e : -
Full Control, or Disable Permissions.
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The following table provides information on the features permissions that you can assign to your groups.

Feature Provides Permissions To:

Analytics & Reporting Log in to the console and access Analytics & Reporting to generate and subscribe to reports.

Note: After you create a group, go to the Analytics & Reporting Configuration page
and run the process daily cube job. Data between the management console and the
reporting cube must be synchronized.

Asset Management Create Smart Rules.
Edit and delete buttons on the Asset Details window.
Create Active Directory queries.

Create address groups.

Attribute Management Add, rename, and delete attributes when managing user groups.

Audit Manager Audit Manager on the Configuration page in the management console.

Audit Viewer Use the Audit Viewer in Analytics & Reporting.

Benchmark Compliance Configure and run benchmark compliance scans.

Credential Management Add and change credentials when running scans and deploying policies.

Directory Grant access to the configuration area where directory credentials are managed. This feature must

be enabled to support access to directory queries as well.
Credential Management - Y4

Directory Query Management Grant access to the configuration area where directory queries are managed. Please note, access to
Directory Credential Management must also be granted.

Endpoint Privilege Management Use the Endpoint Privilege Management module, including asset details and the exclusions
section on the Configuration page.

Endpoint Privilege Management | Use the Endpoint Privilege Management for Unix and Linux module.
for Unix and Linux

File Integrity Monitoring Work with File Integrity rules.

License Reporting View the Licensing folder in Analytics & Reporting (MSP reports, Privilege Management for
Windows, Privilege Management for Mac true-up reports, and Assets Scanned report).

Management Console Access  Access the BeyondInsight management console.

Manual Range Entry Allow the user to manually enter ranges for scans and deployments rather than being restricted to
smart groups. The specified ranges must be within the selected smart group.

Option Management Change the application options settings (for example, account lockout and account password
settings).

Options - Connectors Access the configuration area where connectors are managed.

Options - Scan Options Access the configuration area where scan options are managed.

Password Safe Account Read or write managed accounts through the public API.

Management

Password Safe Admin Session  Password Safe web portal admin sessions.

Password Safe Global API Access to the Quarantine APIs.

Quarantine
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Feature Provides Permissions To:

Password Safe Bulk Password

Change

Password Safe Domain
Management

Password Safe Role
Management

Password Safe System
Management

Password Safe Ticket System
Management

Patch Management

Protection Policy Management

Reports Management
Scan - Audit Groups
Scan - Job Management

Scan - Policy Manager
Scan - Port Groups
Scan - Report Delivery

Scan Management

Session Monitoring

Ticket System

Ticket System Management
User Accounts Management
User Audits

Vulnerability Exclusions

Change more than one password at a time.

Check the Read and Write boxes to permit users to manage domains.

Allow a user to manage roles, provided they have the following permissions: Password Safe Role
Management and User Account Management.

Read and write managed systems through the public API.

This feature is not presently used.

Use Patch Management module.

Activate the protection policy feature. User groups can deploy policies, and manage protection
policies on the Configuration page.

Run scans, create reports, and create report categories.
Create, delete, update, and revert audit group settings.

Activate Scan and Start Scan buttons.

Activate Abort, Resume, Pause, and Delete on the Job Details page.
Activate the settings on the Edit Scan Settings view.
Create, delete, update, and revert port group settings.

Allow a user to set report delivery options when running a scan:

« Export Type

« Do not create a report for this vulnerability scan
« Notify when complete

« Email report to

« Include scan metrics in email (only available for All Audits Scan, PCl Compliance Report, and
Vulnerabilities Report)

Delete, edit, duplicate, and rename reports on the Manage Report Templates page.
Activate New Report and New Report Category.
Activate the Update button on the Edit Scan Settings view.

Use the session monitoring features.

View and use the ticket system.

Mark a ticket as inactive. The ticket no longer exists when Inactive is selected.
Add, delete, or change user groups and user accounts.

View audit details for management console users on the User Audits page.

Select this option to prevent users from excluding vulnerabilities from the display. You can exclude
vulnerabilities from the display to view those that require remediation to satisfy regulatory compliance.
In some situations, you might not want all of your users to set an exclusion on a vulnerability.
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For more information, please see the Managed Accounts section in the BeyondInsight and Password Safe API Guide at
https.//www.beyondtrust.com/docs/beyondinsight-password-safe/ps/index.htm.

For more information, please see the Managed Accounts section in the BeyondInsight and Password Safe API Guide at
https.//www.beyondtrust.com/docs/beyondinsight-password-safe/ps/api/password-safe/managed-accounts.htm.

Features Permissions Required for Configuration Options

Configuration Option Feature and Permission

Active Directory Queries Asset Management - Full Control.

Address Groups Asset Management - Full Control.

Attributes Asset Management - Full Control.

Benchmark Compliance Benchmark Management - Full Control.

Connectors Asset Management and Management Console Access - Full Control.

Organizations User Accounts Management - Full Control.

Patch Management Patch Management - Full Control.

Password Safe Connections Member of the built-in Beyondlnsight Administrators group.

Endpoint Privilege Management A Management Console Access and Endpoint Privilege Management - Full Control.

Module

Protection Policies Everyone can access.

Scan Options Scan Management - Full Control.

SCCM Patch Management - Full Control.

Services Member of the built-in BeyondInsight Administrators group.

User Audits User Audits - Full Control.

User Management Everyone can access.
Users without the Full Control permission to User Account Management feature can edit only their
user record.

Workgroups User Accounts Management - Full Control.

Assign Smart Groups Permissions

1. Under Group Details, select Smart Groups. o
58 -

2. Filter the list of smart groups displayed in the grid using the Show
and Filter by dropdown lists.

Group Details < smart Groups Permissions @

3. Select the smart groups you wish to assign permissions to, and then
click Assign Permissions.

4. Select Assign Permissions Read Only, Assign Permissions
Full Control, or Disable Permissions.
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Configure Two-Factor Authentication for Beyondinsight and
Password Safe Using RADIUS Server

You can configure two-factor authentication to log in to the Beyondinsight management console, Analytics & Reporting, and Password
Safe.

After you set up two-factor authentication, users must log in using the two-factor authentication method.

To set up two-factor authentication, you must:

« Configure the RADIUS server.
« Configure the two-factor authentication settings for users.

Configure the RADIUS Server

1. Select Configuration > Multi-factor Authentication > Radius
two-factor authentication. MULTI-FACTOR AUTHENTICATION

Radius two-factor authentication ~

Maodify Radius multi-factor authentication.

Smart Card two-factor authentication ~

Madify Smart Card multi-factor authentication.

2. Click Create Radius Alias. Beyondlnsight Configuration

) BeyondTrust Multi-Factor Authentication =~ RADIUS
RADIUS € Create RADIUS Alias
You can configure two-factor
Q Search RADIUS aliases instance here, then select tw

Priority

o] B 2

Showing all 2 RADIUS aliases
Alias

1 qwerty 'm This field is required.

3. Inthe Create RADUIS Alias pane, set the following:
« Alias: Provide a name used to represent the RADIUS server instance. This is displayed in the RADIUS server grid and
must be unique.

« Filter: Select a filter that will be used to determine if this RADIUS server instance should be used. If you select one of the
domain filters, you must enter a Value.

« Value: If one of the domain filters is selected, enter a value that will identify the domain. Enter a domain or comma-
separated list of domains, depending on the setting selected for the filter.

« Host: Enter the DNS name or the IP address for your RADIUS server.
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« Authentication Mechanism: Select PAP, or MSCHAPvV2 if applicable. MSCHAPV2 is supported only if the Duo proxy is
configured to use a RADIUS client.

« Authentication Port: Enter the listening port that is configured on your RADIUS server to receive authentication requests.
The default port is 1812.

« Authentication Request Timeout: Enter the time in seconds that you want BeyondInsight to wait for a response from the
RADIUS server before the request times out. The default value is ten seconds.

- Shared Secret: Enter the shared secret that is configured on your RADIUS server.

« Initial Request: Provide the value passed to the RADIUS server on the first authentication request. Select from the
following: Forward User Name (default), Forward User Name and Password, Forward User Name and Token.

« Initial Prompt: Provide the first message that displays to the user when they log in to the application. This setting is
available only when Forward User Name and Token is selected as the initial request value.

- Transmit NAS ldentifiers: Enable this option if it is applicable to your environment. When this option is enabled, NAS
identifiers are transmitted to permit access. In some cases, a RADIUS server does not permit access if NAS identifiers are
not transmitted. BeyondInsight transmits its NAS IP Address and its NAS Identifier.

4. Click Create RADIUS Alias.

Configure RADIUS Two-Factor Authentication Using Duo

This section is a high-level overview on the configuration required for BeyondInsight and Password Safe to work with a RADIUS
infrastructure using Duo.

BeyondInsight and Password Safe can work with the following Duo configurations:

« RADIUS Auto
« RADIUS Challenge
« RADIUS Duo only

Configure Two-Factor for RADIUS Auto and RADIUS Challenge Configurations Using Duo

Follow the steps outlined above in "Configure the RADIUS Server" on page Crente FADILS Al

18, using the following settngs: You can configure two-factor authentication using a RADIUS server. You must frst configure the alias to represent the RADIUS server
instance here, then select two-factor authentication settings for the user.
« For Alias, enter Duo. e
« For Authentication Mechanism, select PAP. oo °

« Forlnitial Request, select Forward User Name and Password.

Fiher
All domain users v

10.101.10.23

el request
Forward username and password -

{1 ransmit NAS idenifiers
CREATE RADIUS ALIAS DISCARD CHANGES
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Configure Two-Factor for a RADIUS Duo-only Configuration

Follow the steps outlined above in "Configure the RADIUS Server" on page
18, using the followng settings:

« For Alias, enter Duo.

« For Authentication Mechanism, select PAP.

« Forlnitial Request, select Forward User Name and Token.

« Forlnitial Prompt, enter a message to display on the
BeyondInsight login page to provide guidance to users on the
information to enter. In this case, the user must enter the RADIUS
code.

p Example: Duo-Only Login Page

After RADIUS two-factor authentication is configured, the login
page for end user varies, depending on the configured settings.

The screenshot shows a login page configured for Duo-only
authentication. The user can enter a passcode to log in or select a
device to send a code to. The user then enters the code on the
login page.

Create RADIUS Alias
You can configure two-factor authentication using a RADIUS server. You must first configure the alias to represent the RADIUS server
instance here, then select two-factor authentication settings for the user.

Priority

e : 0

Duo

Frer
All domain users v

Host
10.101.10.23

>>>>>>>>>>> port

8 ©2 @

itel request Prompt

Forward username and token ¥ Enter RADIUS code:

[ 1 rransmit NAs identifiers
CREATE RADIUS ALIAS DISCARD CHANGES

Duo two-factor login for user1. Enter a passcode or select one
of the following options: 1. Duo Push to JX{X-XXX-6313 2.
Phone call to X3XX-XXX{-6313 3. SMS passcodes to XOO0-XXX-
6313 (next code starts with: 2) Passcode or option (1-3):

Configure Alternate Directory Attribute for RADIUS

To configure an alternate directory attribute for Active Directory and LDAP users for RADIUS authentication, follow the below steps.

x Note: This setting is optional.

1. Select Configuration .
Under Role Based Access, select Options.
Under RADIUS Two-Factor Authentication, set the following:

. Alternate directory attribute: Enter the Active Directory or LDAP attribute that is matched on the RADIUS server to
identify the user account. This can be any attribute in Active Directory or LDAP. The default value is extensionName.

« Enable for new directory accounts: Click the toggle to enable this attribute for new accounts when they are discovered.

4. Click Update RADIUS Two-Factor Authentication Options.
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Configure SecureAuth with Password Safe using RADIUS

Use the following procedures to configure SecureAuth multi-factor authentication with Password Safe and RADIUS.

1. Install the SecureAuth app on a mobile device and click the bar code to scan.
2. Inthe BeyondInsight console, perform the following:

« Configure RADIUS, ensuring UDP port 1812 is open for the SecureAuth instance.

« Create a group with role access for managed accounts.

« Create a user. The user must also be a user in the SecureAuth system.

« Enable two-factor authentication for the user. Map the user to the account name in SecureAuth.

Test the Configuration:

Log in to the Password Safe web portal using the user account that you created.

Enter 1 to receive the passcode in a text message.

Retrieve the passcode from your mobile device.

Enter the passcode on the Password Safe web portal login page, and then click Login.

o b N =

Test other login methods.

* Note: For the push method (4), increase the timeout to 30 seconds.
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Configure Smart Card Authentication

Smart cards can be used for authentication when logging into BeyondInsight and Password Safe. Your network must already be
configured to use smart card technology to use this feature.

This section is written with the understanding that you have a working knowledge of PKI, Certificate Based Authentication, and I1S. To
configure smart card authentication for a user in BeyondInsight and Password Safe, follow the below steps.

1. Select Configuration > Multi-factor Authentication > Smart
Card two-factor authentication. MULTI-FACTOR AUTHENTICATION

Radius two-factor authentication ~

Modify Radius multi-factor authentication.

Smart Card two-factor authentication ~

Modify Smart Card multi-factor authentication.

2. Click the toggle to Enable Smart Cards.

Click the toggle to enable the Allow UPN Override On User SMART CARD AUTHENTICATION
option. This enables a BeyondInsight user with a smart card that

has a different Subject Alternative Name to log into BeyondInsight
and maps the smart card to the user.

4. Click Update Smart Card Authentication.

You can configure Smart Card authentication to log in
to the system. Your network must already be
configured to use Smart Card technology to use this
feature.

C. Enable Smart Cards (Yes)

E Allow UPN override on user (No)

UPDATE SMART CARD AUTHENTICATION

Multi-Factor Authentication
x Note: You must also enable the Override Smart Card User

setting for the user accounts that use smart cards to authenticate. E. Override Smart Card User (yes)
The User Principal Name is also required. This can be set when
creating a new user or editing an existing user.

User Principal Name

The user principal name is required
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Verify the Beyondinsight Server Certificate
During the Beyondlnsight installation, self-signed certificates are created . e
& File Action View Favorites Window Help

for client and server authentication. These certificates are placed in your rREGEEEL =
Personal > Certificates store and show as Issued By eEyeEmsCA. 3 Comoteoct weato - s 5y Epirton Dvte e
4@ ;np.f.ma; ‘(Lm\ Compute geiyeimsghem eiyeims: :::gigi: :ewevﬁ
4 ersonal eEyeEmsSenver eEyeEms( erver
To authenticate using smart cards, the server where BeyondIinsight is bgf'uiiﬂi;imm et e etts ot
. . ' . . I 3 nterprise Trust Bl jient. ondTrust lalwarelnfo WebAdmi... lient.
running also requires a certificate issued and signed by a certificate P 3 et ottt e peen S, @S e
authority (CA). Verify that your BeyondInsight server has the correct e e
certificates issued before continuing. b o vaont]

b (] Remote Desktop

b (] Smart Card Trusted Roo|
b (] Trusted Devices

b ] Web Hosting

Verify the Web Server Certificate b Wi 0 Tt

During the BeyondInsight installation, a self-signed web server certificate is created. This certificate must be replaced with a CA-issued
certificate.

To verify you have a CA-signed certificate issued to the web server:

1. OpenliS.
2. Select your web server. File View Help

Comections
@-Hi% 8

4 EE HOMEMS0T {HDME"'.,admin.insightH
- @ Application Pools
A.E Sites
4 & Default Web Site
i -[7] aspnet_client
[ Clarity
1.?' eBye.RetinaCs.5erver
¥ eEye.RetinaC5sClaimsAware

Ve
(¥ eEyeRetinaCs550
;.? EventService
1.?' PolicyService
[ RetinaCS5C

LE

lg? RetinaC5Webgate

;.? Retinalnsight
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—_— e

3. Select Server Certificates. il |
View Apj;
View Site
Change.
Version
o % — o Get New
! = ==l Compoen
ﬁ"ﬂ = _L*]}, Compon
0 Help

Output Request Server
Caching Filtering Certificates

| Request and manage certificates fo

4. Verify you have a CA-issued certificate. If you do not see one listed,
request one from your certificate authority.

TS — G server Certificates
63 start Page
4S5 HOMEMSD! (HOME\admin nsight)
2 hopisonpocs Fitee + % Go G Show AR [ Groap b No Gouping
B s = rsued To issoed By Expision bate Consicne Hach.
Pyt HouEt HOMEMS e BUSCA ATARRELIESIM  ECOCKHBTOCISSS
&Ly ayebmaChent demsca ERREIM SESRCEEDBI
b P etyeRemnacs samer etyekmeServer etyeEmaCa ANBATLIGIM  SBEDTFIRNIEORATIFARS!
b dbye RSl : home HOMICAS-CA 43018504004 (CIOIDIBMITTALENRS
V2 HOMENSN Pone HOVECGAR.CA___ SIBIRIAM_ ADSDTDMOHOIE
b B Gontsenice IR TH6AM  ISEAMMARBIOCCTOBI
b Pokcysenice
523 Reimacssc
L @R
3 Retmniont

Update Default Web Site Bindings with CA-Issued Certificate

Once you have a CA-issued certificate in place, you must edit the bindings of the Default Web Site, replacing the self-signed certificate.

1. OpenliS.
2. Expand Sites, and then select Default Web Site.

3. Right-click Default Web Site, and then select Edit Bindings.
0 r HOMEMSO1 » Sites » Default Web Site »

File  View Help

CEIEI) @ Default Web Site -

?ﬂ Start Page Filt %G
-9 HOMEMSDT (HOME\edmin.insight) ther: °
@ Application Pools ASP.NET
4-[&] Sites = @
Fl E Defaylt Weh Site & e
b ag gl Explore MNET NET NET Ern
D? C| Edit Permissions... \Authorizat.., Compilation Pages
b e
Dé‘ e 3 Add Application... lIs .
b el s Add Virtual Directory.. @ izﬁ \@
b E -
E 3 P‘ Edit Bindings... |Authentic... Authorizat.. Compress
v Rules
D--\,? R Manage Website 3
LB R Management
E"g R i3 Refresh
= X Remove
Configurat...
Rename Editor
af;“ Switch te Content View
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1. Select https, and then clck Edit. s Lmm

Type  Host Name Port  IP Address Binding Informa...
hitp 80 v
hitps a3 -

IEE ‘b
a
B

Browse

Close

1. Select the issued domain certificate in the SSL certificate list, and

then click OK.
Type: 1P address: Port:
[https | [Anl Unassigned s ]
Host name:

[] Require Server Name Indication

S5L certificate:

BeyondTrust Web hd | Select... | | View... |

Not selected
HOMEMS01

= | 0K | | Cancel

eEyeEmsClient ‘
eEyeEmsServer

Update SSL Certificate in Beyondinsight Configuration Tool

The next step is to change the domain issued certificate in the Beyondinsight Configuration tool.

1. Open theBeyondInsight Configuration tool. The default path is: ] Beyondinsight Configuration =9 x
C:\Program Files (x86)\eEye Digital Security\Retina BeyondInsight
CS\REMEMConfig.exe. 4 SMTP Settings ~] IestComecton
SMTP Server Address : Create Database
Scroll to Web Service. e e 2 Uocrade Datbse
SMTF Server Password eveass &M—“—Ea e “’::“’E .
- . cate Haracen
From the SSL Certificate menu, select the Domain Issued T Fave ik S6i Gt
certificate. e o T gtb /e Eye. FetinaCSSO oL s
4. Click Appl = e _—
- ClICKApPPIY. N My Nn-UVi08 [ | Smeecmate
4 Web Site Information My: eEyeEmsClient Disable Light Wriebacks
Web Site My: WIN-OPKA4LICNGD Generate Certificate msi
Host Name My Generate Certficate Zip
X:::SDL?W My: Ml o WebAdmn Clert _ | oot Cerficates
Legacy Virtual Directory eEye RetinaCs Server . -
Legacy Access URL https://nn-uvm20b/eEye.RetinaCS_Serve
Session Timeout 10 ManagementConsole Enabled
HTTP Timeout 360 ~ 1 Event Service: Enabled
SSL Certificate Password Safe Ul Enabled
Option select an SSL certificate to utilize for the web service. Confiqure HSM Credentials
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Log In to Beyondinsight and Password Safe Using a Smart Card

With the correct certificates now applied, you can now open the

. Windows Security =
BeyondInsight console or go to
https://<servername>/WebConsole/PasswordSafe, where you are Smart Card
prompted to select your certificate and enter your pin. You are logged in Please enter your authentication PIN.
using a secure encrypted connection.
PIN
[PIN

Click here for more information

oK | Cancel

Configure Two-Factor Authentication Settings for User Accounts

Two-factor authentication can be configured for Local, Active Directory, and LDAP user accounts as follows:

1. From the left navigation pane in the console, select Configuration.
2. Under Role Based Access, select User Management.
1. Select the user.
2. Click the More Options icon, and then select Edit User Details.
3. Onthe Edit User page, select RADIUS from the Two Factor Authentication list. - © - -
4. From the Map Two Factor User list, select one of the options listed. The user type
selected maps to a user on the RADIUS server. The options displayed in the list change
depending on the user logging in. =+ Add Groups to User...
« Local Beyondinsight Users options:
o As Logged in: Use the Beyondinsight user account login. [i] view User Details...
o Manually Specified: Enter the username the user enters when logging
in. |f Edit User Details...
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« Active Directory and LDAP Users options:

o SAM Account Name: This is the default value.

o Manually Specified: This is the username the user
enters when logging in.

o Alternate Directory Attribute: This is the Active
Directory or LDAP attribute that you set above when
configuring the RADIUS server.

o Distinguished Name: This is a combination of
common name and domain component.

o User Principal Name: This is a combination of user
account name (prefix) and DNS domain name
(suffix), joined using the @ symbol.

Note: The information for Active Directory and LDAP user
settings is retrieved from the corresponding setting in the
directory for the user account logging in.

5. Click Update User.

BEYONDINSIGHT AND PASSWORD SAFE
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EDIT USER

e@mall4.nuin

Username
a.named

E]:] Account Quarantined (no)

Multi-Factor Authentication

E]:] Override Smart Card User (no)

E]:] Disable Forms Login (no)

Two Factor Authentication

RADIUS

Map Two Factor User

Manually Specified

Alternate Directory Attribute (extensionName)

Distinguished Name

User Principle Name

SAM Account Name

Domain\User Name

Map Two Factor User
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Configure a Claims-Aware Website in Beyondinsight

You can configure a claims-aware website to bypass the current BeyondInsight login page and authenticate against any configured
Federated Service that uses SAML to issue claims.

The claims-aware website is configured to redirect to a defined Federation Service through the web.config. Upon receiving the required
set of claims, the user is redirected to the existing BeyondInsight website. At that point, it is determined if the user has the appropriate
group membership to log in, given the claims associated with them.

If users attempting to access BeyondInsight have group claims matching a group defined in Beyondinsight, and the group has the Full
Control permission to the Management Console Access feature, the user bypasses the BeyondInsight login screen. If the user is new
to Beyondlnsight, they are created in the system using the same claims information. The user is also added to all groups they are not
already a member of that match in BeyondInsight, and as defined in the group claim information.

If the user is not a member of at least one group defined in Beyondinsight or that group does not have the Full Control permission to the
Management Console Access feature, they are redirected to the BeyondInsight login page.

Create a BeyondInsight Group

Create a BeyondInsight group and ensure the group is assigned the Full Control permission to the Management Console Access
feature.

Add Relying Party Trust

After Beyondlinsight is installed, metadata is created for the claims-aware website. Use the metadata to configure the relying party trust on
the Federation Services instance.

The metadata is located in the following directory:
<Install path>\eEye Digital Security\Retina CS\WebSiteClaimsAware\FederationMetadata\2007-06\
When selecting a Data Source in the Add Relying Party Trust Wizard,

select the FederationMetadata.xml generated during the install. B
Steps Select obtan & ths relyng pary.
L O Impont data ona
@ Select Data Source. — 3
@ Configure Mutidactor s federation metadata online or on a kocal network.
Adhentication Now?
Federation metadata address host name or URL):
@ Choose lssuance
‘Authonzation Rules
@ Readyto Add Trust Example: fs contoso.com or https://www contoso.com/app
@ Finish @ Import data about the relying party from a fle
oy metadata to 3 file. from This wizard will not
voldate the source of the fie.
location:
[ ] [(Bome.]
O Enter data sbout the relying party manuslly
Use this ot
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Set Up Claim Rules

Edit Rule - BlLogonGroupMembership1 [x1}
;! Note: Claims rules can be defined in a number of different ways. . i : el m o s ,
The example provided is simply one way of pushing claims to i Bt L i Sl ) e
Beyondinsight. As long as the claims rules are configured to Claim e name:
include at least one claim of outgoing type Group (with Group [BiLogonGroup Membersip? |
claim matching exactly what is in BeyondInsight) and a single G T R, St e
outgoing claim of type Name, then BeyondInsight has enough Gt Cnly
) . ) ; [ADFS\BiLogonGroup | [ Bowse... |
information to potentially grant access to the site to the user.
Outgoing claim type:
IGmuu vl
Urapscid
Outgoing claim value:
AD FS Users|
Supported Federation Service Claim Types
. . Outgoing Claim Mapping to Beyondinsight User
Outgoing Claim Type Type Detail
http://schemas.xmlsoap.org/claims/Group Required Group membership
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name Required User name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname Optional Surname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname Optional First name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress Optional Email address

Claims-Aware SAML

The following procedure shows you how to set up a claims-aware website using the Windows Identity Foundation (WIF) SDK.

Start the Windows Identity Foundation Federation Utility.

2. Onthe Welcome page, browse to and select the web.config file for Beyondinsight Claims Aware site. The application URI
automatically populates.
3. Click Next.
4. SelectUsing an existing STS.
5. Enter Root URL of Claims Issuer or STS . & Use an exsling STS
: ) . The selected application's corfiguration willbe modfied to trust and acoept the claims issued by an existing
6. Select Test location. FederationMetadata.xml is downloaded. G R S e R G T
. STS WS-Federation metadata document location
7. Click Next. i
Jrttos://adfsaccount adatum com Browse... Test location...
8. Selecta STS signing certificate option, and then click Next. (Bxarmple: itps //fabricam /200706
9. Select an encryption option, and then click Next.
10. Select the appropriate claims, and then click Next.
11. Review the settings on the Summary page, and then click Finish.
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Set Up SAML With a Generic Security Provider

The following steps show how to set up BeyondlInsight with a generic security provider.

Configure SAML

To configure SAML, go to the Dashboard or Menu and click Configuration, then, under Multi-Factor Authentication, click SAML
Configuration.

Identity Provider Settings:

SAML Configuration
1. Entity ID: The name of the identity provider (IdP) entry, normally

supplied by the provider. Identity Provider Settings

2. Single Sign-on Service URL: The SSO URL, from the provider. o
3. Select SSO URL Protocol Binding type, Redirect or Post.
4. Single Logout Service URL: The SLO URL, from the provider.
5. Select SLO URL Protocol Binding type, Redirect or Post. S50 AL Fremacol Binding
) L. . ) . @ HTTP Redirect () HTTP POST
6. Under Encryption and Signing Configuration, check applicable
boxes as required by your service provider. ‘
Single Lagout Service URL
7. Select the Signature Method from the dropdown list of methods.
The correct method is as required by your IdP. SLO AL Protacol Sinding
. . . . @ HTTP Redirect (O HTTP POST
8. Upload the identity provider certificate.
Encryption and Signing Configuration
[] sign Authentication Request [ want Logout Request Signed
[j Sign Logout Request [j Override Pending Authentication Request
[:] Sign Logout Response E] Disable Audience Restriction Check
E] Want SAML Response Signed E] Disable In Response To Check
[C] want Assertion Signed [ pisable Inbound Logout
[] want Assertion Encrypted [] pisable Qutbound Logout
[] want Logout Response Signed
SHA2S6 .
Current Identity Provider Certificate
Subject -
Issuer -
Valid from 0001-01-01T00:00:00
Valid to 0001-01-01T00:00:00
Upload Certificate
Drop File to upload
(or click)
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RS
Service Provider Settings Service Provider Settings

/ekye.RetinaCSSAML/

9. Entity ID: The fully qualified domain, followed by the file name:

Assertion Consumer Service URL
/eEye.RetinaCSSAML/SAML/AssertionConsumerservice.aspx

https://[<serverURL>/eEye.RetinaCSSAML

This is used for the audience restriction.

10. Click SAVE SAML CONFIGURATION.

Once the SAML configuration is saved, a public SP certificate is available to
download. It can be uploaded to the IdP, if required.

Update Host Name and SAML access URL

Note: This is applicable to on-premises installations only. For PS Cloud or on-premises installations, Access URLs can also
be set in the Bl configuration.

Open the BeyondInsight Configuration Tool.
Scroll Down to SAML Access URL.
Update it to the fully qualified domain, followed by the file name:

https://<server>/eEye.RetinaCSSAML
Scroll down to the Host Name field under the Web Site Information section.

Update it to the fully qualified domain, for example, https://bidev.shines.test.cloud.
Click Apply

x Note: The host name is the fully qualified domain name used to access BI/PS. If this is a load-balanced instance, the host
name is the same on all servers.

Configure Identity Provider (IdP)
Below are some of the values an IdP might need:

« Audience Restriction: https://<server>/eEye.RetinaCSSAML
« SSO Service URL: https:/I<server>/eEye.RetinaCSSAML/SAML/AssertionConsumerService.aspx
« SLO Service URL: https://<server>/eEye.RetinaCSSAML/SAML/SLOService.aspx
« Service Provider Certificate: (generated when SAML configuration is saved)
Your identity provider needs to provide the following attributes in the assertion:
« Group: (Required) This must match the group created in BeyondInsight or imported from Active Directory. If an Active Directory
group is used, it must match the Bl format Domain\GroupName.
« Name: (Required) This should be the be in the format domain\username or UPN.
« Email: (Optional).
o Surname: (Optional).

« GivenName: (Optional).
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Configure ADFS with Password Safe Using SAML

Configure ADFS on the Identity Provider Server

1. Open the ADFS management console.
2. Expand Trust Relationships.
3. Right-click Relying Party Trusts.
il Fle Action View Window Help
&= | 2mEm
] ADFS 2.0 E
# | Service
B [ Trust Relationships
] Claims Provider Trusts
5. Click Start.
6. Select Enter data about the relying party manually, and then e Asn vem im0
. e Al sl 7 o]
click Next. Bomn =
3 3 sees T
e et e Suloct Dt Source
3 ey Pty Trusis
Altriute Do Stepn
ool e amamastret
@ Chooes Profie Faderation meiadsts address hest name of URL)
# Lortgum Cofcsin I
® Corfgue RS, Exmrgie fa contons com or hips /. fwerm Canioes com
. -
* T e e i s
Ryt dd Tum ot vakdste e sure ol e fle.
e | [
= Enter data sbout the mebyng party manualy
cPwian |[ Mty | Cwes | b |
7. Enter a Display name, and then click Next. T Add Rebying Party Tt Wizard X
Spocity Display Nama
Seps Troethe ths redyng party
@ Welcome o
@ Select Dinta Source b
& Spocty DuslayName AT
@ Choose Profie Hiotes:
@ Corfiqurs Cortfcate =
e Corfigurs URL
@ Configurs kentfury
# Chooee lesusnce
Adborzsion Fubes - |
& Flady b ASd Taat
& Fraan
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8. Leave AD FS 2.0 profile selected, and then click Next. x|
Sys T the relying party tnist. Choose the apgrapdate.
@ Wekcoma configuration profle for this nshing pasty tust.
@ Select Data Source ' ADFS 20 profile
@ Specfy Daplay Name wach as
o th SAML 210 protocel
@ Checosn Profie
@ Configure Codficate " ADFS 10and 1.1 peofile.
@ Corfigurs URL This peoli the vth AD FS 1.0and 1.1,
@ Conligure identifiers
@ Chooss lsmance
Authonzation Pules
@ Ready to Add Trust
@ Finish
|
9. Click Browse on the Configure Certificate screen to import the a7 x
service provider (SP) public certificate. Configure Cartificate
. . . Steps — ek .
10. Navigate to the location of the SP certificate. Py e i
T T G decrypt the claims that ane sert o . To specky the cetficate, chok Browse..
11. Select the certificate, click Open, and then click Next. @ Specty Daciay Name e
Subect:
@ Choose Frofle e e
& Corfigure Cortifcabe Expiraton date:
@ Configure URL
i ! [ | |
@ Chooes lssuance
Aughonsson Fukes
& Faadyto Add Tamt
 Frigh
cBoves | bet> | geee | b
12. Select Enable support for the SAML 2.0 WebSSO protocol. » ety Trust Wizard
. . Carfi AL
13. Enter the Relying party SAML 2.0 SSO service URL, and then s:'m
. A0 TS 20 wuppots e wS-Tast. WS edecsion and SAML 2 0'WebSS0 bou vebarg partes. ¥
olick Next. Sl e
T et o P
@ Chocae Profle WS i sl Piires Eoohacid. 5 e LD
@ Corfigue Catificate hmpmmw
@ Corbguee URL |
& Corfigue idenifisn Emarmgle: bepe e cortses somadufel
@ Cheese hsuance
A Sty ok Fakiey F Enatin sappt for tha SAML 20WbS 50 protscel
: :3&1&!“ E&Lﬁpwm“mmmmm-u
[l charee QDM el pe B FEAMLS A
Emarple: btptd ewr contom comadiale)
cPeon [ Hetr | cowed | wa |
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14. Enter the Relying party trust identifier, click Add, and then click s Add Relying Party Trust Wizard
Next. Configure Identifiers

Sleps ) o
@ Welome e sty st

eriher siiings. Speciy

@ Select i L

@ Speciy Dirplay Name [hetosticcSmves FODN> »/6E e RetralS5aML/ Hedd

@ Choose Profle Evomrghe: hiips: /12 conten comfadie/sanae s

@ Configurs Certficate Rsking paty bt ideniifiers:

@ Corfgues AL Fitrove

@ Configure |deniifiess

@ Choose lemence
Auhorizafion Fudes

@ Resdy bofudd Tt
@ Finish

15. Select the preferred method of access, and then click Next. The

default is Permit all users. Chaase lssunnce Aulhorizotion Rules
Steps ! i
@ Welcome Choos one ol | “ m' L " v v L & m
Ere
@ Gekect Dika Scnace
@ Speaty Diaplsy Nawe o Pm_iclmun_vmﬁmm -
@ Cheso Pactile ey vl e confiured o poem o e ha The

@ Configre ertficate

~ A
@ Confgae UAIL thlwua..whnwﬂb

e wllba ] ool ATy
@ Conyuse lderifen: Lalew ot o, "
@ Choooe bauance
Aushcrzaon Prukes ) it
eking pasty
@ Rasdy e Add Tnt rut v .o £l Claem Fldes m the Actions pane.
@ Fnith

16. Click Next, and then click Close.

Rzndy to Add Trust
fbepa

T - Rervaen x Hiod
@ 'alscoms &qﬁﬂ:‘:‘% F3 confru ston detabane. 8
@ Seleoi Dats Soupce
[ — Mg | idorsions | Ercayosion | Sigranee | Accepeed s | Ougarization | Encioes | h [+
@ Chocos Paciile S panly thes alwiant] SeMuds Aow el i) iaty Wil
& Cortipen Coticale Rehing sy’ oo o eta P
@ Confgurs URL |

o Corigurs Msnifs
™ Moreoe isrgpay
& Chosos |suance

ez ater Py T forormate sty e e rebien party
i el T Tris ooy pary's st mtday dts v p chach o o
& R « rarems
T peyrs) pasty
A Pulren >

(P.i!ll Hﬂ)lt]ﬂ Help
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17. Click Add Rule.

18. Select the Send Group Membership as a Claim rule template,

. Select Fule Template
and then click Next.
Bl et the tormpliey ov o e you Tha dascsption
@ Chccoms ke Trie ravadien ekl abat mach claem nube beplate.
@ Corfigus Clam Fude (Clasrm e enplste:
Send o Mentenhpasation I
Cllwrs e bevrphaie detonpion.
Using tha Sand liaoup i a4 [l rule . palnct :
o b an alct an Acten

sedecled
s il el 5l 3 s i et & i
“Rekeiri” § the we i o mambar of the "Thoman Adm” Ll ndd

[ RRA R R g e pacLrity o perglan onp

Tk e e ook s e Perglle

19. Enter a name for the claim rule. "Wy Adkd Tronatonen Clan Rule Wizord
20. Selectthe User's group. Configure fule
Siaee i ared a chim based|on a user's Active Dimcloy . Spucdy
21. Select the Outgoing claim type. @ Choose i Tyon ey o s membes ol e peciy s cusgonclam e ar ek o .
@ Configue Clym Flule Clasm ke fistig:
22. Select the Outgoing claim value. Irmmm —
23. Click Finish. um“:: _ .
Outgong clam b
[5 Clae T, |
Note: The outgoing Group claim must match exactly what is in Dn::;wfw
BeyondInsight. e i
Outgeng clae vl
[patumcomiTresClamtcpiserd
e | ] _coen ||
24. Click Add Rule.
25. Selectthe Send LDAP Attributes as Claims rule template, and % dd fransform Claim Rule Vizard
then click Next. Select Aule Template
Steps Select : T [ e e
@ Choose Rule Type picivides detsds shouk each clum ne tenplote.
@ Coriguen Cloes Fiule Claim e temmplate:
T - |
Claien e teplate descipion:

Jsing thy 5 Cloms rube gl attibute
shorn such a8 Acke Dirsclory 1o send as clams 12 the reang pary. Muligle sltsbales may be ert &t
rndvple clar hom & 5 g this Fox scample, x

[

clarme. This nde
clam e w0 end up mentet
Lol e mreees ot thas sules bl
P [[(Hets | caned | Wi |
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26. Enter a Claim rule name.
27. Selectthe Attribute store.

28. Select User-Principal-Name for the LDAP Attribute.
29. Select Name as the Outgoing Claim Type.

30. Click Finish.

Configure Rule

Steps
@ Choose Fde Type
& Conligure Claen P

Select an om
vell maxg b the cubgoang clai o be

innaed om the se.

Claim nde reamer

[Home

e terplabe: Send LDAP Sfrbutes a Clams
ihttribute oo

[acsve Dioctoey |

Mapoing of LDWP afibutes 1o outgong claim bpes:

<Pedos [ Feoh ] caned | Hee |

31. Onthe Relying Party Trusts page, right-click BT Service Provider, and then select Properties.

32. Select the Signature tab.

33. Click Add, and then enter the service provider public certificate.

Configure SAML on the Service Provider Server (UVM)

[ —

acowsh repeessachunet Vi hitps 4/ ackiveedy U anch rotieEy
BT Serice Pocrdes Veu Ihitps./Fadfiwehy heyoeiaarch relieEy. .

ravider Properties

| Accepind Clsms | Oigarizsion | Endpoints | Motes | Advanced
Mordorg | idenies | Ercopion Signahae
Spascify the signshes 2 -] s rekirg
paty.

!
Bl CHewwwsp .. CNewwswipoom 122201342 12305

To configure SAML, go to the Dashboard or Menu and click Configuration. Under Multi-Factor Authentication, click SAML

Configuration.
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Identity Provider Settings:

1. Entity ID: The name of the identity provider (IdP) entry, normally
supplied by the provider.
Single Sign-on Service URL: The SSO URL, from the provider.
Select SSO URL Protocol Binding type, Redirect or Post.
Single Logout Service URL: The SLO URL, from the provider.
Select SLO URL Protocol Binding type, Redirect or Post.

o & N

Encryption and Signing Configuration:

6. Depending on IdP configuration, check any of the first 3 settings,
Sign Authentication Request, Sign Logout Request, and Sign
Logout Response.

7. Check the appropriate service provider (SP) settings.

8. Check any required miscellaneous settings.

BeyondInsight

EI BeyondTrust

SAML Configuration

Identity Provider Settings

Configuration

Muki-Factor Authentication — SAML Configuration

550 URL Pratacol Binding

(@ HTTERedirect  (C) HTTR POST

5L0 URL Protocol Binding

(@ HTTP Redirect () HTTP POST

Encryatian and Sigring Configurazion

[[] sign Authenticstion Reguest
D Sign Logout Request

|:| Sign Logout Response

[ Want SAML Response Signed
Want Assertion Signed
(] Want As=ertion Encrypted

[ Want Logous Response Signed

|:| Want Logout Reguest Signed

D Owerride Pending Authentcation Regquest
[[] Dizzble Augiznce Restriction Check

[ Disable In Response To Check

D Dizable Inbound Logout

[ Disable Quthound Logout

Encryption and Signing Configurasion

[ sign Authentication Request
D Sign Logout Requeast

|:| Sign Logout Response

D Want Logout Request Signed

D COverride Pending Authentcation Request

[[] Dissble Audience Restriction Check

[ Want SAML Response Signed
Viant Azsertion Signed
[ Want Assertion Encrypted

[ Want Logout Rezponse Signed

[ Disable In Response To Check
[ Dizable Inbound Logout

[ Disable Quthound Logout

SHA-256

Encryption and Signing Configuration

D Sign Authentication Request
[J sign Logout Request

D Sign Logout Response

D Want SAML Rezponze Signed
Want Assertion Signed

D Want Assertion Encrypred

[ want Logout Response Signed

SHA-258

D Want Logout Request Signed

|:| Cwverride Pending Authentcation Requeast
[ Disable Audience Restriction Check

D Dizzble In Rezponze To Check

[ Disable Inbound Logout

D Dizable Quthound Logout
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9. Select the Signature Method, from the dropdown list of methods.

Encrygtian and Slgning Configuration
The correct methOd iS as reqUired by yOUr IdP D Sign Authentication Request D Want Logout Request Signed
|:| Sign Logout Requeast |:| Cwverride Pending Authentcation Requeast
D Sign Logout Response D Dizable Audience Restriction Checx
[ Want SAML Rezponse Signed [[] Dizzble In Respanze To Check
Want Assertion Signed [ Disable Inbound Logout
D Want Assertion Encrypred D Dizable Quthound Logout

|:| Wiant Logout Response Signed

EHA.258 -

10. Upload the identity provider certificate.

Current ldentity Provider Certificate

Subjest

I&g1ser

Walid from 0001-21-01700-00:00
Walid Lo 0001-21-01700-00:00

Upload Certificate

Drop File to upload
(or click]

Service Provider (SP) Settings:

11. Entity ID: The fully qualified domain, followed by the file name:

Service Provider Settings

https:/I<sel'verURL>IeEye.RetinaCSSAML ;m:Jsl:-'."a:lfsweh.l'eyresear{l".1e:-'eEye_Reti naCSSAMLY o
Assertion Consumer Service UAL
1 2 . CI |Ck SAVE SAM L CON FIGU RATION . httpsa/adfsweb. treyressarch.net/eBye RetinaCSs AMLSAML AssertionConsumerservice.aspx

13. Once the SAML configuration is saved, a public SP certificate is

Service Provider Settings
available to download and upload to the IdP, if required. :

https://adfsweb treyresearch.net/eEye RetinaCS5AMLS

Assertion Consumer Service UAL

https://adfsweb. treyresearch.net/eEye RetinaCSSAMLSAML AssertionConsumerService.aspx

.‘. Download Ce
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Configure Okta with Password Safe

1. Login to the Okta admin portal.

2. Cick Add Application e

Emibod lnks. 5 yous applicasons

= Baci 1o Appicatons

5 Add Application
al BliccoEFGHIIKLMNOPORSTUVWXYZ

Tetac
i ado

“Rops you cresmed (2)

&frankly 1 Ada

INTEGRATION PROPERTEES

4. Select SAML 2.0 as the sign-in method.
5. Click Create. okta oo

Dreciory

_ Sign on method (O secure Wed Auhenocanon (sway

§ (®) samL 20
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6. Enterthe application name, and then click Next.

&3 Create SAML Integration

° General Sexings € contioure sam

o General Settings

App name Passwordsafe

App logoloptional) @ @

Browse..
Upload Logo
App visibility (7] Do not display appiication Icon 1o users
[ Do not display application icon in the Okla Mobile app.

7. Enterthe single sign on URL:
https://ServerURL/eEye.RetinaCSSAML/saml/AssertionConsumerService.aspx

8. Check the Use this for Recipient and Destination URL box.
9. Enter the audience URI (SP entity ID):

https://<ServerURL>/eEye.RetinaCSSAML

10. From the Application username list, select Okta username.

£} Create SAML Integration

[ per— @ convoe sar [ -
o SAML Setngs
What does this form do
Singse sign o0 URL © p: Vinere do | find the info this form needs?
) Use s torRecipent URL nd Deszmtion LR
Auionce URI (5P Entiy 0] @ i SorverURLIOE o RetnaCSSAML
Defoun RelaySuate @
Okta Cantcate
Name ID foumat @ Unspectied

4 Downiosd Okta Cersfatn
Appiication wsermame @ Gian usesname

Show Agvencea semngs
SLO Optional Setting

11. Click Show Advanced Settings.

12. Select Enable Single Logout.

13. Fillinthe Single Logout URL:

HTTPS://<FQDN>/eEye.RetinaCSSAML/SAML/SLOService.aspx

14. Fillinthe SP Issuer: HTTPS://[<FQDN>/eEye.RetinaCSSAML.
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15. Select the SP Public Certificate.cer certificate.
16. Click Upload Certificate.
17. Add attributes, and then click Next.

LEARN MOSE

« Group: Set as a literal. This must match the group created - B o

in BeyondInsight or imported from AD. If an AD group is = e

used, it must match the Bl format Domain\GroupName. = i o 4
« Name: (optional) - .

. . Greerilame Unspeciied L user Srpthae

° Emall. (optlonal) SUrmaTe Unspecfied - uses BstName
« Surname: (optional) o
« GivenName: (optional)

Unspeofiad - Srang wath

Aad Anather

o Preview the SAML asserion generated from the information above

€3 Proviaw the SAML ASsarmon

v [ e L]

18. Select appropriate settings for Okta support, and then click Finish.

o Help Okta Support understand how you configured this application

Are you a customer or partner? (®) I'man Oka customer adding an internal app

() Im a software vendor. I'd like to Integrate my app with Oka
n The optional questions below assist Okta Support In understanding your app Integration.
App type @ [[] Thisis an internal app that we have created

‘Contact app vendor [ Its required to contact the vendor to enable SAML

‘Which app pages did you consult 1o configure SAML?

et links, describe

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Placeholder text
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19. Click View Setup Instructions. Genersl  SignOn

Settings Edn

SIGN ON METHODS

® samL 2.0

Defeult Relay State

SAML 2.0 Is not configured untll you complets the setup Instructions.
View Setup Instructions

Identity Provider metadata Is avallable If this application supports dynamic configuration.

CREDENTIALS DETAILS

Application userame format Okta username

Password reveal Allow users to securely see their password (Recommended)

20. Copy the Identity Provider Single Sign-On URL. Save the value @ ey Prosie Soge Sqn0m it

to be used in the next step. e S S —
21. Copy the Identity Provider Issuer. Save the value to be used in © ety Proves S Loga URL
the next step. T -

22. Click Download certificate. PR

L

Q3508 Comficore

Downilosd cenificate

Configure SAML in Password Safe

23. Goto the Dashboard or Menu and click Configuration, then, under Multi-Factor Authentication, click SAML Configuration.
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24. For Entity ID, enter the Okta value Identity Provider Issuer. Beyondinsight | Configuration

|b| BeyondTrust General © SAML Configur ation

25. For Single Sign-on Service URL, enter the Okta value Identity
Provider Single Sign-On URL.

26. Ifavailable, set Single Logout Service URL to Okta value Identity
Provider Single Logout URL.

27. Click HTTP POST Protocol Binding for SSO and SLO.

SAML Configuration

Identity Provider Settings

i~:[ o/ fwiwew.okta.com/exki2343v39bGLIYpORT o

httpsz/idev-12345 oktapreview.com/app/beyondrrustdev] 2345 _passwordsafe_1/ 0

550 URL Protocol Binding

() HTTP Redirect (@ HTTP POST

I";(::;s:-:.-'.r.le:v-.123:15:ok|:a:u'eview.cuw.‘aaa:ae‘,uor‘d:’\.ls:dw] 2345 _passwordsafa_1/: e
() HTTP Redirect (8 HTTP POST
28. Under Encryption and Signing Configuration, check applicable Encryprian an Signing Configuration
boxes. A typical configuration is shown; however, depending on Sign Authenticstion Request Want Logout Request Signes
your Okta settings, some configuration selections may be different. Sien Logaut Resuest [ Override Pending Authentication Request
Sign Logout Response [ Disable Audience Restriction Check
Want SAML Response Signed [ Disable In Rezponsze T Check
Want Assartion Signed [ Disable Inbound Logout
[ Want Assertion Encrypted [ Dizable Qutbound Logout
Vant Logout Rezponse Signed
e .

29. Upload Okta X.509 certificate. Current idensity Provider Cerificate
Ewinfa@okta com, CNsdev IR OUsSSOPravider, OsOkza, LeSan
Francisco. S=California. C=U5S

Esinfo@okacom, CNedev- IR OUsSS0Provider, Onlikza, LeSan
Francisco. S=California, C=U5

Walid frorn 2018-10-10T16:30:542
2 o 2028-10-10T16:31:542

Uplead Cemificae

Drop Fite to upload

for click)
30. Enter the service provider Entity ID. Service Provider Semtings
31. Click SAVE SAML CONFIGURATION. S o
32. Once the SAML configuration is saved, a public SP certificate is . .
. . . ssemion Consumer Service WAL
available to download. It can be uploaded to the IdP if required. https-//FQDN/eEye. RetinaCSSAMLEAML/AssertionConsumerService. aspx
& Download Certificate
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Configure Ping Identity with Password Safe

1. Login to the Ping Identity admin portal.

2. Click the Add Application button, and then select New SAML 2. & Desnboars | Appcatins
Application from the menu. Wy pplcatons | Aptcatin Ctag

My Applications & 1 Applications / My Ap

Applications you've added to your account are listed here. You can search by application name, description or entiyld

« Active applications are enabled for single sign-on (SSO).
« Detalls displays the application detals.

Appiication Name

PasswordsateProder s e Remove | P

‘Search Application Catalog

New SAML Appiication

New Basic SSO Application

Request Ping Identty add a new application to the application catalog

3. Fillin Application Name and Description. stas
PasswordSaeProvider SAML Active e Remove

4. Set Category to Other, and then click Continue to Next Step.

1. Application Detalls
Application Name | PasswordSafeProvider

Application Description | Password Safe SSO logon

Category = Other

Graphics | appiication Icon

For use on the dock

Select Image

5. Set the following: 2. Apptcation Confguraton

. SetAssertion Consumer Service (ACS) to

You will need to download this SAML metadata to configure the application

https://<ServerURL>/eEye.RetinaCSSAML/saml/Asserti igning Cricais! | Bnages Aconnt Svohitos Coramty
onConsumerService.aspx SAML Meladets Dovnkoad

° Set Entity ID tO Protocol Version © SAML V2.0 SAMLV 1.1
https://<ServerURL>/eEye.RetinaCSSAML. -
Select File | Or use URL

« Set Single Logout Binding Type to Redirect. Asserton Gonsumer Service (ACS) | s yps2008r eastus coua 3z

Entity ID | https:/yps2008r2.eastus.cloudapp.az |

Upload Metadata @

« Upload Primary Verification Certificate (use SP Public —
Certificate.cer from \WebSiteSAML\Certificates). The Single Logout Endpoint @ |cxan
certificate is automatically generated when the BI SAML Single Logout Resporse Endpont ©
configuration is saved. Single Logout BIndng TYpe  Redrect © Post

Primary Verification Certficate © sp cer

ww.sp.com

« Click Continue to Next Step.

Expires: 2049/12/31

ownload | Remove Certificate

Secondary Verification Certfcate © [ gogss ie ] No fe chosen

Signing Algorithm | RSA_SHA256

Enrca Da a
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6. Add the following attributes, and then click Save & Publish: 5. 550 Atnbute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

« Group: Check the As Literal box. This must match the
group created in BeyondInsight.

Application Attribute Identity Bridge Aftribute or Literal Value

1 Group PingID 18 Lieral | Advanced @ x

« Name (required). 2 ame et R ‘ .
« Email (optional). s (e e _om

4 Surname Last Name (s el Advancea . =

« Surname (optional).

5 GivenName First Name iy c x

« GivenName (optional).

Add new attribute

NEXT: Review Setup cancel | Back [ECEYIIE

x Note: The following is applicable only to Bl version 6.3.1. It is not required for 6.4.4 or later releases. In 6.4.4 and later
releases, the user is automatically logged in to Password Safe, and can then navigate to Beyondinsight, if they have the
proper permissions.

To create an application that goes to Password Safe when IdP-initiated login is used, add a new attribute called Website.
When the value of Website is set to Password Safe, the user is logged in to Password Safe. If the attribute is not present or is
set to anything other than Password Safe, the user will be directed to Beyondinsight.

7. Download the Signing Certificate.
8. Download SAML Metadata.

9. Click Finish.

Configure SAML in Password Safe

10. Go to the Dashboard or Menu and click Configuration, then, under Multi-Factor Authentication, click SAML Configuration.

11. For Entity ID, enter the Okta value Identity Provider Issuer. Beyondinsight | Confizurzton
| BeyondTrust General -~ SAML Configuration

12. For Single Sign-on Service URL, enter the Okta value Identity
Provider Single Sign-On URL.

13. Ifavailable, set Single Logout Service URL to Okta value Identity
Provider Single Logout URL.

14. Click HTTP POST Protocol Binding for SSO and SLO.

SAML Configuration

Identity Provider Settings

https:{/pingone.com/idp/beyondtrust o

hetms//s20 connact ping dentity com/zz0/idp /550 e m 2idnicm 44537820004, ©

550 UAL Pratocal Binding

(@ HTTP Redirect () HTTRPOST

r':.(.as'-'-.=so.c.or'.'|e{l.p ngidentity.com/sso/SLO.sami2 o

SLO UL Protocod Binding

(@) HTTP Redirect () HTTPPOST
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15. Under Encryption and Signing Configuration, check applicable s
boxes. A typical configuration is shown, however, depending on [ sign Auhentication Reques: [ Wars Logous Reques: Signes
your Ping settings, some configuration selections may be different. () S0 Logout Reavest () Overrice Pending Aushentcaton Request
[ sien Logout Response [ Disable Audience Restriction Check
[ want SAML Respense Signed [ oizasle In Response To Check
Want Asserten Signed O Disabie Inbound Logout
[ Want Assertion Encrypted [ pisable Outbound Logout

[ want Logous Response Signed

SHA-256 -

16. Upload Ping X.509 certificate. Current identity Prosider Certificate
17. Enter the service provider Entity ID. Sukjec i
18. Click SAVE SAML CONFIGURATION. st s ?::E:':Ls- OURESOProridar. OmOinn. LeSan
19. Once the SAML configuration is saved, a public SP certificate is 2018-10-10T16:30:542

available to download. It can be uploaded to the IdP if required. 2028-10-10T16:31:542

Wpead Certificaze

Drop File to upload

for click)
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Troubleshoot Authentication Issues

Active Directory User Cannot Authenticate with BeyondInsight or Password Safe

If an Active Directory user is a member of more than 120 Active Directory groups, the user may encounter the following error when
attempting to log in to the BeyondInsight management console, Analytics & Reporting, or Password Safe, although correct credentials
were supplied:

« Authentication fails with The username or password is incorrect. Please try again.

« Anerrorislogged in the frontend.txt file associated with that login attempt, that includes A local error occurred.
The user cannot authenticate because the Kerberos token that is generated during authentication attempts has a fixed maximum size. To
correct this issue, you can increase the maximum size in the registry.

1. Start the registry editor on the BeyondInsight server.

2. Locate and click the following registry subkey:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\ Kerberos\Parameters

x Note: If the Parameters key does not exist, create it now.

From the Edit menu, select New, and then select DWORD Value, or DWORD (32-bit) Value.
Type MaxPacketSize, and then press Enter.

Double-click MaxPacketSize, type 1 in the Value box, select Decimal, and then click OK.
From the Edit menu, select New, and then click DIWORD Value, or DWORD (32-bit) Value.
Type MaxTokenSize, and then press Enter.

Double-click MaxTokenSize, type 65535 in the Value box, select Decimal, and then click OK.

© ® N o ok~

Close the registry editor, and then restart the BeyondInsight server.

For more information, please see Problems with Kerberos authentication when a user belongs to many groups at
https.//support.microsoft.com/en-us/kb/327825.

Authentication Errors when using SAML 2.0 Web Applications

Note: Both Runtime Error and Internal Server Error are for on-premises Password Safe deployments only. If an error shown
below occurs using Password Safe Cloud, please contact BeyondTrust Technical Support.

Runtime Error

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 47
©2003-2021 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC:7/22/2021
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.


https://support.microsoft.com/en-us/kb/327825
https://support.microsoft.com/en-us/kb/327825

BEYONDINSIGHT AND PASSWORD SAFE
AUTHENTICATION GUIDE 21.1

) BeyondTrust

Server Error in '/eEye.RetinaCSSAML' Application

If you receive a Runtime Error, add the following to the web.config file:

s e et i e b vmewd i s e e

Set mode to Off < customErrors mode="0ff" /> o -

Pt e e e 58

1= b Config Conflguration Tile <>

This provides an actual error. ontpmcion

«/confi gurations

<1-- eb Conflg Conflpuration File -

| 22 -

I 24 <system. veb>

I 25 <tem

I 28 Set compilation debug="true” to insert debugging
I} 27 symbols into the compiled page. Because this

: 28 affects pecformance, set this value to true only
i ) during development.

il el -->

i 32 <compilation debug=rtrue® targecFramework="4.5% />

i sz <authentication mode="Forms">

i 33 <forms name=rServiceProvider” loginlrl="login.aspx” />
| -1 </authentication>

I as <authorization>

1 36 <deny users="?" />

i = </auchorizacion>

| 3= <customErrors mode="O£L" /3|

Internal Server Error (500)
An Internal Server Error (500) message usually indicates that the web.config file is not formatted correctly.

1. Open IS on the appliance.

2. Browse to the SAML website, and then double-click Default
Document. =

Services (IIS) Manager]

@ [3 b J¥-P5-2008RZ b Sites » DefaulWebSite P eEve RetinaCSSaML b

FEETET) = /eEye RetinaCSSAML Home

Page
5-2008R2 (1¥-P3-2008R 2| Admini
tpplication Pools
pites
a Default Web Site
7] aspriet_tlient
3 BeyondTrust
- =¥ DomainHRA
I‘f‘ eEve.RetinaCs. Server
3 eEye. RetinaCSClaims Awal
Q eEye.RetinaCS5AML
- =¥ eEye.RetinaC5350
- 2¥ EventService
HD HCap
I‘f‘ MonDomainHRA
@ PolicyService
Retinatssc
RetinaCSWebgate
Retinalnsight
Rpc
RpciithCert
{zF WebConsole

Pages and
Contrals

HTTP Redirect
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3. Ifthere is a formatting error in the web.config file, an error displays,
indicating the line number for the error.

|G-® |\{’ » JV-PS-ZOOBRZ b Sikes b DefaultWebSike P eEye.RetinaCSSAML »

Q- L1218, £)  Default Document
&
W3 Start Page . ) )
G5 7¢.25 20082 (11-P3-200R| | U5t Fesure 0 specythe et i)t reur when  clent does ot request » specic
23 Applcation Pools Hame: | Entry Type |
E1-[8] Skes
) Defauk Web Site
(-7 aspnet_client
- ¥ BeyondTrust
-3 DomainHRA @ There was an ermor while performing this operation.
¥ eEye.Retinacs. petals
¥ ekye.RetinacSc]
& P eEye.RetinaC5s) Fiename: W7\C:\Program Files (x86)\eEve Digial Security|Retina
# ¥ eEye.Retinacss: ColWebSteSiH jueb confiy
g gfm‘*‘*’ Ervor: Configuration e is not wel-formed ¥ML
& F NorDomsinHRA
@ ?P&ﬁsvke
#  RetinaCS5C =
6 ¥ RetinaCswebgat _ x|
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