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Privilege Management Cloud 22.6

Release Date — August 11th, 2022

BeyondTrust Privilege Management for Windows & Mac pairs powerful least privilege management
and pragmatic application control capabilities, delivering fast, unmatched preventative endpoint
security. Grant the right privilege to the right application — not user — only when needed and create a
single audit trail. Prebuilt policy templates stop attacks involving trusted apps, addressing bad scripts
and infected email attachments immediately. Application control, allow lists, and exception handling
provide granular control over what users can install or run, and what applications can execute.
Operationalize quickly with our QuickStart feature and simplified deployment models, for fast time-
to-value and streamlined compliance.

Please see the release notes for additional details on these important enhancements.

Enhancement: Secret Required to Uninstall Privilege Management Agent
Large organizations often have many different types of admin users working in their teams. These
admin users can pose a security risk if they uninstall the Privilege Management agent from an
endpoint. In PM Cloud 22.6, users will now be prompted to provide a predefined secret in order to
uninstall the Privilege Management agent from an endpoint, providing an added layer of security.
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https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm
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Enhancement: WMI Filtering in Web Policy Editor

In Privilege Management, a WMI filter is used to specify whether a Workstyle should be applied to an
endpoint based on whether it falls into a certain criteria. WMI filtering is now available in the Web
Policy Editor, allowing for straightforward and efficient Workstyle management.
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Enhancement: Additional Message Configuration Options in Web Policy Editor
Web Policy Editor users now have more message configuration options available in the Web Policy
Editor when pushing messages to endpoint users. This includes the ability to customize Publisher,
Button, and Information (Windows only) fields. This enhancement gives added flexibility to users,
allowing them to easily customize the messages their endpoint users see.
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Enhancement: Assign Policy Revision at Check-In

In previous versions of Privilege Management for Windows and Mac, when a user checked a new
policy into the Web Policy Editor, they had the option to save the policy, but not to assign it to groups.
Instead, they were required to manually assign the latest policy revision after check-in.

In PM Cloud 22.6, BeyondTrust is implementing a new workflow allowing the user to assign latest
policy revisions to desired groups directly as a part of the check-in process. This enhancement will
help improve efficiency and reduce the chance of errors in the policy creation and revision process.
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BeyondTrust is the worldwide leader in intelligent identity and access security, empowering
organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a
work-from-anywhere world. Our integrated products and platform offer the industry's most advanced
privileged access management (PAM) solution, enabling organizations to quickly shrink their attack
surface across traditional, cloud and hybrid environments.

BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from
security threats, while creating a superior user experience and operational efficiencies. With a
heritage of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to
deploy, manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of
the Fortune 100, and a global partner network. Learn more at www.beyondtrust.com.
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