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BeyondTrust Appliance B Series Web Interface

This guide is designed to help you configure and manage the B Series Appliance through its /appliance web interface. The B Series
Appliance serves as the central point of administration and management for your BeyondTrust site.

Use this guide only after an administrator has performed the initial setup and configuration of the B Series Appliance as detailed in the
BeyondTrust Appliance B Series Hardware Installation Guide at www.beyondtrust.com/docs/privileged-remote-access/getting-
started/deployment/hardware-sra/. Once BeyondTrust is properly installed, you can begin accessing your endpoints immediately. Should
you need any assistance, please contact BeyondTrust Technical Support at www.beyondtrust.com/support.
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Log in to the BeyondTrust Appliance B Series Administrative
Interface

After installation of the B Series Appliance, log in to the B Series Appliance

administrative interface by going to your B Series Appliance's public URL BeyondTrust Virtual Appliance P LOGIN
followed by /appliance (e.g., http://access.example.com/appliance). Secure RemOtEAC(,:ESS &3 English (US)

Defaul Username: admin

Default Password: password

Username |admin |

You will be prompted to change the administrative password the first time
you log in."

Password [sessssss |

Note: For security purposes, the administrative username and
password for the /appliance interface are distinct from those
used for the /login interface and should be managed separately.

Cookies must be enabled to Login

You may restrict access to the login screen by enabling a prerequisite login BeyondTrust : )
' . L g R te A Virtual Appliance P LOGIN
agreement that must be confirmed before the login screen is displayed. ecure remote Access @ ergien us)

Powared by Bomgar

- Login Agreement

1 If you wish to enable the prerequisite login agreement, please see
"Appliance Administration: Restrict Accounts, Networks, and By10gging in, you a0res 10 abide by the terms and concitions established for the use of s software
Ports, Enable a STUN Server, Set Up Syslog, Enable Login
Agreement, Reset Admin Account" on page 25.

1Passwords must be at least 8 characters in length and include each of the following: an uppercase letter, a lowercase letter, a number,
and a special symbol.
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Status Basics: View B Series Appliance Details

M s7atus | users || networkine | sTorace | security | uepates | surrorT [

BASICS | HEALTH

The Basics page gives you information about your B Series Appliance and

allows you to monitor your system. You can also set your local time to any
valid global time zone. The system time is displayed in UTC by default.

Appliance Model Virtual Appliance P (bp.v.2)
Host Hypervisor VMware
Serial Number 331AE-4445A-65D57-70D3A
System GUID 15ebc9eed23e472b8b49546641d77b7C
Base Software Version 540 (34183-20c19e8dc03edc9416416efc34c9be285e1bcbe3 )
Service Pack 28
System Architecture x64
Firmware Version 5
Firmware Build Date Wed Jan 23, 2019 14:41:15 UTC
System Up-Time 68 days, 15:57
Processes 0.00, 0.00, 0.00 (0)
System Time Mon Jun 10, 2019 13:12:53 UTC
Time Zone [UTC N

In nearly all scenarios, this setting can be left unchanged. BeyondTrust
discourages multiple sites on one B Series Appliance. However, if your LI
setup requires more than one site responding to one IP address, selecta

default site to respond should someone enter the IP address directly rather than the domain name. If more than one DNS entry directs to
this IP address and you select No Default, an error message appears if someone tries to access your site by entering the IP address.

From this page, you can also reboot or shut down your B Series Appliance.
Although rebooting your B Series Appliance is not required, you may want

to make a monthly reboot part of your regular maintenance. You do not
need physical access to the B Series Appliance in order to perform this

reboot.

Please do not do the following unless instructed to do so by
BeyondTrust Technical Support: Clicking the Reset Appliance to e a5, e . v e e A, e s
Factory Defaults button reverts your B Series Appliance to its factory

state. This completely removes all data, configuration settings, sites, and
certificates from your B Series Appliance. Once the B Series Appliance is reset, it also powers itself off.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 5
©2003-2021 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 1/20/2022
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED REMOTE ACCESS

lEI BeyondTI‘USt B SERIES APPLIANCE INTERFACE 6.2 (/APPLIANCE)

Status Health: View PRA Virtual Appliance Health Details

B swrus | users | metworking | storace | securnmy | ueoates | sueporT [

BASICS | HEALTH

f Note: The Health tab is visible only for sites supported by a PRA Virtual Appliance or Cloud Appliance.

The Health page allows you to monitor the state of your Virtual or Cloud Appliance. It displays information pertaining to how many CPUs
are in use as well as the amount of memory and storage being used. View the Status and Notes columns for suggestions on how to
improve the health of your B Series Appliance.

Hardware Health

Value Status Notes
CPU Count: 8
Model: Intel{R) Xeon(R) CPU E5-2697
v3 @ 2.60GHz 0 * Consider allocating a CPU Reservation to this VM of at least 500 MHz to help maintain functionality
Speed: 2593 993 MHz when the host's CPUs are under contention.

Reservation: 0 MHz
Limit: Unlimited

Memory Fhysical: 16051 MiB
Used: 15342 MiB
Swap Used: 1187.33203125 MiB * Memory swapping could indicate that this appliance is undersized for the current workload.
Reservation: 0 MiB * * Consider allocating a Memory Reservation to this VM for the full amount of physical memory to avoid
Limit: 3145727 MiB host swapping, which is detrimental to performance.
Host Ballooning: 0 MIB
Host Swapping: 0 MiB

Storage 1. Space: 279,998 GIB ¥
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Users: Change Password and Username, Add User, Delete
User

B status | users | nerworking | sTorace | securmy | uepates | suerorT S

USERS | samL

On the Users page, you can add, edit, or delete administrative users for the (]

/appliance interface. You can also change an administrator's username, [E— oo | o |
display name, or password. BeyondTrust recommends changing your
. . Usemname Display Name Consecutive Failed Logins
password regularly to protect against unauthorized access. . )
Note: You must have at least one user account defined. The

- e users ocked out

BeyondTrust Appliance B Series comes with one account
predefined, which is the admin account. You can keep just the
admin account, create additional accounts, or replace the admin

account Usemame
=
Nty [George Gordon
Password New Password
Confirm New Password

NOTE: Passwords must be atleast 8 characters long and must contain at least one uppercase character, one lowercase character, one number,
and one special character

Save Changes | Cancel

To set account restriction rules, including password expiration and history, please see "Appliance Administration: Restrict
Accounts, Networks, and Ports, Enable a STUN Server, Set Up Syslog, Enable Login Agreement, Reset Admin Account" on

page 25.
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SAML: Set Up User Authentication through a SAML Identity
Provider

M status | users | wetworking | sTorace | securmy | uppates | suerorT [

USERS | sAML

Configure your B Series Appliance to allow users to authenticate to the /appliance interface using SAML.

x Note: To use SAML authentication, you must have an identity provider such as Okta, OneLogin, Azure AD, or ADFS.

To set up the connection, start with the Service Provider Settings section.

If your identity provider (IDP) allows you to upload metadata from the dentiy Provider Stings
service provider (SP), click Download Service Provider Metadata. This “Enatiea
gives you an XML file that you can upload to your IDP when creating the | —
application. Alternatively, copy and paste the Entity ID and SSO URL into
“Certificate [ Choose File | No file chosen
your lDP Service Provider Settings
Tip: The Entity ID may be Called Audience URI I.n your identity . ‘Note You should only mm\j;;:‘::l:::::j::enmyvalderveamrssasneua\vame
prOVIder. SAML Payload Encryption @ None O Generate Private Key O Upload Private Key
User Provision Settings
“Username
o “Dispiay Name
By default, SAML Payload Encryption is disabled, but you may generate e
or upload a private key to enable it. To have the B Series Appliance T s st et it g
*Required

generate a private key and certificate, select Generate Private Key and
click Save Changes. Then, click Download SP Certificate and upload the
generated certificate to your identity provider. To provide the private key and certificate yourself, select Upload Private Key, choose the
certificate file, and enter its password, if needed. You must upload the same certificate file to your identity provider.

After saving the application in your identity provider, you may have the option to download its metadata. If so, upload that file to your B
Series Appliance with the Upload Identity Provider Metadata button. Alternatively, copy and paste the Entity ID and Single Sign-On
Service URL into your B Series Appliance, in the Identity Provider Settings section.

v g

' Tip: The Entity ID may be called Identity Provider Issuer or Issuer URL, and the Single Sign-On Service URL may be
called SAML 2.0 Endpoint.

Protocol Binding determines whether an HTTP POST occurs or whether the user is redirected to the sign-on URL. Leave this set to
HTTP Redirect unless otherwise required by your identity provider. You must also provide the IDP Certificate, which you can download
from the IDP.

Under User Provision Settings, map the Username, Display Name, and Email to the corresponding attributes in your identity provider.
Click Save Changes to save the SAML configuration.

Now, on the /appliance login page, users will see a link to Use SAML Authentication below the Login button. Users who have been
assigned to the application created in your IDP can click this link to log in. If they are not already signed into the IDP, they will be redirected
to the IDP to log in before being redirected back to /appliance.
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Networking

IP Configuration: Configure IP Address and Network Settings
B strus | users | networkine | sTorace | security | urpates | surrorT [

IP CONFIGURATION | STATIC ROUTES | SNMP

Companies with advanced network configurations can configure multiple IP addresses on the B Series Appliance's ethernet ports.

Using multiple ports can enhance security or enable connections over non-standard networks. For example, if employees are

restricted from accessing the internet but need to provide off-network support, using one port for your internal private network and another
for the public internet allows users worldwide to access systems without breaching your network security policies.

NIC teaming combines your system's physical NICs into a single logical interface. NIC teaming operates in active-backup mode. One of
the NICs is used to carry all network traffic. If the link on that NIC is lost for any reason, the other NIC becomes active. Before activating
NIC teaming, please ensure that both NICs are connected to the same network segment (subnet) and that you have IP addresses
configured on only one of the existing NICs.

x Note: If you are using a Virtual or Cloud Appliance environment, the Enable NIC Teaming option is not available.

Although multiple IP addresses can be assigned to each Network Interface

Controllers (NIC), do not configure either NIC such that it has an IP address VARNING: s he e setings s b ade ONLY en e e ot s by ol s
that is in the same subnet as an IP address on the other NIC. In this ———

scenario, packet loss occurs with packets originating from the IP on the NIC u

that does not have the default gateway. Consider the following example T

configuration: e T

Add New 1P

« ethQ is configured with the default gateway of 192.168.1.1

o ethOis assigned with 192.168.1.5
+ eth1is assigned with 192.168.1.10
« Both eth0O and eth1 are connected to the same subnet switch

Given this configuration, traffic from both NICs is sent to the default gateway (192.168.1.1) regardless of which NIC received traffic.
Switches configured with dynamic Address Resolution Protocol (ARP) send packets randomly to either ethO (192.168.1.5) or eth1
(192.168.1.10), not both. When ethO0 receives these packets from the switch destined for eth1, ethO drops the packets. Some switches are
configured with static ARP. These switches drop all packets received from eth1 since this NIC does not have the default gateway and is
not present in the static ARP table of the gateway. If you wish to configure redundant NICs on the same subnet, use NIC teaming.

By default, Dynamic Host Configuration Protocol (DHCP) is enabled for your B Series Appliance. DHCP is a network protocol that uses a
DHCP server to control the distribution of network parameters, such as IP addresses, allowing systems to automatically request these
parameters. This reduces the need to manually configure settings. In this case, when checked, an IP address is obtained from the DHCP
server and is removed from the pool of available IP addresses.

To learn more about DHCP, please see What is DHCP? at docs.microsoft.com/en-us/previous-versions/windows/it-
pro/windows-server-2008-R2-and-2008/dd145320(v=ws.10).
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Click Show Details to view and verify transmission and reception statistics p— " v —

for each ethernet port on the B Series Appliance. et et

Details

Interface etho Interface et
MAC Address 003045bGceic | MAC Address 00:3048bEceid

Link Detected Yes Link Detected N

Link Speed 1000 Mbis Link Speed
Link Duplex Ful Link Duplex
RXpackets 37509912 RX packets 0
RXbytes 969395659 RX bytes 0
RX errors. 0 RX errors. 0
RXdropped 146590 RX dropped 0
TXpackets  Ta02467 TX packets 0
TXbytes 3252030706 TX bytes 0
TXerrors 0 TX errors. 0
TX dropped 0 TX dropped 0
Collisions. 0 Collisions. 0

W

Management Address.

fodD:230 4sfiebBce e
1P Address 101028240

Add New P

O Enable NIC Teaming
OTE: I ysical NI
network rafic. I th lnk on that NI i ot or any eason, th cther NIC willbecome actve.
‘network segment (subnet), and that you only have IP addresses configured on one of the existing NICs.
Save

NIC. This operates in *Active-Backup” mode. One of the NICs will be used to carry all
Teaming, ot NI

Under the Global Network Configuration section, configure the hostname

for your B Series Appliance.

Using Device: [eth0 7]

NOTE: Optonal Er

P a6

o be used for DNS lockups.

Fallback to Public
DNS Servers yoTE. |

NS s

pud
Respond to Ping

Last synchronized 785 seconds ago (+7.035ms offset)

to made ONLY when the device is not in use by other users! '

x Note: The Hostname field does not need to meet any technical requirements. It does not affect what hostname client software
or remote users connect to. If the hostname attempted by the client software needs to change, notify BeyondTrust Technical
Support of the needed changes so that Support can build a software update. The Hostname field exists primarily to help you
distinguish between multiple B Series Appliances. It is also used as the local server identifier when making SMTP connections
to send email alerts. This is useful ifthe SMTP Relay Server specified at /appliance > Security > Email Configuration is
locked down. In this case, the configured hostname might have to match the reverse-DNS lookup of the B Series Appliance's
IP address.

Assign a default gateway, selecting which ethernet port to use. Enter an IP address for one or more DNS servers. If DHCP is enabled, the
DHCP lease provides you with a default gateway as well as a listing of DNS servers in order of preference. Any statically configured DNS
servers listed in the Custom DNS Servers field are attempted to be reached first, followed by DNS servers received from DHCP. In the
event that these local DNS servers are unavailable, the Fallback to Public DNS Servers option enables the B Series Appliance to use
publicly available DNS servers from OpenDNS.

i For more information about OpenDNS, please see www.opendns.com.

Allow your B Series Appliance to respond to pings if you want the ability to test if the host is functioning. Set the hostname or IP address for
a Network Time Protocol (NTP) server with which you wish your B Series Appliance to synchronize.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 10

©2003-2021 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 1/20/2022
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.


https://www.opendns.com/

PRIVILEGED REMOTE ACCESS

I BeyondTI’USt B SERIES APPLIANCE INTERFACE 6.2 (/APPLIANCE)

Port Number Settings

Server Listen

Two settings are available in the Port Number Settings area: Server ] ]

Listen Ports and Default URL Ports. When configuring these, keep in - ‘ ‘
mind that connections made to valid ports may be rejected by network RS, e ‘

restrictions set in /appliance > Security > Appliance Administration and
in /login > Management > Security. The opposite is also true:
connections made to invalid ports are rejected even if such connections
satisfy network restrictions.

The Server Listen Ports section allows you to configure ports for the B

Series Appliance to listen on. You may specify up to 15 comma-separated ports for HTTP and 15 comma-separated ports for HTTPS.
Each port may appear only once in any field, and it may appear in only one field, not both. The B Series Appliance responds to HTTP
connections made to any of the ports listed in the HTTP field, and the B Series Appliance responds to HTTPS connections made to any of
the ports in the HTTPS field. You cannot change the built-in listen ports (80 and 443).

To access the B Series Appliance on a given port, use a browser that requires you to enter the port in the URL of the browser (e.g.,
support.example.com:8200). Clients downloaded from the B Series Appliance attempt connections to the ports listed on the /login >
Status > Information page under Client Software Is Built to Attempt. These ports are not configurable from /login or /appliance. To
change them, you must contact BeyondTrust Support and have a new update built for your B Series Appliance. Once installed, the update
sets the Attempt ports as specified by BeyondTrust Support in the parameters of the update.

Default URL Ports are used when generating URLSs that point back to the B Series Appliance, such as session keys generated from the
access console. When the default ports are blocked on the network (or can be expected to fail for any other reason), you can change the
default URL ports to have generated URLs spawn with the ports that you specify. Whatever ports you enter should also be listed in the
Server Listen Ports; otherwise, the default ports do not connect. For example, if you enter 8080 in the Default URL Port field, make sure
8080 is also in the HTTP or HTTPS Listen Port field. Unlike the listen port fields, you cannot enter more than one port in either of the URL
port fields. You cannot enter the same port in both fields.

When adding or editing an IP address, choose whether that IP should be
enabled or disabled. Select the network port on which you would like this IP
to function. The IP Address field sets an address to which your B Series
Appliance can respond, while Subnet Mask enables BeyondTrust to

communicate with other devices. hccess Type [AlowBolh 1]
“Required
When editing an IP address that is on the same subnet as another IP WARNING: Changes o he network sfings should b made ONLY when he deice i notnuse by ol users!

NOTE: When configuring a new IP address, the Factory Default certificate configuration will be used. Once added, you may change the certficate configuration used
e

address for this B Series Appliance, choose if this IP address should be

Primary. When this box is checked, the B Series Appliance designates this

IP address to be the primary or originating IP address for the subnet. This helps, for example, to ensure that any network traffic originating
from the B Series Appliance on that subnet matches and complies with defined firewall rules.

From Access Type, you can restrict access over this IP to the public site or customer client. Use Allow Both to allow access for both the
public site and customer client.

Note: To restrict access to the /login interface, set network restrictions under /login > Management > Security. To restrict
access to the /appliance interface, set network restrictions under /appliance > Security > Appliance Administration.

When viewing the management IP address', the Telnet Server dropdown

provides three settings: Full, Simplified and Disabled, as detailed below. Pk
These settings change the menu options of the telnet server that is et @
available only on this private IP and that can be used in emergency 1P aaaress. 1502501 [17T5]

*Required |EYEIITS

1Do not delete or modify the management IP address.
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recovery situations. Since the telnet feature is specifically tied to the built-in private IP, it does not appear under any other configured IP

addresses.
Setting ‘ Function
Full Enables the telnet server with full functionality
Simplified Allows four options: View FIPS Error, Reset to Factory Defaults, Shutdown, and Reboot
Disabled Completely disables the telnet server
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SNMP: Enable Simple Network Management Protocol

B smrus | users | networking | sTorace | security | uppates | suerorTt [

IP CONFIGURATION | STATIC ROUTES | SNMP

The BeyondTrust Appliance B Series supports Simple Network Management Protocol (SNMP). SNMP is an Internet-standard protocol
used for monitoring and managing networked devices.

This allows tools that collect availability and other statistics via the SNMP protocol to query the B Series Appliance for monitoring
purposes.

To enable SNMP for this B Series Appliance, check Enable SNMPv2 or Enable SNMPv3. This enables an SNMPv2 or v3 server to
respond to SNMP queries. Enter a value for the Read-Only Community Name, the System Location, and the IP Restrictions for IP
addresses that are allowed to query this B Series Appliance using SNMP.

* Note: If no IP addresses are entered in the IP Restrictions field, all hosts are granted access.

If selecting SNMPv3:
1. Enter a Username and Password.
2. Select the Authentication Method of your choice from the dropdown menu.
3. Check SNMPv3 Enable Privacy if you want to encrypt communications to the client.
4. Enter a Privacy Password and select a Privacy Method.

Click Save Changes when done.

For more information on SNMP, please see Simple Network Management Protocol at wikipedia.org/wiki/Simple_Network_
Management Protocol.
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g :: SNMP Configuration

Enable SNMPvZ [
Enable the SNKMPv2 server on this appliance.

*SNMPvZ Read-Only I l
Community Name

Enable SNMPv3 OJ
Enable the SNMPv3 server on this appliance.

*SNMPv2 Username I |

*SNMPv3 Authentication I |
Password

MNOTE: Leave blank to keep the current password.

*SNMPv2 Authentication
Method |SHA-256 v |

SNMPv3 Enable Privacy
Enable SNKPv2 privacy, which encrpyts communication to the client.

*SNMPv3 Privacy I |
Password

MOTE: Leave blank to keep the current password.

*SNMPv3 Pri
Method

*System Location hemﬂm

IP Restrictions

Enter IP addresses that should be allowed to access SNMP on this appliance. Enter the IP Addresses, one enfry perling, in the form
“IP_Address/Prefix_Length®. The Prefix Length should be an integer. If no entries are provided, all hosts will be granted access.

*Required
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Static Routes: Set Up Static Routes for Network
Communication

B status | users | neTworking | sTorace | security | uepates | suerorT

IP CONFIGURATION | STATIC ROUTES | SNMP

Should a situation exist in which two networks are unable to talk to each other, you can establish a static route so that an administrator with
a computer on one network can connect through the B Series Appliance to a computer on the other network, provided that the B Series
Appliance is in a place where both networks can communicate with it individually.

Only advanced administrators should attempt to set up static routes.

Static Routes

IPv4
Destination Network Netmask Next Hop Interface
0.0.0.0 | b | [10.102.10.1 | eth
| | ] | | etho
IPv6

Destination Network Prefix Length Next Hop Interface

] etho

NOTE: This is used for advanced network configuration. Take care to define things correctly.
To delete an existing route clear all the fields, and save the changes.

Save Changes

WARNING: Changes to the network settings should be made ONLY when the device is not in use by other users!

x Note: Static routes can also be created in the console. For more information, please see Secure Remote Access Console
Configuration at https.//www.beyondtrust.com/docs/privileged-remote-access/getting-started/deployment/hardware-
sra/console.htm.
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Storage

Status: Disk Space and Hard Drive Status

i sTATUS | users | NETWORKING | sToraGE | securiTY | uppAaTES | surrorT [

STATUS | ENCRYPTION

The Status page displays the percentage of your B Series Appliance's hard drive space that is in use.

Virtual Disks

Physical Disk 0

This disk holds all of the system files and programs.

Physical Disk 1

This disk holds all of the BeyondTrust session data specific to your installation. Disk usage of 85 - 95 percent is not fatal, and is in fact common. If this disk approaches its capacity,
the BeyondTrust Appliance will automatically purge the oldest session reporting data to recycle space. To increase the length of time that data is kept on this BeyondTrust
Appliance, increase the size of this virtual disk

e

If you enable all recording features on your site (session, protocol tunneling, and remote shell recordings), or if your overall session count
is high, itis common to see a higher amount of disk usage. Note that disk usage of 85-95% is NOT a cause for alarm. If the hard drive
should become low on disk space, the B Series Appliance is configured to automatically purge the oldest session data and recycle that
disk space for new session data.

Specific to the BeyondTrust B300P B Series Appliance

The B300P uses a Redundant Array of Independent Disks to back up your
data. RAID 6 is used to allow the B Series Appliance to lose up to 2 of its 4 Logieatoisko

drives without any data loss. In the event of a failure, remove the corrupted o ‘
drive and contact BeyondTrust for a return maintenance authorization and S o

repair or replacement drive. When you replace the damaged drive, the B
Series Appliance automatically rebuilds the RAID using the new drive. You
do not need to power off the B Series Appliance when replacing drives.

» Diagnostic Output
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Specific to the BeyondTrust B400P B Series Appliance

The B400P has two sets of logical Redundant Array of Independent Disks
(RAID) disks. This RAID configuration includes eight physical disk drives Logueatoisko

configured into two logical RAID drives: A RAID 1 configuration that is | ‘
logical disk 0, and a RAID 6 configuration that is logical disk 1. o

» Diagnostic Output

If one of the RAID 1 or RAID 6 physical drives fails, no performance impact
. . . Logical Disk 1
or data loss occurs. However, second drive failure in the RAID 6 53 93 18 B B 15 S 5

configuration degrades performance, although it does not cause data loss. o

Overall Health  Optimal

» Diagnostic Output

Hardware Failure Notification (B300P and B400P Only)

The LEDs on your B Series Appliance also indicate your hard drives' status.
Normally, the LEDs blinks to indicate disk activity. Should a hard drive fail, Sicnce Alam

the LED turns red, and an audible alarm warns you of the failure. To turn off
the alarm before the system is restored, click the Silence Alarm button on
this web interface.

x Note: The Silence Alarm button is available regardless of whether or not an alarm is sounding at the time. The button cannot
be used as an indicator of whether or not an alarm is active at any particular moment.

x Note: To verify whether an alarm is sounding, check the Health Status located immediately above the Silence Alarm button.
If there is an alarm sounding in the same room as the B Series Appliance and you want to eliminate the B Series Appliance as
the source, click the Silence Alarm button a few times to cancel any and all possible alarms which might be active.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 17
©2003-2021 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 1/20/2022
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED REMOTE ACCESS

lEI BeyondTI‘USt B SERIES APPLIANCE INTERFACE 6.2 (/APPLIANCE)

Encryption: Encrypt Session Data

i sTatus | UseRs || NETWORKING | STORAGE |_SECURITY | UPDATES | surrorT RN

STATUS | ENCRYPTION

The Encryption section allows you to encrypt session data stored on your B Series Appliance. When first encrypting your data, you are
limited to 4GB or less of data; however, after the initial encryption, this 4GB limit no longer applies.

If you have not already added a secret store, go to Security > Secret Store to add one.

-
1 For more information, please see Secret Store.

Note: If you have more than 4GB of data to initially encrypt, please contact BeyondTrust Technical Support at
www.beyondtrust.com/support.

Storage :: Encryption

Storage Encryption Status: Not Encrypted

Encryption keys are managed by Secret Store
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Security

Certificates: Create and Manage TLS Certificates

B status | users | NETwoRkING | sTorRAGE || securiy || uppates | supporT (.

CERTIFICATES I TLS CONFIGURATION IAPPLIANCE ADMINISTRATION I EMAIL CONFIGURATION I SECRET STORE

Manage TLS certificates, create self-signed certificates and certificate requests, and import certificates signed by a certificate authority .

Certificate Installation

The BeyondTrust Appliance B Series comes with a self-signed certificate pre-installed. However, to effectively use your B Series
Appliance, you also need to, at minimum, create a self-signed certificate; preferably requesting and uploading a certificate signed by a
certificate authority. In addition to the CA certificate request feature, BeyondTrust includes functionality for obtaining and automatically
renewing its own TLS certificates from the open Certificate Authority Let's Encrypt.

Let's Encrypt

Let's Encrypt issues signed certificates which are valid for 90 days, yet have the capability of automatically renewing themselves
indefinitely. In order to request a Let's Encrypt certificate, or to renew one in the future, you must meet the following requirements:
« The DNS for the hostname you are requesting must resolve to the B Series Appliance.
o The B Series Appliance must be able to reach Let's Encrypt on TCP 443.
o Let's Encrypt must be able to reach the B Series Appliance on TCP 80.

1 For more information, please see letsencrypt.org.

To implement a Let's Encrypt certificate, In the Security :: Let's Encrypt™
Certificates section: :

™ Lets Encrypt i a free, automated, and open Certiicate Authoriy that provides TLS certifcates.

Using the Let's this BeyondTrust Appliance can obtain and renenw its own TLS Certicates, hands-free and free of charge. For more.
information, visit letsencrypt.org

Lets &
Encrypt

Request New Certificate

o Enter the fully qualified domain name (FQDN) of the B Series
Appliance in the Hostname field. s

s and resolves to this Appliance

g 1o the Lef's Encrypt Subscriber Agreement found here

e —— - o

« Use the dropdown to choose the certificate key type.

o Click Request.

As long as the above requirements are met, this results in a certificate that will automatically renew every 90 days once the validity check
with Let's Encrypt has completed.

x Note: The B Series Appliance starts the certificate renewal process 30 days before the certificate is due to expire and requires
the same process as the original request process does. If it has been unsuccessful 25 days prior to expiry, the B Series
Appliance sends daily admin email alerts (if email notifications are enabled). The status will show the certificate in an error

state.
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“l) mMPORTANT!

Because DNS can apply only to one B Series Appliance at a time, and because a B Series Appliance must be assigned the
DNS hostname for which it makes a certificate request or renewal request, we recommend that you avoid use of Let's Encrypt
certificates for failover B Series Appliance pairs.

x Note: If the certificate being requested is a replacement, you should select the existing key of the certificate being replaced.
If the certificate being requested is a re-key, you should select New Key for the certificate.

For a re-key, all information on the Security :: Certificates :: New Certificate section should be the same as the cetrtificate
for which re-key is being requested. A new cetrtificate friendly name should be used so that it is easy to identify the certificate in
the Security :: Certificates section.

Required information for the re-key can be obtained by clicking on the earlier certificate from the list displayed in the Security
:: Certificates section.

For a new key or re-key cetrtificate, the steps to import are the same.

Other CA-Issued Certificates

To create a certificate request:

» Locate the Security :: Other Certificates section and click Create.
 In Certificate Friendly Name, enter a name you will use to identify

this certificate. “Cortote Frendty Name [~
“Key [choose= T+
» From the Key dropdown, choose the Existing Key of your TOED County T harsctr 190 3166 code) [

R —
ey ]
Nam Commontame) [

* .beyondtrustcloud.com certificate.

« Enter the remaining information pertaining to your organization.

« Inthe Name (Common Name) field, enter a descriptive title for your I

BeyondTrust site. [ostssear
[ ] - move

« Inthe Subject Alternative Names section, enter your BeyondTrust
site hostname and click Add. Add a SAN for each DNS name or IP
address to be protected by this SSL certificate.

icate

Note: DNS addresses can be entered as fully qualified domain names, such as access.example.com, or as wildcard domain
names, such as *.example.com. A wildcard domain name covers multiple subdomains, such as access.example.com,
remote.example.com, and so forth.

Click Create Certificate Request.
To use a CA-signed certificate, contact a certificate authority of your choice

and purchase a new certificate from them using the CSR you created in
BeyondTrust. Once the purchase is complete, the CA sends you one or
more new certificate files, each of which you must install on the B Series

Appliance.

To upload your new certificate files, click Import. Browse to the first file and
upload it. Repeat this for each certificate sent by your CA. Often, a CA does
not send their root certificate, which must be installed on your B Series Appliance. If the root is missing, a warning appears beneath your
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new certificate: "The certificate chain appears to be missing one or more certificate authorities and does not appear to terminate in a self-
signed certificate.”

To download the root certificate for your B Series Appliance certificate, check the information sent from your CA for a link to the
appropriate root. If there is none, contact the CA to obtain it. If this is impractical, search their web site for their root certificate store. This
contains all the root certificates of the CA, and all major CAs publish their root store online.

Usually, the easiest way to find the correct root for your certificate is to open the certificate file on your local machine and inspect its
Certification Path or Certificate Hierarchy. The root of this hierarchy or path is typically shown at the top of the tree. Locate this root
certificate. Once done, download it from the CA's root store and import it to your B Series Appliance as described above.

Certificates

View a table of SSL certificates available on your B Series Appliance.

For connections that do not supply a Server Name Indication (SNI) or

supply an incorrect SNI, select a default SSL certificate from the list to I e - e e T
provide for these connections by clicking the button under the Default it e T S
column. The default SSL certificate cannot be a self-signed certificate nor O S comgarsptance ST Gy Nosuwooreatames 1o

the default B Series Appliance certificate provided for initial installation. Oftrmionts |jworatots |jeormtironcs [Ewon _ossmmsens o

To learn more about SNI, please see Server Name Indication at
https.//cio.gov/sni/.

Security :: Certificates : Edit Certificate Configuration

Click a certificate name to view details and manage its certificate chain. =
Certificate Friendly Name __nmlcm SHA2 High Assurance Server CA|

Subject Name
« CN=DigiCert SHAZ High Assurance Server CA

Issuer Name
« CN=DigiCert High Assurance EV Root CA
U rtcom

« 0=DigiCertinc
. c=Us

Serial Number 6459377074545166222510380951761917343
Signature Type | sna256WitiRSAENCption
Not Valid Before | 2013-10-22 1200:00 GHT
Not Valid After 20261022 12.00:00 GHT
Public Key RSA (2043 Bits)
Private Key Not Available
Subject Alternative Names | o Supported Names
Authority Info Access None
Certificate Chain @ Automatic
Gurrent Chai
O Manually Specified
Browse... | No file selected.

Only ceriicate chains in PEM-encoded format are accepted.

To export one or more certificates, check the box for each desired certificate, select Export from the
dropdown at the top of the table, and then click Apply.

— Select Action —

Export
Delete
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) BeyondTrust

If you are exporting only one certificate, you immediately can choose to
include the certificate or the certificate chain if available. Click Export to
start the download.

If you are exporting multiple certificates, you have the option to export each
certificate individually or in a single PKCS#7 file.

When selecting to export multiple certificates as one file, click Continue to
start the download. With this option, only the actual certificate files will be

PRIVILEGED REMOTE ACCESS
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Security :: Certificates :: Export

forma,

Used when exporting just the server certiicate.
PKc:

Used when exporting just the private key.
PKCS#T

Used when exporting muliple certicates
PKCS#12

Security :: Certificates :: Export

‘The following file formats wil be used when exporting. All exported files wil be in binary format

DBl
Used when exporting justthe server cerificate
PKCS#8
Used when exporting just the private key.
PKCS#T
Used when exporting muliple certficates.
PKCS#12
Used when exporting the server certificate and private key, with or without the server certifcate chain

You have selected multiple certficates for export Would you ik to

ort each selected certificate indiviuall, allowing you to optionally include private keys and certficate chains.

ort all of the selected the certficates as a single PKCS#7 file, without private keys or certficates offer than the ones selected
Continue

exported, without any certificate chains.

Security :: Certificates :: Export

format,

To include certificate chains in the export, select individual export and click
Continue to view all selected certificates. For each listing, choose to
include the certificate and/or the certificate chain if available. Click Export
to start the download.

exporting multple cetiicates

exporting the server certiicate and private key, wih or without the server certiicate chain

igiCert SHAZ High Assurance Server CA

To delete one or more certificates, check the box for each desired certificate, select Delete from the

dropdown at the top of the table, and then click Apply.

— Select Action —

Export
Delete

f Note: Under normal circumstances, a certificate should never be
deleted unless it has already been successfully replaced by a
working substitute.

To confirm accuracy, review the certificates you wish to delete, and then click Delete.

Certificate Requests

View a table of pending requests for third-party-signed certificates. Click a

certificate request name to view details.

o

‘Subject Alternative Name(s) Fingerprint
T TP E T
0 seupportrampl net ab-postopesing ivsin,o<The Barle SaStame - cacacros2edTen0nas2aedcznesioi
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The detail view also provides the request data you give your preferred P -
certificate authority when requesting a signed certificate. G

« O=Business Company
« L=Ridgeland

Public Key RSA (2048 Bits)

Alternative Names

Note: If you are renewing a certificate, use the same certificate oo s
Request Data that was used for the original certificate. o

Request Data (————; SEGIN CERTIFICATE REQUEST---——
[MITDRZCCARMCAQRwe TELMAKCALUEBRMCVVMRCZAJBONVEAGMAI THRIWERYDVOQH
1

[

le1 5z
Koy
[omz1.qMa: 7025N5CB/ VaB460b32k1 1928039
13BIRXITE, TTaEzp

1UaIROM

3 IEIT

lgnnv
[/Pk419nDry I TERKLnE S
20Re31

|vEvk¥zEBe1/3pp: 7455T43cQ

To delete one or more certificate requests, check the box for each desired request, select Delete from the
dropdown at the top of the table, and then click Apply.

— Select Action —
Export
Delete

To confirm accuracy, review the certificate requests you wish to delete, and .

Are you sure you wish to delete the following requests?
then CI ick Delete. ‘Subject Alternative Name(s) Fingerprint
Sl e pleet QUsSuppor O-Busness Compen . SEEEEED::::::‘: " omsaanetazesshatossEn0en ek
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TLS Configuration: Choose TLS Ciphers and Versions
BB s1atus | users | NETwoRKING | sTORAGE | securiTY || uppatEs || surrorT e

CERTIFICATES I TLS CONFIGURATION IAF'PLIANCE ADMINISTRATION I EMAIL CONFIGURATION I SECRET STORE

Be aware, some older browsers may not support TLSv1.2 and TLSv1.3. If

you disable one or more of the older security protocols and intend to access e
your administrative interface from an older browser which does not support T
the security protocols you have enabled, BeyondTrust does not allow you to e
log in. e

From here you o ke to restrict natls
connection

NOTE: The following operation of i

This setting primarily affects connections to the web interface of your B
Series Appliance. The support tunnel between your computer and your
customer's computer defaults to using TLSv1.2 regardless of any other
security protocols you have enabled.

You
their order o preference. Giph

Select which cipher suites should be enabled or disabled on your B Series w _
Appliance. Drag and drop cipher suites to change the order of preference. S
Changes to cipher suites do not take effect until the Save button is clicked.
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Appliance Administration: Restrict Accounts, Networks, and
Ports, Enable a STUN Server, Set Up Syslog, Enable Login

Agreement, Reset Admin Account

B status |

users || NETWORKING || sTOoRAGE | securiTy || uppates || supporT [

CERTIFICATES I TLS CONFIGURATION I APPLIANCE ADMINISTRATION I EMAIL CONFIGURATION I SECRET STORE

Manage access to /appliance administrative interface accounts by setting
how many failed logins are allowed. Set how long an account is locked out
after passing the failed login limit. Also, set the number of days a password
may be used before expiration, and restrict the reuse of previous
passwords.

You can restrict access to your B Series Appliance's administrative
interface by setting network addresses that are or are not allowed, and you
can select the ports through which this interface is be accessible.

In the Accepted Addresses field, define IP addresses or networks that are
always granted access to /appliance. In Rejected Addresses, define IP
addresses or networks that are always denied access to /appliance. Use
the Default Action dropdown to determine whether to accept or to reject IP
addresses and networks not listed in either of the above fields. In the case
of overlap, the most specific match takes precedence.

If, for example, you want to allow access to 10.10.0.0/16 but reject access
to 10.10.16.0/24 and reject access from anywhere else, you would enter
10.10.0.0/16 in the Accepted Addresses field, enter 10.10.16.0/24 in the
Rejected Addresses field, and set the Default Action to Reject.

The BeyondTrust Appliance B Series can be configured to run a STUN
service on UDP port 3478 to help facilitate peer-to-peer connections
between BeyondTrust clients. Check the Enable local STUN service box
to use this functionality.

You can configure your B Series Appliance to send log messages to up to
three syslog servers. Enter the hostname or IP address of the syslog host

Account Lookout Atter [ Jraled Logis
OTE:Afe s number th user il b oced ot unt he lockout durato expres (mar=25). Seis 00 o nevrockut e user.

Accounts are Looked for I Juinutes
WOTE At s me th accountis
oo

Passwords Expirein [0___|0ays

NOTE: Setthis 1o 0 to never expire passwor

Password History

NOTE: The 2 thatauser ging their p (max=10),

Setthisto 0o an administrator unlocks the

Network Restrictions

the 169.2540.016

nnnnnn

Accepted Addresses

Rejected Addresses

Defauit Action

5, one perline, inthe form IP_Address/Prefix_Length", The Prefix Length should be an integer

Examples

£280:0:0:0:0:0:0:0/16

[10.101.2.19]

Port Restrictions
n

“This appliance can be configuredto run a o tients

Enable local STUN servi

Enter the hostname o P address of a sysiog host server that will

Remote Syslog Server Message Format Port

server receiving system messages from this B Series Appliance in the } — = :
Remote Syslog Server field. Select the data format for the event \ ] [RECS24 complnt = | \

notification messages. Choose from the standards specification RFC 5424,
one of the legacy BSD formats, or Syslog over TLS. Syslog over TLS
defaults to using TCP port 6514. All other formats default to using UDP 514.

Note: "Syslog over TLS" defaults to TCP/6514. Al others defauit to UDP/514.

\ging the Sysiog page.

However, the defaults can be changed. The B Series Appliance logs are sent using the local0 facility.

For Cloud-specific settings, please see B Series Appliance Administration: Set Syslog over TLS at

https.//www.beyondtrust.com/docs/privileged-remote-access/getting-started/deployment/cloud/syslog-over-tls.htm.
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x‘ Note: When changing or adding a syslog server, an alert is emailed to the administrator's email address. The administrator's
information is configured at Security > Email Configuration > Security :: Admin Contact.

1 For a detailed syslog message reference, please see the Syslog Message Reference at
www.beyondtrust.com/docs/privileged-remote-access/how-to/integrations/syslog/.

You can enable a login agreement that users must accept before accessing
the /appliance administrative interface. The configurable agreement allows

NOTE: This seting displays an agreementthat the user must accept before he or she can login into the web portal

you to specify restrictions and internal policy rules before users are allowed raroovont it G

tologin sgreementText [EY Togging 1n, you agree vo abiss by che vems and condiviens eevablished for e

You can select a site and click Reset Admin Account, which restores a RSO — -

site's administrative username and password to the default should the login
be forgotten or need to be replaced.
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Email Configuration: Configure B Series Appliance to Send
Email Alerts

Bl status | useErs | NETWORKING | STORAGE | sEcURITY || UPDATES | suprorT |

CERTIFICATES I TLS CONFIGURATION I APPLIANCE ADMINISTRATION I EMAIL CONFIGURATION I SECRET STORE

Your B Series Appliance can send you automatic email notifications. Emails are sent for the following events:

« Syslog Server has been Changed: A user on /appliance has changed the syslog server parameter.
+ RAID Event: One or more RAID logical drives is not in Optimum state (Degraded or Partially Degraded).

« SSL Certificate Expiration Notice: An in-use SSL certificate (include either end-entity certificates or any CA certificate in the
chain) expires in 90 days or less.

Configure via SMTP

x Note: This method does not work for some email services. Please see "Configure via OAuth2 for Microsoft Azure AD" on page
27 or "Configure via OAuth2 for Google" on page 29 for alternate configurations.

After entering the email addresses for the administrator contacts, save your settings and send a test email to ensure everything works
correctly.

Security :: Admin Contact

Admin Contact Email
Enter email addresses, one per ling, to be notified of important System events

Send a test email when the settings are saved.

Save Changes

Configure via OAuth2 for Microsoft Azure AD

Configuration requires changing settings on the BeyondTrust appliance and the Microsoft 365 subscription with Azure AD.
Start by changing settings on the BeyondTrust appliance:
1. Go to Appliance, click the Security tab and click Email Configuration.

2. Change the Authentication Method to OAuth2
3. Note the Authorization Redirect URI. Itis required later.
Before starting configuration on the Azure Active Directory, an Azure/Office 365 Administrator must enable Authenticated SMTP for each

account on Exchange online. To do this, go to Office 365 Admin Portal (admin.microsoft.com) > Active Users > Mail > Manage
Email apps and check Authenticated SMTP.

Once Authenticated SMTP is enabled, perform the following steps in the Azure console:
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4.
5.

10.
11.

12.
13.

14.

Log in to your Azure console (portal.Azure.com).
Go to Azure Active Directory.

Go to App registrations and select New registration.
Enter a name, such as Appliance-OAuth2.

Select the types of account you want to be able to log in to the

application through OAuth2. Select Single Tenant for internal only.

Enter the Redirect URI. This is the Authorization Redirect URI
obtained from the BeyondTrust appliance at the start of this
process.

Click Register.

On the Overview Page (selected from the left menu), note the
Application (client) ID. It is required later.

Click Endpoints (above the Application (client) ID).

Note the OAuth2.0 authorization endpoint (v2) URI and the
OAuth token endpoint (v2) URI. These are required later.

On the Certificates & secrets page (selected from the left menu),
note the Client secret. It is required later. If you do not have a
Client secret, click New client secret to create one.

The remaining steps are done on the BeyondTrust appliance.
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15. Go to Appliance, click the Security tab, and click Email Configuration.
16. Enter the following information noted earlier:

e Authorization Endpoint

¢ Token Endpoint

e ClientID

¢ Client Secret

17. Enter the email address for this service as the Send from Email Address and the User email.

x Note: These addresses must match and be a valid account for Azure. If you have Anonymous Email (Send Email as Anyone)
enabled for the Azure Tenant, you can add anything in the send email field. If not, use the username of the application owner
and the Allowed Users.

18. Enter data for the Host, Encryption, and Port fields.

¢ Host: smtp.office365.com
o Encryption: STARTTLS
o Port: 587

x Note: Default data for Azure is shown, but your installation may use a different host or encryption method. The port is
applicable for STARTTLS, but other encryption methods may use a different port.

19. Enteryour TLS certificate if you have one. If not, check Ignore TLS certificate errors.
20. Enter the following for Scopes: https://outlook.office.com/SMTP.Send offline_access
21. Click Save Changes.

22. Click Authorize. At the sign in page that appears, accept the permissions request. The mail setting page reloads, and the
authorization button is replaced by an authorized message.

23. To test the configuration:

¢ Add an Admin Contact Email.
e Check Send a test email.
+ Click Save Changes.

Configure via OAuth2 for Google

Configuration requires changing settings on the BeyondTrustappliance and the Google Cloud Platform.
Start by changing settings on the BeyondTrust appliance:
1. Go to Appliance, click the Security tab and click Email Configuration.

2. Change the Authentication Method to OAuth2
3. Note the Authorization Redirect URI. Itis required later.

Now log in to your Google Cloud Platform console (Google Dev Console) (console.cloud.google.com). Use the correct gmail account, as
only the owner of the project is able to work with the project. If you do not already have a paid account, you may choose to purchase an
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account by clicking Activate in the top banner. BeyondTrust cannot provide assistance with purchasing an account. Click Learn More in
the top banner for information regarding the limitations of free accounts.

4. Click CREATE PROJECT. You can also use an existing project.

5. Accept the default Project Name or enter a name.

New Project

6. Accept the default Location or select a folder from those available
for your organization.

7. Click CREATE.

8. The APIs and services page appears. Click Library in the left
menu.

GG e et

9. Search or browse for the Gmail APl in the library, and click it.

L AP Uibrary - x

Pty “gmail api”

10. The Gmail API appears on its own page. Click ENABLE.

8 manage G ol ot e eads, Additional details

Tutorials and documentation

Terms of Service.

More products to explore.

o o & a <]
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11. The Gmail API Overview page appears. Click APIs & services in

the upper left. A

12. The APIs and services page appears again. Click OAuth consent
screen in the left menu.

 Traffic by response code
Rt o)

13. Select the User Type. Internal allows only users from within the
organization, but requires a Google Workspace account.

14. Click CREATE.

Leam

Google OAuth consent screen
Whatis the OAuth

What are OAuth consent scopes?
What are sensitive API scopes?
What are estricted APIscopes?
The app registration process
What information do | need?
Willmy app need tobe verified by Google?
Whatif | dont verty my app?

How long does the verfcation process take?
How many users can use my app?

Domain verification

What else should | review?

15. Enter the App name.

© scres @ Tewues — @ smay

16. Enter a User support email address. This may default to the
address you are using to create the project.

17. Enteralogo for the app, if desired. The App domain section is also
optional.

18. Add the Authorized domains. For BeyondTrust test appliances,
these are:

« gabeyondtrustcloud.com
* bomgar.com

19. Enter the Developer contact information. This is the email
address you are using to create the project.

20. Click SAVE AND CONTINUE.

21. Under the Scopes tab, click ADD OR REMOVE SCOPES. This
opens the Update selected scopes window.

22. Locate and check the scope https://mail.google.com/ for the
Gmail API.

f Note: The API does not appear if it has not been enabled.

Manally add scopes

23. Click UPDATE. The Update selected scopes window closes.
24. Click SAVE AND CONTINUE.
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25.

26.
27.

28.

29.
30.

31.

32.
33.
34.

35.

36.

37.

) BeyondTrust

Under the Test users tab, click ADD USERS. This opens the Add
Users window. Add the users that have access to the application
and click ADD. Note the limits on test user access and related
restrictions.

Click SAVE AND CONTINUE.

Review the Summary, and make any necessary changes or
corrections.

Click BACK TO DASHBOARD.

Click Credentials in the left menu.

Click CREATE CREDENTIALS in the top banner and select OAuth
client ID.

On the create credentials page, select Web application for the
Application type. Additional fields appear when this is selected.

Enter a name for the application.
Scroll down to Authorised redirect URIs and click ADD URI.

Enter the Authorization Redirect URI obtained from the
BeyondTrust appliance at the start of this process.

Click CREATE.

A window confirms creation of the OAuth client, and shows the
Client ID and Client Secret. Click to download a JSON file. The file
contains information that is needed in the next steps.

Click OK to return to the APIs and services page.

The remaining steps are done on the BeyondTrust appliance.
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OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

QAuth access is restricted to the test users listed on your OAuth
consent screen

- Your Client ID

{‘I852981453?48-4tuptqdoacvnakrm6?f2qkaa3kcbs4dn,apps.g 3] ]

- Your Client Secret -

o |

¥ DOWNLOAD JSON

~—

0K
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38. Go to Appliance, click the Security tab and click Email Configuration.
39. Enter the following information, found in the downloaded JSON file:

e Authorization Endpoint

¢ Token Endpoint

e ClientID

¢ Client Secret

40. Enter any email address for this service as the Send from Email Address.

41. Enter the User email. This must be an email address entered as a Test user with access to the application, when you completed
the OAuth consent screens.

42. Enter data for the Host, Encryption, and Port fields.
* Host: smtp.gmail.com
e Encryption: TLS
o Port: 465

f Note: Default data for Google is shown, but your installation may use a different host or encryption method. The port is
applicable for TLS, but other encryption methods may use a different port.

43. Enteryour TLS certificate if one is provided by Google. If not, check Ignore TLS certificate errors.
44. Enter the following for Scopes: https://mail.google.com
45. Click Save Changes.

46. Click Authorize. After the sign in page that appears, you may receive the warning Google has not verified this message, if you
have not published the application. The consent page reloads, and the authorization button is replaced by an authorized message.

47. To test the configuration:
o Add an Admin Contact Email.
o Check Send a test email.
+ Click Save Changes.
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Secret Store: Store and Access Secrets

Bl smrus | users | NETWORKING | sToracE | securiTy || uepates | supporT .

CERTIFICATES I TLS CONFIGURATION I APPLIANCE ADMINISTRATION I EMAIL CONFIGURATION I SECRET STORE

Create and manage secret keys stored in AWS and BeyondTrust DevOps
Secrets Safe (DSS) to securely store encryption keys and site data. To add
a secret store, select the store from the dropdown, and then click Add
Store. Provide and save the information for the store as shown in the steps
below.

Add AWS Secret Store

Provide the Access Key ID, Secret Access Key, and Region.

2. Check the Rotate Access Key box only if you are not using the
credential in any other system.

3. Click Save Store.

Add BeyondTrust DevOps Secrets Safe Store

Enter the URL for your DSS instance.
Provide the Application Name you configured within DSS.
Provide the API key generated within DSS for the application.

L nh o=

Enter the Secrets Scope you configured with permissions within
DSs.

5. Ifusing a self-signed certificate in DSS, add the Trusted

Certificate. If using a CA certificate, you do not need to provide a
trusted certificate.

6. Click Save Store.

After a secret store is added, click Test to verify connectivity to the secret
store server, and to ensure correct permissions are in place for the
credentials to access the secret store server.

Secret Stores

Add Secret Store
AWS Secrets Manager
AWS GovCloud Secrets Manager
BeyondTrust Dev ets Safe Count Actions

Allow secrets to be stored locally for recovery

'AWS Secret Store :: Add
*Access Key ID [AKIAZEPFJEUFEXQ4OTGL
“Resi

Rotate Access Key (] Automaticaly rtato accass keys every 30 days
This should only be enabled i o ather system is configured fo use these credentiols.

“Reuired

n granted the following AWS permissions.

BeyondTrust DevOps Secrets Safe :: Add

*URL ‘https:,‘/cbs.techmm.beyundtmst.uun[secra‘
*Application Name ‘dSbtapp ‘

“API key [7787efce76da-513c-8ebe-65afd-10xyz-298)

*Secrets Scope ‘dstechcum ‘

Trusted Certificate No file selected.
“Required

Please ensure your Application/Machine User is configured with the following permissions on the configured scope:

« create
« read

« update
« delete

Secret Stores

Add Sacret Stors
Configured Secret Stores
Name Count Actions

AWS Secrets Manager [be < 2 Edit Delete
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Add Secret Store

Note: Configuring a KMIP server for an encryption store is no

longer supported in version 6.0 and later versions. If you have a Sty ey
KMIP server configured for your encryption prior to version 6.0, P e ) ' e
your KMIP server will be migrated to the Secret Store list where

you may edit, delete, and test it. B T —
rt

Server CA_ Upload the root CA cert il bepresented by the identity duing TLS handshake
Certificate Cyrrent Trusted Certificate: DigiCert High Assurance EV Root CA (expires: 2031-11-10 00:00:00 GMT)

Choose File | No file chosen

Stient TLS Thele useto Ihe KNIP server during TLS handshake. You may upload a single PEM
Cortificate bundlo or a PKCS#12 (PFX)fle.

Current Client Certificate: *.qa.bomgar.com (expires: 2021-04-30 12:00:00 GMT)

Choose File |No file chosen

Passphrase

Note: For added security, configure your AWS Identity and Access Management (IAM) Policy to limit access to resources
matching BeyondTrust-* on the following permissions:

e DescribeSecret
o GetSecretValue
o TagResource
o UntagResource
o CreateSecret
o DeleteSecret
o UpdateSecret

For more information on managing AWS IAM Policies, see Managing IAM Policies at https://docs.aws.amazon.com/
IAM/latest/UserGuide/access_policies _manage.html.

x Note: If you delete the last remote store, a message displays indicating secrets will be moved locally.
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Updates: Check for Update Availability and Install Software on
Privileged Remote Access

B stmatus | users | nerworking | storace | security | uepates | suerorT R

The B Series Appliance periodically checks for critical updates and emails

the admln ContaCt person When updates are avallable You Can SeleCt If you This appliance will periodically check for critical updates from BeyondTrust and email the Admin Contact when any are available.
want the updates to install automatically and use the dropdown menu to @ Automaticaly instal crtcal updates at i ime
select a time for the installation. [ Include updates that require rebooting the BeyondTrust Appliance or interrupt services

Updates requiring a B Series Appliance reboot or the interruption of
services are excluded from the automatic update process unless you check
the box to include them.

BeyondTrust continues to notify you of the latest builds as they become

available . Whenever you receive notification that new update packages hen BeyondTrutrefeasesupdate o your Sotare periocicat, use i ntefa 0 v avalabe pdtes and nstal selec pdtes
have been built for your B Series Appliance, clicking the Check for

Updates button locates the packages and makes them available for you to

install.

If multiple software packages have been built for your B Series Appliance, each one is listed separately in the list of available updates.
Your new software is automatically downloaded and installed when you click the appropriate Install This Update button.

If no update packages or patches are available for your B Series Appliance,

amessage Stating "No updates available" is dISpIayed Ifan Update is When BeyondTrust releases updates to your softvare periodically, use this interface to view available updates and install select updates
available but an error occurred when distributing the update to your B Lo
Series Appliance, an additional message is displayed, such as, "An error

occurred building your update. Please visit www.beyondtrust.com/support
for more information."

Itis not mandatory to use this Check for Updates feature. If your
organization's security policy does not allow for automatic update Update | o, | No e sl

functionality, you can manually check for updates. Click the Appliance RN s e sy e ey e -

Download Key link to generate a unique B Series Appliance key, and then, e e

from a non-restricted system, submit that key to BeyondTrust's update

server at https://btupdate.com. Download any available updates to a
removable storage device and then transfer those updates to a system from (Erovsa- ]

which you can manage your B Series Appliance.

WARNING: Updating the software may disconnect users currently connected to the Appliance.

NOTE: To obtain your software update file, copy the Appliance Download Key below and enter it at hitp/update bomgar com.

After downloading a software package, browse to the file from the Manual
Installation section, and then click the Update Software button to

77777 BEGIN KEY-—-——

Complete the InSta”atlon' ZFoOmMgBp7PMOIoL306b4£0997351717523245e344/£2a995c01461a55a03c8d
£144a6£7998e169ab4222baadf28fc7f£3f22fcd7a8+8b7d2£88748aa3bf1388
gtbeal/82af2238b604b7417134c175a0d7ad4833c9£9£1659e90e7a0c4086b4
200b63bd1010/41dce8df! 3e7b22£4£03d0f, 2
1885fc8babd1+72b937111£494b79dfae35abb4f+4d3c4c78fbb10696d82calb
1Pc+57db1d56b6a6+db0197c0906c619dda6d6398e005449b6ec454803939889
2a86668459fecbf4c66fdfl! £410/31330020! lcd2es
5684e845+£435dc05£6£5134d4b2e2£78/9ad3de860534cd7926af9£30f2eeb0
56e2884£2dd03+3ab9679e212ea781c75e2d2f9%e0adc33 fbafleabdfd70d00c4
©731168b9a411360zLrMHBDLEruz+R6cY+8fed1715d9/4fdas8fed7e0a69b867d
+865eae+X+e928d80c£f9/7e755035£3+dWI+d59b7£3d54aa09d8/dc60al7b3c0
81bdf842752194d16e133110b4eadacTeccl2efce646ae258bf7d8372370048F
4131elcfeee660237868deb=
77777 END REY-—-—-
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IMPORTANT!

Please be prepared to install software updates directly after download. Once an update has been downloaded, it no longer appears in
your list of available updates. Should you need to re-download a software update, contact BeyondTrust Technical Support.

When the BeyondTrust End User License Agreement (EULA) screen appears, fill out the required contact information and click the Agree-
Begin Download button to accept the EULA and continue the installation.

Note that if you chose to decline the EULA, an error message displays and you are not able to update your BeyondTrust software.

If you have any issues updating after accepting the EULA, please contact BeyondTrust Technical Support at
www.beyondtrust.com/support.

During the installation process, the Updates page displays a progress bar to notify you of the overall update progress. Updates made here
automatically update all sites and licenses on your B Series Appliance.

If you are installing a software update, logged-in users temporarily lose Please wait while the software is updating.
connection to any access sessions and the access console; therefore,
schedule software updates for non-peak hours. However, if your update
package contains only additional licenses, you can install the update

without interrupting user connections. You will be automatically redirected when the update is
finished.

Note that installation progress may stop for long periods of
time while data is being backed up.

Find current information about the latest BeyondTrust updates at

https://www.beyondtrust.com/docs/release-notes/index.htm. Do not refresh this page.

Do not reboot th li .
To view installed patches, under the Updates tab, select Installed o nerrehoetine apptance

Patches. The table shows all installed firmware patches and when they Ifan error occurs, please contact BeyondTrust Support
were installed.

1% - Initializing...
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Support Utilities: Debug Network Problems

B smatus | users | networking | storace | security | uppates | suprorT S

UTILITIES | ADVANCED SUPPORT

The Utilities section can be used for debugging network problems. If you are unable to establish a connection, these utilities may help to
determine the reason:

« Test your B Series Appliance’s DNS resolution by performing a lookup of a hostname, or a reverse lookup of an IP address.

o Ping a hostname or IP address to test your B Series Appliance’s network connectivity.

« Use the Traceroute to view the path that packets take on their journey from the B Series Appliance to any external system.

« Usethe TCP Connection Test to check connectivity of a specific port on a target IP address or hostname.

+ Use the SSL/TLS Connection Test to check connectivity to HTTPS or other TLS remote servers.
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BeyondTrust

Virtual Appliance ADMINISTRATION
Secure Remotgﬁoﬁgggﬁ B [UST2] i L0GOLT

B swatus | users | networking | sTorace | securmy | uppates | suprorT [

UTILITIES | ADVANCED SUPPORT

Use this DNS utility to test the DNS resolution on this appliance. If you get "Unable to Resolve™ errors, check your DNS Server setfings on the Metworking tab.
Hostname or IP Address | |

Resolve

Util - Ping

Use this Ping utility to test the Network connectivity of this appliance. If you get "unknown host” errors, check your DNS Server settings on the Networking tab. If you get 100% packet
loss, check that the destination server is configured to respond to Pings, and check your IP settings on the Networking tab.

Hostname or IP Address | |

@1pva O IPve

Util = Traceroute

Use this Traceroute utility to test the outbound Network routes from this appliance. You can manually configure static routes in the Metworking tab.
This wtility will only try a maximum of 20 hops

Hostname or IP Address | |
@1pva O IPvE

UUtil :: TCP Connection Test

Use this TCF Connection Test utility to troubleshoot network connections to remote hosts and ports.
Hostname or IP Address | |

Port Number [

Util -2 SSL/TLS Connection Test

Use this to troubleshoot connections to remote HTTPS or any other TLS server.
Hostname

or IP Use of hostname here is encouraged instead of IP. Hostnames will be sent in the handshake in the Server Name Indication (SNI) field. Many TLS servers implement
Address name-based virtual hosting and will send different ceriificates based on this SNI information, and are more likely to result in a successful connection.

ol I
Number
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Advanced Support: Contact BeyondTrust Technical Support
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The Advanced Support section gives you contact information for your BeyondTrust Technical Support team and allows an appliance-
initiated support tunnel back to BeyondTrust Technical Support, enabling quick resolution of complex issues.

BeyondTrust™ Support Contact Information

Support Portal
https://help.beyondtrust.com/

Advanced Technical Support From BeyondTrust™

s t Code | . |

Access Code |........ |

Override Code |........ |

NOTE: A BeyondTrust™ Technical Support representative may ask you to use this section when advanced technical assistance is required. These codes will be provided at that time.

If the A Support Session with BeyondTrust Corporation in progress section is visible, BeyondTrust Technical Support has an active
session taking place with your B Series Appliance. The Duration column indicates how long BeyondTrust Technical Support has been in
session with your B Series Appliance. To stop the session, click Terminate, and the tunnel between your B Series Appliance and
BeyondTrust Technical Support closes.

Advanced Technical Support From BeyondTrust™

Support Session Initiated to BeyondTrust

Support Code | |

Access Code | |

Override Code | |

OK

NOTE: A BeyondTrust™ Technical Support representative may ask you to use this section when advanced technical assistance is required. These codes will be provided at
that time.

Current Support Session

Start Time Duration Terminate Connection

A Support Session with BeyondTrust Corporation is in progress. | 06/13/2019 03:45 PM UTC
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