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BeyondTrust Access Console

This guide is designed to help you install the BeyondTrust access console onto your computer and understand the features of the solution.
BeyondTrust Privileged Remote Access enables you to access remote endpoints by connecting to them through the BeyondTrust
Appliance B Series.

Use this guide only after an administrator has performed the initial setup and configuration of the B Series Appliance as detailed in the
BeyondTrust Appliance B Series Hardware Installation Guide. Once BeyondTrust is properly installed, you can begin accessing your
endpoints immediately. Should you need any assistance, please contact BeyondTrust Technical Support at
www.beyondtrust.com/support.

6
TC: 5/8/2024
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Install the Access Console

In any web browser, go to the URL of your B Series Appliance followed by /login and enter the username and password set by your
administrator. You may be prompted to change your password the first time you log in.

From the My Account page, download and install the BeyondTrust access console. The option defaults to the appropriate installer for
your operating system.

x Note: On a Linux system, you must save the file to your computer and then open it from its downloaded location. Do not use
the Open link that appears after downloading a file from some browsers.

When the installation wizard appears, follow the instructions to install the software. After installing the access console, you can choose
Run BeyondTrust Access Console Now and/or Run at Startup. Then click Finish.

x Note: If you choose Run BeyondTrust Access Console Now during installation, a login prompt appears on your screen.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 7
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 5/8/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED REMOTE ACCESS 24.1

I BeyondTrust ACCESS CONSOLE USER GUIDE

Log in to the PRA Access Console

After installing the BeyondTrust console, launch the access console from its
directory location as defined during installation.

BeyondTrust Privileged Remate Access - Lagin x
Beypnc_:lTrust
Privileged Remote Access

x Note: By default, in Windows, you can access the console from

Start Menu > All Programs > Bomgar > = -
access.example.com, where access.example.com is the e | \
hostname of the site from which you downloaded the console. Password: [ssessssesess \
Remember my Username and Password
If the Login Agreement has been enabled, you must click Accept to Authenricate Using: Username & Password
proceed. ® onvs -
[ Launch Infrastructure Access Mode
At the prompt, enter your username and password. | ogn || aut | About

Use Passwordless Login

FIDO2-certified authenticators can be used to securely log in to the desktop access console, privileged web access console, and the /login
administrative interface without entering your password. You can register up to 10 authenticators.

If passwordless login has been enabled, Authenticate Using may default to Passwordless FIDO2, or it can be selected. The exact
process for passwordless login depends on the type of device and manufacturer.

You can enable passwordless login and set the default authentication after logging into the /login administrative interface, by navigating to
Management > Security, and then registering passwordless authenticators at My Account > Security. Administrators can view and
manage passwordless login registration and usage at Users & Security > Users > Passwordless Authenticators

x Note: Passwordless login for the desktop access console on macOS or Linux systems is supported only for roaming
authenticators (such as the YubiKey hardware security keys). Platform or integrated authenticators (such as Face ID and
fingerprint scanners) are not supported for the desktop access console login when using macOS or Linux systems.

Infrastructure Access Mode

Advanced users might prefer to use Infrastructure Access Mode. This is primarily for quick access to protocol and database tunneling, and
BYOT sessions. If desired, check Launch Infrastructure Access Mode. Infrastructure Access Mode is not available on Linux systems.

x Note: If more than one language is enabled for your site, select the language you want to use from the dropdown menu.

If two-factor authentication is enabled for your account, enter the code from the authenticator app.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 8

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 5/8/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED REMOTE ACCESS 24.1

I BeyondTrust ACCESS CONSOLE USER GUIDE

Use Kerberos Server

Alternatively, if your administrator has configured a Kerberos server to
enable single sign-on, you can log into the console without entering your

B BeyondTrust Privileged Remote Access - Login x

credentials. The access console remembers the last used login BEYPn(_iTrUSt

mechanism, whether it used local credentials, Kerberos, or another security P rFivi I ege d Re m Ote AC cess
provider.

Invited users can also enter a session key to join a shared session on a pra.bomgar.com

One-time baSiS. Authenticate Using:  Current Kerberos Credentials ~

Check Enable Saved Logins to have the console save your username and Login Quit About

password. This option can be enabled or disabled from /login >
Management > Security.

Once you log in, the console opens, and a BeyondTrust icon appears in your computer's system tray.

x Note: Your administrator might require you to be on an allowed network to log in to the console. This network restriction might
apply the first time you log in or every time. This restriction does not apply to access invites.

x Note: If you forget your password, go to /login and click the
Forgot Your Password? link. This is an option that is set by your
administrator. If you do not have this option, please contact your

Usemname | ]

o Password [ ]
administrator.
Forgot your password?
If you lose your connection, the access console attempts to reconnect for B BeyondTrust Privileged Remote Access - Login :
60 seconds. If your connection is restored within this time, your access BeyondTrust

console reopens, restoring all of your open sessions. If the connection

cannot be restored within this time, you are prompted to retry login or quit. P rvi I ege d Re m Ote ACC €SS

If you are logged into the access console in one location and then log in pra.bomgar.com
from another, your open sessions are maintained. Your connection has been lost.
Attempting to restore your connection... Cancel
e:; Login Quit About

Note: To log in with an account already in use and forcibly close the connection on the other system, the sefting Terminate
Session If Account Is In Use must be checked on the /login > Management > Security page.

After an upgrade or at first launch of the desktop access console, a What's New dialog appears automatically upon login for all non-
invited users. This dialog may be viewed at any time through the Help menu (Help > What's New) and shows new release information for
current and past releases. This is a roaming preference per account, so the dialog appears just once regardless where a user signs in

from.
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i For more information, please see the following:

« On setting up the login agreement, please see Site Configuration: Set HTTP Ports, Enable Prerequisite Login
Agreement at https.//www.beyondtrust.com/docs/privileged-remote-access/getting-started/admin/site-
configuration.htm

o Oninvited users, "Invite External Users to Join an Access Session" on page 87
o On using Infrastructure Access Mode, "Use Infrastructure Access Mode" on page 19
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Access Console User Interface

The access console contains several panels, providing tools and information about sessions.
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File Help
Home Vault Accounts
|x Q, Search ltems... x > Team Chat
Favorites 1 Owner Status Computer 05 | | Owner lenny ral
& Personel 11 @) senny In Progress snevwsierT S | DS Session (15:26:38) Admin has joined the conversation,
Fr User Team 0 Session Status: In Progress
(@) Teny In Progress JXNPLWs0360s [ | Computer Name:  JXNPVWSIPITT (15:26:38) Admin is online.
Upera.tmg System: [ Windows 7 Enterprise x54 (15:26:44) You said:
L:Y Teams 1 Time in the System: 0:05:40 Are we meeting tomorrow?
2L Personal 1 “'ﬁ;“ 1721915129 (15:27:28) John said:
. Remaote Team 0 rnal hey: Yes, at .00
1y Systems Team 0
# User Team 0
K USEI’S
‘ Muniturl |Jmn | |TEkE Overl
-
Dashboard
_._ Eric 0
_._ Graham 0
. —— :
°Jump Dcreate » Copye. |R¢mw: [ Properties... ﬁ Export «
| Add Filter = ||Q- Search Jump Items %)\ 2. Everyone
% Admin
My Jump Groups N Host p Jump M = (g
o 8 e ame ostname/]l ump Me JXNPVWSJPITT ° ‘.. Eric
PN
b {.- Remote ! Emma 484 Jnphws03605 Remote ) ‘._ Graham
B Jsack0s JXNPLWS3605 Local Jurm I @ _:_ John
B JxnpLWS02605 Jump Item Interface Jump Clig Remote ... Michael
T
B enpvwsIPITT Jump Clig " T:;:J
All Users ! VM-505 RMTPVWSIVALENTE Jump Clie | 0o cnis -
_:_ Eric o Knoxville Office Server
_._ Graham Status
b L James = Active [ON]
& John Online Since 03/23/2017 03:20:42 PM
8 Michael Session started at 03/23/2017 03:25:35 PM
B Teny || n 0
Hostname /1P Show S Send File Send
5 Jump ltems total. 3 Jump Clients total. 3 online. 0 offline. 0 passive. | ¥ MBS IPTTT S A na e sen

Sessions: Manage multiple remote sessions at the same time.

Queues: Queues list sessions currently running as well as requests to share sessions with any member of a team. Details about the
remote system being accessed appear in this section.

Dashboard: Privileged users can view and monitor ongoing sessions and teammates of a lower role, providing administrative oversight to
help manage staff.

Jump Item Interface: Installed Jump Clients and Jump shortcuts appear here, grouped according to who can access them. You can filter
the list of Jump ltems and search within specific fields.

Chat: Chat with other logged in users. You also can share your screen with a team member without requiring a session.
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Change Settings and Preferences in the Access Console

Click File > Settings in the upper-left corner of the console to configure your preferences.

. . . Privileged Remote Access Console -
In general, you can configure the console settings according to your preferences. However,

your BeyondTrust administrator might choose to manage your settings, enforcing those File Help
managed settings if desired. .
Settings...

If your BeyondTrust administrator has changed and applied the default settings, then you will N
see a Settings Changed alert the next time you log into your console. Click View Settings Enable Extended Availability
to open your settings window to view the changes, or click OK to acknowledge the changes. Quit {

L b e

Changing Settings

x Note: These instructions assume you are allowed to choose the settings used in your console. Settings enforced by your
administrator appear marked with an asterisk and are grayed out, and they are not locally configurable. Please see your
administrator or Manage Access Console Settings at https://www.beyondtrust.com/docs/privileged-remote-access/getting-
started/admin/access-console-settings.htm for more information.

The Access Console Settings window includes a Restore Defaults
button in the lower-left corner of the window. This button returns all of your
settings to the BeyondTrust default settings or to the default settings Are you sure you want to reset all settings to the default
applied by your administrator if any have been set. An alert dialog asks you ! values?

to confirm that you wish to change to the defaults. Click Cancel if you wish
to return to your locally saved preferences. ok | | Cancel

Access Console Settings X

x Note: If any of the defaults are forced by your administrator, you are unable to configure them.

From the Global Settings section, you can choose to enable or disable spell check for chat. Currently, spell check is available for US
English only.

Choose if you want the session menu icon to display, if the sidebar can be detached, and if the widgets on the session sidebar can be
rearranged and resized.
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B Access Console Settings X

You can choose to change your display mode. Options include OS Setting —
(default), Light Mode, and Dark Mode. Ners

Chat Messages
Session Alerts

Global Settings
Enable spell checking (US English only)

Configurable session side bar

) ) . Access Sessions Dark Mode (takes effect on next login)
Note: The Dark Mode option applies to Windows and macOS Automatic Behavior © Use 05 seting O Use Light Mode O Use Dark Mode
Screen Sharing
Only. File Transfer al
Command Shell [Not installed || mstan
In addition to SWitChing the dlsplay mode within the access External Tools Click “Install” to (re)install a command-line tool to control this installation of the Access Console.

console, users can change it in OS Settings by selecting
Themes and related settings > Color > Choose your color.

The CLI section indicates if a Command Line Interface tool is installed for
this installation of the Access Console. Ifit is not installed, you can choose
to install it by clicking Install.

Restore Defaults * This setting is controlled by your administrator oK Cancel

Choose your alert settings for chat messages. When you receive a chat B

. . . Global Settil
message, you can choose to hear a sound and to see the application icon e R st
Chat M

flash. Se:sione/-S\IS:rgt:S Sound [default) - |

Access Sessions Visual alerts - Flash the application icon when a chat message is received
If you would like to upload a custom sound for chat messages, click the [...] Automatc ehaior S

. . creen Sharing .
button and select a WAV file on your computer. The file can be no larger File Transer PR TN R S s
than 1MB Command Shell
- External Tools

Choose if the team chat should include status messages, such as users
logging in and out, or only chats sent between team members.
Choose if you want to receive pop-up notifications for messages received in
ateam chat and/or in a session chat.

Restore Defaults: * This setting is controlled by your administrator oK Cancel

. . B Access Console Settings X
Choose if you want to hear an audible alert when another user requests to
. X | Global Settings Session Alerts
share a session with you. If you would like to upload a custom sound for Alerts Audible Alrts
shared sessions, click the [...] button and select a WAV file on your o Nessages P'Zyr:j“"‘:'“““a““i°"'“““E" -
computer. The file can be no larger than 1MB. Access Sessions e
:““”"as"hc Behavior Show a popup notification when a session is shared
. . i . creen aring rsonal leue

You also can choose to receive pop-up notifications for certain events. File Transter o
These notifications will appear independent of your console and on top of oo ! e
other windows. Set where you wish to see pop-ups and how long they
should display.

Restore Defaults: * This setting is controlled by your administrator oK Cancel

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 13
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 5/8/2024

depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED REMOTE ACCESS 24.1

I BeyondTrust ACCESS CONSOLE USER GUIDE

. . . . B Access Console Settings X
Choose if you want to automatically start screen sharing when you begin a
. Global Settings Automatic Behavior
session. Alerts

Automatically request screen sharing
Chat Messages
Session Alerts

Automatically detach

You can choose to open sessions as tabs in the console or to automatically ccons Sousions
detach sessions into new windows. Automatic Behavior

Screen Sharing

File Transfer

Command Shell
External Tools

Restore Defaults * This setting is controlled by your administrator 0K Cancel

B Access Console Settings X

Set the default quality and size for a screen sharing session. When screen

H . . . Global Settings o
sharing starts, you can automatically enter full screen mode, which in turn ets - e —
can automatically collapse the chat bar. chat Messages

Session Alerts
Access Sessions

Color Quality Optimized - Few Colors v

Hide Color Quality Optimized options

Additionally, when screen sharing starts, the remote system can e PAZEET
H H H . . creen Sharing a - o
automatically have its display, mouse, and keyboard input restricted, File Transfer ! “S;'e‘“””
. . C d Shell ull Screen
providing a privacy screen. el Tons N S S
i . . Endpoint Visibility
Select the default RDP display size for all RDP sessions. e e e e
i i Default RDP Display Size
An option allows you to open a PRA connection expanded across all the S5 T s 5
monitors on the client computer regardless of the client monitor Remote Screenshot Save Directory
configuration. With this feature, you can fully utilize all the monitors IE]
connected to the client computer, therefore being able to adjust screen
sizing and scaling during an RDP session across multiple monitors.
For easier access to screenshots you capture from the console, set the Restore Defauts * i seting i contoled b youradminsrator ok || cancel
default directory where you wish to save your console-captured remote
screenshots.
. . . . . . B Access Console Settings X
For easier file transferring, set the default directory from which you wish to -
. . Global Settings ile Tran:
start browsing your local file system. ers et Lol Drctry e ranster
Chat Messages ‘ [
Session Alerts
Access Sessions
Automatic Behavior
Screen Sharing
File Transfer
Command Shell
External Tools
Restore Defaults: * This setting is controlled by your administrator oK Cancel
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. . . B Access Console Settings X
Set the number of lines to save in the command shell history.
Global Settings Command Shell
. . Alerts _
You can change the command shell display by selecting the font type, font Chat Messages [500__ ] Numberoftinesof available command istory
size, text color, and background color. messon Merts SIE e
) ) ) ) ) Automatic B.ehavior font[CourerNew  v|sizes o A
Several options for the default shell are available, including Windows steen sharing et oo
. ile Transfer
Command Prompt, PowerShell, Zsh, Bash, sh, fish, and tcsh. To set the Command shell @ @ sxceoroune
shell preference order, select each shell and use the arrow buttons beside Btemal Tools Osoren
the list to move the selected shell up or down. Sessions start using the first Reset Customizatons| “"W_
available shell for the session. TR
Default Shell ~
cmd (Windows)
PowerShell (Windows) 4
Zsh (macOS and Linux) £
BASH (macOS and Linux)
sh (macOS and Linux)
FISH (Linux) A
Restore Defaults' * This setting is controlled by your administrator oK Cancel
B Access Console Settings. B ‘
To set the External Tool order, select each tool and use the arrow buttons —
. . . Global Settings jonal s
beside the list to move the selected tool up or down. This affects the order ere Ao e T
. . - Exte | Tool 1
of external tools in the dropdown list of tools for the Open Client button het Messages External Tool 2
1 i Access Sessions External Tool 3
when starting a session. e SO o .
. Screen Sharing ﬂ
If you want to use your own RDP tool, check Open remote RDP Sessions File Transfer
. Command Shell
with an External Tool. S
If you want to use your own SSH tool, check Open Shell Jump Sessions SR DA e
M R . R Open Shell Jump Sessions with an External Tool
with an External Tool. This setting applies to both command shell and
Shell Jump.
x Note: The Open Shell Jump Sessions with an External Tool
setting has limitations when used with the command shell. The
proxy is for the shell only; it is not a full SSH tunnel. File transfers, N
. . . . Restore Defaults * This set is controlled ir administrator oK Cancel
for example, must still use the existing tools on the Jump Client. ’ e

IMPORTANT!

In order to use your own tool, you must enable Protocol Tunnel Jump in /login > Users & Security > Users > Access
Permissions > Jump Technology > Protocol Tunnel Jump. This may need to be enabled by a group policy.

External tools are added and configured in the /login administrative interface. Availability of external tools depends on user permissions
and group policies.

1 For more information, please see the following:

"Use the CLI for the Access Console" on page 16.

Access Console: Access Sessions - Additional External Tools at https.://www.beyondtrust.com/docs/privileged-remote-
access/documents/user/pra-admin.pdf.
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Use the CLI for the Access Console

The Command Line Interface (CLI) tool allows you to initiate and manage remote sessions directly from the command line. This is
available if an admin has checked Allow the Access Console CLI tool under Access Console at /login > Management > Security.

To use the CLI tool, you must be logged in to the access console, and the CLI tool must be installed. It is installed from Global Settings.
During installation, you might receive instructions to add the installation location to the PATH, or it may be added to the PATH by the
installation process.

Once installed, enter commands in a terminal or run dialog to interact with the logged-in rep instance.

x Note: You must be logged in to the access console for commands to work.

Entering Commands

Enter a single CLI command with sub-commands.

p Example:

bt ssh <user>@<host>

Subcommands take the form:

bt <command>

Initiate a Session

Search for a Vault account by name (for types that can inject) and a Jump Item by name. Jump Item searches are restricted to the type
represented by the command. For example, bt ssh searches only Shell Jump Items.

If only one of each searched name is found, the session starts with that Jump Item and credential. If more than one result is found, you are
prompted to choose the correct account and/or Jump ltem.

A flag can be set flag to output the tunnel information in a format for use by another process or script, so that session calls can be piped to
other functions or included in automated tasks such as VS code tasks. If this flag is set, the tunnel information prints, but the connection
and external tool do not open.

Executing onExternalToolClicked() Callback

For all types except SSH, the representative can attempt to execute the onExternalToolClicked() callback for the given type before
returning control to the CLI tool, rather than transferring that logic to the CLI tool itself.

For SSH, the SSH session replaces the CLI tool process.
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Use Session Specific Subcommands

SSH

SSH subcommands take the form:

ssh <account>@<host>

Once the session is established, it directly spawns the SSH process to connect to the local tunnel and exits.

P Example: Create an SSH session:

bt ssh <user>@<host>

RDP
RDP subcommands take the form:
rdp <account>@<host>

Once the session is established, it

« spawns the default RDP client.
o prints the tunnel information to the CLI for informational purposes.

o exits.

P Example: To open the RDP tool, enter:

bt rdp <user>@<host>

DB

DB subcommands take the form:

db <account>@<host>

Once the session is established, it:

« spawns the DB client for the selected DB type, if possible. Part of the return value must be DB type and/or command to try.

o prints the DB connection information.
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o exits.

Protocol tunnel
Protocol tunnel subcommands take the form:

pt <host>

There is no credential injection for protocol tunnels.
Once the session Is established, it prints the tunnel definitions and exits.

Because the tunnel is generic, it cannot spawn a specific tool.

Use Other Subcommands

List
List subcommands take the form:
list
The list subcommand shows connected sessions by Jump Item name.
Close

Close subcommands take the form:

close <session>

The close subcommand closes the tunnel for the given session.
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Use Infrastructure Access Mode

Advanced users, such as developers, can select Infrastructure Access Mode when logging in to the console. This provides a simpler
console, available from the system tray or menu bar. This is convenient for protocol and database tunneling, and BYOT sessions, but
other session types are also supported.

x Note: Infrastructure Access Mode is not available on Linux systems.

To start Infrastructure Access Mode, check Launch Infrastructure BeyondTust rvieged Remote Access - Login X
Access Mode on the console authentication screen. If you have previously BeyondTrust
enabled Infrastructure Access Mode, the option is checked by default. P rivi I eged Re m Ote AC cess
'HIEE BN EE E
Username: [ |
Password: ‘ ------------ ‘

[[1 Remember my Username and Password

& [english (US) v
[ Launch Infrastructure Access Mode

Login || Quit H About

Once logged in, the Infrastructure Access Console (IAC) task bar widget

displays, and an icon appears in the system tray (Windows) or menu bar ) ) o
(macOS). The IAC widget has two tabs, Jump Items and Active Sessions. Jump ltems  Active Sessions &
Jump Items: =. | Q- Search Jump Items... X ‘
o Shows a list of existing jump items. 0O BT DOCS Web Jump (>
» These items can be searched and sorted using the menu in the OFB Web Jump ©
upper left.
O TC-DEFE... Jump Client @
O TC-DEFE... Remote RDP ©
O Test Clie... Jump Client ©
Show Full Console
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Hover over any item for more information about the item.

Click any item to initiate a session. The widget shows the attempt in

. . Jump ltems ~ Active Sessions
progress, with an option to cancel. P

Click Show Full Console to view the access console. The full console is =.| Q- Search Jump Items...
required to begin a chat session or accept a session invite, and for some
session types. You can close the full access console when it is no longer
required and continue using the console in Infrastructure Access Mode. Name: BT DOCS

Hostname/IP: www.beyondtrust.com
Jump Method:Web Jump

Group: Scott

Status: Available

Last Accessed: 12/09/2021 10:23:03 AM

Show Full Consaole

Active Sessions:

Jump ltems  Active Sessions ov

« Shows any active sessions, and the session type.

o Click the dropdown arrow for options such as Show Session or O BT DOCS Web Jump A
End Session.

. . . . . . Show Session  End Session
Click the gear icon in the upper right to view What's New, About, and Quit

the Access Console.
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Jump Interface: Use Jump Items to Access Remote Systems

The Jump interface appears in the bottom half of the access console, listing the Jump Items available to you. The list may contain Jump
Clients, as well as Jump shortcuts for Remote Jumps, Local Jumps, RDP sessions, VNC sessions, Protocol Tunnel Jumps, Shell Jumps,
and Web Jumps. Jump Item availability, including whether or not the Jump Item is in use, is listed in the Status column.

Jump Items are listed in Jump Groups. If you are assigned to one or more Jump Groups, you can access the Jump Items in those groups,
with the permissions assigned by your admin. Selecting a Jump Group and then clicking Create auto-selects that Jump Group in the Jump
Item configuration window.

Your personal list of Jump Items is primarily for your individual use, although your team leads, team managers, and users with permission
to see all Jump Items may have access to your personal list of Jump Items. Similarly, if you are a team manager or lead with appropriate
permissions, you may see team members' personal lists of Jump ltems. Additionally, you may have permission to access Jump Iltems in
Jump Groups you do not belong to and personal Jump ltems for non-team members.

[©wump ECreate . | Copy... | | Remove | | Properties... | T3 Export... | |0w5earch Jump Items... X|
My Jump Groups Name Hostname/IP Jump Method Comments Group PT-LOCAL JUMP © ~
D
D Recently Used ! PT-ONE T —— Jump Client .‘_ Personal
> -’_ Personal Jump Group
B PT- MOBILE OF... % Jump Client 8 personal personal
PT-LOCAL JUMP ° e Personal e
B 1C-DEFENDOT Jump o Local access
Create Authorization Request...
Status
|—6 Export... Available
All Users Last Accessed: Never
i Copy...
"h Admin L Hostname [ IP
2 Denise Remove e
8 Hiro Protagonist Properties... Jump Policy
. PT-Policy
.’_ Tim Authorization Requests:
None
Session Policy
< > None
4 Jump Items total. 3 Jump Clients total. 3 online. 0 offline. e

Copy Jump Items

Jump Items can be copied and can belong to multiple Jump Groups. This includes Jump Client items, providing administrators with the
ability to set separate policies and group permissions without requiring an additional Jump Client installation on the target endpoint. Users
with the appropriate permissions see the option to Copy Jump ltems in the Access Console by right-clicking the item. Users can perform
this function on multiple Jump ltems as well.

This feature enables admins and users to effectively manage different policies for Jump ltems and Jump Clients without the need to create
a new Jump Item. This functionality enables users to limit the number of clients necessary to enable Jump Client sessions, and limits
manual administrative tasks when defining access pathways for users.

Jump to a Jump Iltem

Browse through groups for the computer you wish to access. To facilitate

Name Hostname/IP Jump gthod Comments Group
browsing the Jump ltems list, you may drag the columns into any order you o o 221 B Ler shel A& pesona
. . B B0 BUILDING 1 RMTPVWSIVALENTE Jump Client ® wscott
wish, and then sort a column by clicking the column header. The access B Gracie Lou Freebusts Lopt. | ANPLUSO3505 Remte Jurnp 0 User Systems
. jump Client % Admin
console remembers the column order and the sort order the next time the S e P e
access Console iS IaUnChed Bl RMTPLWS04255 RMTPLWS04255 Jump Client Jose's laptop. 9 wscott
: B Scott's Laptop RMTPLWS04255 Local YNC Building A Lobby 9 ucott
. . ) B Server Room VM RMTPVWSIVALENTE Jump Client 8 uscott
In addition to browsing for Jump Items, you can search based on multiple
fields. Enter a string in the search field and then press Enter. To change the
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fields you are searching, click on the magnifying glass and check or uncheck any of the available fields. Searchable fields include
Comments, Console User, Domain, FQDN, Group, Hostname/IP, Jump Method, Last Accessed, Name, Private IP, Public IP,
Status, Tag, and Workgroup.

Once you have found the computer you wish to access, double-click the entry, or select the entry and click the Jump button. This attempts
to start a session with the remote computer.

You may programmatically connect to a Jump ltem directly from your systems management or ticketing tool. If your search results in only
one Jump ltem, the session starts immediately. If multiple Jump ltems are returned, select one of the Jump Items listed in the selection
window and click OK.

Note: For details about scripting, see Access Console Scripting and Client Scripting API at
www.beyondtrust.com/docs/privileged-remote-access/how-to/integrations/api/client-script.

If a Jump Policy is applied to the Jump Item, that policy affects how and/or when a Jump Item may be accessed.

Schedule

If a Jump Policy enforces a schedule for this Jump ltem, an attempt to
access the Jump Item outside of its permitted schedule prevents the Jump
from occurring. A prompt informs you of the policy restrictions and provides

the date and time when this Jump Item is next available for access. o

[E] Privileged Remote Access >

The Jump Policy's schedule does not permit a session to start
at this time.

A session may start next at August 02, 2021 02:00 AM Central
Daylight Time

Would you like to override the schedule and start a session
anyway?

Yes || No

Notification

If a Jump Policy is configured to send a notification on session start or end, then an attempt to access a Jump ltem alerts you that an email
will be sent. You can choose to proceed with the Jump and send a notification, or you can cancel the Jump.

Ticket ID

If a Jump Policy requires entry of a ticket ID from your external ITSM or ticket ID system before the Jump can be performed, a dialog
opens. In the dialog, enter the ticket ID you need, authorizing access to this Jump Item.
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Authorization

If a Jump Policy requires authorization before the Jump can be performed,

adialog opens. In the dialog, enter the reason you need to access this [ Privileged Remote Access - Jump Authorization Reg... X
Jump Item. Then enter the date and time at which you wish authorization to

begin, as well as how long you require access to the Jump Item. Both the You must first request approval to access this Jump Item. Please
request reason and the request time are visible to the approver and help :g;j;ﬂs’t' the details below and describe the reason for the access

them decide whether to approve or deny access.

Jump Policy:
PT-Policy
Jump Policy Description:

Approver(s):
Jose

Access Approval Applies To:
Yourself Only

Request Reason:

Request Time:

|7/27/2021 12:39 1 | for [2 (2] [Hour(s)

[ ok | | Cancal

When you click OK, an email is sent to the addresses defined as approvers for this policy. This email contains a URL where an approver
can see the request, add comments, and either approve or deny the request.

If a request was approved by one person, a second can access the URL to override approval and deny the request. If a request was
denied, then any other approvers accessing the site can see the details but cannot override the denied status. If a user has already joined
an approved session, that access cannot be denied. Although other approvers can see the email address of the person who approved or
denied the request, the requestor cannot.Based on the Jump Policy settings, an approved request grants access either to any user who
can see and request access to that Jump Client or only to the user who requested access.

In the Jump interface, the Jump Item's details pane displays the status of any authorization requests as either pending, approved,
approved only for a different user, or denied. When an approver responds to a request, a pop-up notification appears on the requestor's
screen alerting them that access has been either approved or denied. If the requestor has a configured email address, an email
notification is also sent to the requestor.

When a user Jumps to a Jump ltem which has been approved for access, a notification alerts the user to any comments left by the
approver.

When approval has been granted to a Jump ltem, that Jump Item becomes available either to any user who can see and request access to
that Jump Item or only to the user who requested access. This is determined by the Jump Policy.
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denied, then a second request may be sent for the same time.

Note: Multiple requests may be sent for different times. The requested access times can overlap if the Jump approval request
is for the Requestor Only. Access time cannot overlap if the approval is for Anyone Permitted to Request. If a request is

Revoke an Access Approval Request

Permission to revoke approved access requests is controlled by Jump
Policy. Any user who can approve requests on the Jump Policy can cancel
requests, subject to the approval type. In the /login web management
interface, go to Jump > Jump Policies. Under Jump Approval you have
two options:

¢ Anyone Permitted to Request
« Requestor Only

I

lal BeyondTrust J um p ™
Privileged
Remote Access @ JUMPCLIENTS  JUMPGROUPS  JUMP POLICIES

CANCEL SAVE

Jump Approval

Require approval before a session starts [ ]

Maximum Access Duration

-] 8 Hour(s) v

Minimum: 1/ Maximum: 59

Access Approval Applies to
O Anyone Permitted to Request

@ Requestor Only

If the Jump Policy is set to requestor Only, and an Access Request is HEARST o A
presently approved for User A, User B is asked to create a new Access
Request if they attempt to Jump to the Jump Item, since that request does
not apply to them. Additionally, if User B attempts to cancel the Access Jump Group
Approval Request, the option is grayed out. The only user who can cancel Family
the approved request is User A, because they are the approved user for the
request.
Status
Active [ON]
Online Since 07/20/2017 02:24:44 PM
Last Accessed at 06/14/2017 075547 AM
Hostname / IP
HEARST
Jump Policy
no overlap allowed
Authorization Requests:
07/20/2017 03:06 PM for 2 hourl<)
Session Policy Cancel Request Authorization
g Copy Request Details
Operating System
Windows 10 Home x86
Public IP
Al -
Private IP
L -
Install Mode v
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However, if the Jump Policy is set to Anyone Permitted to Request, and A
an Access Request is presently approved for User A, User B is allowed to HEARST o'
start a new session with the Jump Item if they attempt to Jump to it. In
addition, anyone with permission to access the Jump Item is allowed to
Jurmnp Group
cancel / revoke the request. .
Family
Status
Active [ON]

Online Since 07/20/2017 02:24:44 PM
Last Accessed at 06/14/2017 07:55:47 AM

Hostname / IP

HEARST

Jump Policy

overlapping autheorization allowed

Authorization Regquests:
0772072017 02:2 L.

Session Policy e e

Mone Copy Request Details

Operating System

Windows 10 Home x86

Public IP

il

Private IP

e e

Install Mode

Service W
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Use Jump Clients to Access Remote Endpoints

To access an individual Windows, Mac, or Linux computer that is not on an accessible network, install a Jump Client on that system from
the /llogin > Jump > Jump Clients page. Jump Clients appear in the Jump interface along with Jump ltem shortcuts.

Use a Jump Client

To use a Jump Client to start a session, select the Jump Client from the Jump interface and click the Jump button.

x Note: Jump Items can be set to allow multiple users to simultaneously access the same Jump ltem. If set to Join Existing
Session, other users are able to join a session already underway. The original owner of the session receives a note indicating
another user has joined the session, but is not allowed to deny them access. For more information on simultaneous Jumps,
please see Jump Item Settings at www.beyondtrust.com/docs/privileged-remote-access/getting-started/admin/jump-
items.htm.

Sort Jump Clients

Browse through groups for the computer you wish to access. To facilitate Mo — P re— oue
browsing the Jump Items list, you may drag the columns into any order you =m:ﬁ‘jm R e -:-”E'“:‘
. e o Clen ® o
wish, and then sort a column by clicking the column header. The access B Gracie Low Frecbusts Lope.. | IXNBLWSO3605 Remote ump Ao, User Systems
. jump Client ® Admin
console remembers the column order and the sort order the next time the S e P e
access COﬂSOle is IaUnChed. B RMTPLWS04255 RMTPLWS04255 Jump Client Jose's laptop. 2 wscott
B scott's Laptop RMTPLWS04255 Local VNC Building A Lobby 2 wscott
B Server Room VM RMTPVWSIVALENTE Jump Client 9 vscott

Search for a Jump Client

In addition to browsing for Jump ltems, you can search based on multiple fields. Enter a string in the search field and then press Enter. To
change the fields you are searching, click on the magnifying glass and check or uncheck any of the available fields. Searchable fields
include Comments, Console User, Domain, FQDN, Group, Hostname/IP, Jump Method, Last Accessed, Name, Private IP, Public
IP, Status, Tag, and Workgroup.

Jump Client Details Pane

When you select a Jump Client, a details pane appears to the right of the Jump interface. Which details are shown here is determined by
the Jump Client Statistics setting in the /login interface as well as by the remote operating system.

If a Jump Client goes offline and does not reconnect to the B Series Appliance for the number of days set by the Jump Client Settings in
the /login interface, it is labeled as lost. No specific action is taken on the Jump Client. It is labeled as lost only for identification purposes,
so that an administrator can diagnose the reason for the lost connection and take action to correct the situation. In the details pane, the
scheduled deletion date appears should the Jump Client not come back online.

After a software update, Jump Clients update automatically. The number of concurrent Jump Client upgrades is determined by settings on
the /llogin > Jump > Jump Clients page. If a Jump Client has not yet been updated, it is labeled as Upgrade Pending, and its version
and revision number appear in the details pane. While you can modify an outdated Jump Client, you cannot Jump to it. Attempting a Jump
does, however, move that Jump Client to the front of the upgrade queue.
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Wake-On-Lan (WOL)

Wake-On-Lan (WOL) allows you to remotely turn on or wake up machines configured for WOL from BeyondTrust. In a configured
environment, customers can power off their machine but still receive BeyondTrust support, if needed.

x Note: WOL is not a BeyondTrust technology. The BeyondTrust software integrates with existing WOL systems. To use WOL
through BeyondTrust, the system must have WOL enabled, and the network must allow WOL packets to be sent.

To enable support for WOL in BeyondTrust, turn on the WOL setting in the administrative /login interface under Jump > Jump Clients.
When enabling the WOL option, keep the following items in mind:

+ WOL does not work for wireless clients. A wired network connection is required.

« WOL is supported by the underlying system hardware, which is independent of the installed OS.

o WOL is supported only by active Jump Clients. Jumpoints and Local Jump from representative consoles do not support WOL.

To wake an active Jump Client using WOL, right-click an existing Jump Client from within the rep console. Attempt to wake the system by
clicking the Attempt to wake up Jump Client option.

EOJ-ump ] E Create Y] [Remwe] [ Properties.., ] Q Export.., QvSEarchJun1pIten15... x
n;!'hlmI:HEriii'lle«S Name = Jump Methad Comme IXNPLWS03605 o -
4 P I
S B JXNPLWS03605 Local Jump
- Jump Group
i W Jump Personal
B jinplw=03605 Remq I Atternpt to wake up a Jump Client... I Tag £
Create Authorization Request... Regulipklaintenance
D, Export...
All Users PP E
[] Eric Copy...
® Graham F‘.emovsl: [ON]
_._ James Properties... = Since 03/16/2017 07:21:05 AM
-._ John Last Accessed: Never
‘." Michael Jump Policy
.... Terry Authorization Required
_._ Terry Authorization Requests:
3 ., Pl | Mone Mome
3 Jump Items total, 1 Jump Client. 1 online. 0 offline. 0 passive. Session Policy -

The wake option is only available when selecting a single Jump Client. It is not available when multiple Jump Clients are selected.

WOL packets are sent from other Jump Clients residing on the same network as the target machine. When an active Jump Client is
installed or checks-in, it registers its network information with the B Series Appliance, and the B Series Appliance uses this information to
determine which Jump Clients are on the same network.

Once attempting to wake up a selected Jump Client, the WOL option greys out for 30 seconds before it can attempt to send another wake
up request. If no other Jump Clients are available on that same network to send WOL packets to the target machine, the rep receives a
message indicating that no other Jump Clients are available on the network. When sending a WOL packet, the rep has an advanced
option to provide a password for WOL environments requiring a secure WOL password. A WOL packet is a one-way packet, and no
confirmation of success is given to the rep besides seeing the client come online in the rep console.
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Copy Jump Items

Jump Items can be copied and can belong to multiple Jump Groups. This includes Jump Client items, providing administrators with the
ability to set separate policies and group permissions without requiring an additional Jump Client installation on the target endpoint. Users
with the appropriate permissions see the option to Copy Jump Items in the Access Console by right-clicking the item. Users can perform
this function on multiple Jump ltems as well.

This feature enables admins and users to effectively manage different policies for Jump ltems and Jump Clients without the need to create
a new Jump Item. This functionality enables users to limit the number of clients necessary to enable Jump Client sessions, and limits
manual administrative tasks when defining access pathways for users.

Jump Client Properties

Organize and manage existing Jump Items by selecting one or more Jump

L . Edit Jump Client X
ltems and clicking Properties.

Please use the fields below to modify the existing Jump Client.

Name: |Sensur Array ‘
Connection Type: |Active v‘
Jump Group: |‘.hSCDtt - ‘
Tag: | ‘
Comments: | ‘
Jump Policy: |None "
Session Policy: |None v‘

|

Endpoint Agreement: | Do Not Show the Agreement -

x Note: To view the properties of multiple Jump ltems, the items selected must be the same type (all Jump Clients, all Remote
Jumps, etc.).

Enter a Name for the Jump Item. This name identifies the item in the session tabs. This string has a maximum of 128 characters.

x Note: This feature is available only to customers who own an on-premises B Series Appliance. BeyondTrust Cloud customers
do not have access to this feature.

Based on the options your administrator sets, these statistics may include the remote computer's logged-in console user, operating
system, uptime, CPU, disk usage, and a screen shot from the last update.

Move Jump ltems from one Jump Group to another using the Jump Group dropdown. The ability to move Jump Items to or from different
Jump Groups depends upon your account permissions.

Further organize Jump Items by entering the name of a new or existing Tag. Even though the selected Jump Items are grouped together
under the tag, they are still listed under the Jump Group in which each Jump Item is pinned. To move a Jump ltem back into its top-level
Jump Group, leave this field blank.

Jump Items include a Comments field for a name or description, which makes sorting, searching, and identifying Jump Items faster and

easier.
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To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump ltem, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

Choose a Session Policy to assign to this Jump ltem. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.

Choose an Endpoint Agreement to assign to this Jump ltem. Depending on what is selected, an endpoint agreement is displayed. If
there is no response, the agreement is automatically accepted or rejected.

If you no longer need access to a remote system, select the Jump ltem and click Remove, or right-click on the Jump Item and select
Remove from the menu. You may select multiple Jump Items to remove them all at the same time.

x Note: If the remote user manually uninstalls a Jump Client, the deleted item is either marked as uninstalled or completely
removed from the Jump Items list in the access console. If the Jump Client cannot contact the B Series Appliance at the time it
is uninstalled, the affected item remains in its offline state. This setting is available at /login > Jump > Jump Clients. If a
Jump Client goes offline and does not reconnect to the B Series Appliance for 180 days, it is automatically uninstalled from the
target computer and is removed from the Jump interface.
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Use Remote Jump for Unattended Access to Computers on a
Separate Network

Remote Jump enables a privileged user to connect to an unattended remote computer on a network outside of their own network. Remote
Jump depends on a Jumpoint.

A Jumpoint acts as a conduit for unattended access to Windows and Linux computers on a known remote network. A single Jumpoint
installed on a computer within a local area network is used to access multiple systems, eliminating the need to pre-install software on
every computer you may need to access.

x Note: Jumpoint is available for Windows and Linux systems. Jump Clients are needed for remote access to Mac computers.
To Jump to a Windows computer without a Jump Client, that computer must have Remote Registry Service enabled (disabled
by default in Vista) and must be on a domain. You cannot Jump to a mobile device, though Jump Technology is available from
mobile BeyondTrust consoles.

Create a Remote Jump Shortcut

To create a Remote Jump shortcut, click the Create button in the Jump interface. From the dropdown, select Remote Jump. Remote
Jump shortcuts appear in the Jump interface, as well as Jump Clients and other types of Jump Item shortcuts.

Enter a Name for the Jump Item. This name identifies the item in the
. . . . Create New Remote Jump Shortcut X

session tabs. This string has a maximum of 128 characters.

From the Jumpoint dropdown, select the network that hosts the computer Please configure a new Remote Jump Shorteut.

you wish to access. The access console remembers your Jumpoint choice

the next time you create this type of Jump Item. tame: } }
Jumpoint: Lisbon >

Enter the Hostname / IP of the system you wish to access. Hostname /TP: | \

Move Jump Items from one Jump Group to another using the Jump Group Aump Group: 8. personal v

dropdown. The ability to move Jump Items to or from different Jump Groups Tag: \ |

depends upon your account permissions. T \ |
Jump Policy: ‘None V‘

Further organize Jump Items by entering the name of a new or existing Session Policy: | None ]

Tag. Even though the selected Jump Items are grouped together under the Endpoint Agreement: Do Nt Show the Agreement ]

tag, they are still listed under the Jump Group in which each Jump ltem is o o

pinned. To move a Jump ltem back into its top-level Jump Group, leave this

field blank.

Jump Items include a Comments field for a name or description, which makes sorting, searching, and identifying Jump Items faster and
easier.

To set when users are allowed to access this Jump ltem, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump Item, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

Choose a Session Policy to assign to this Jump ltem. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.

Choose an Endpoint Agreement to assign to this Jump ltem. Depending on what is selected, an endpoint agreement is displayed. If
there is no response, the agreement is automatically accepted or rejected.
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Use a Remote Jump Shortcut

To use a Jump shortcut to start a session, select the shortcut from the Jump interface and click the Jump button.

A dialog box opens for you to enter administrative credentials to the remote computer in order to complete the Jump. The administrative
rights must be either a local administrator on the remote system or a domain administrator.

The client files are pushed to the remote system, and a session attempts to start.

x Note: Because a Remote Jump attempts to connect directly back through the appliance, the end machine must be able to
communicate with the appliance as well. If this is not the case, you can use the Jump Zone Proxy feature to proxy the traffic
through the Jumpoint.

x Note: Jump Items can be set to allow multiple users to simultaneously access the same Jump Item. If set to Join Existing
Session, other users are able to join a session already underway. The original owner of the session receives a note indicating
another user has joined the session, but is not allowed to deny them access. For more information on simultaneous Jumps,
please see Jump Item Settings at www.beyondftrust.com/docs/privileged-remote-access/getting-started/admin/jump-

items.htm.
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Use Local Jump for Unattended Access to Computers on Your
Local Network

Local Jump enables a privileged user to connect to an unattended remote computer on their local network. Within the local area network,
the BeyondTrust user's computer can initiate a session to a Windows system directly without using a Jumpoint, if appropriate user
permissions are enabled. A Jumpoint is needed only when the BeyondTrust user's computer cannot access the target computer directly.

x Note: Local Jump is only available for Windows systems. Jump Clients are needed for remote access to Mac computers. To
Jump to a Windows computer without a Jump Client, that computer must have Remote Registry Service enabled (disabled by
default in Vista) and must be on a domain.

Create a Local Jump Shortcut

To create a Local Jump shortcut, click the Create button in the Jump interface. From the dropdown, select Local
Jump. Local Jump shortcuts appear in the Jump interface along with Jump Clients and other types of Jump Item reate .
shortcuts.

Enter a Name for the Jump Item. This name identifies the item in the
session tabs. This string has a maximum of 128 characters.

reate New Local Jump ortcut
oo New Local J Sh %

Please configure a new Local Jump Shortcut.

Enter the Hostname / IP of the system you wish to access.

Name: [ |

Move Jump ltems from one Jump Group to another using the Jump Group
dropdown. The ability to move Jump ltems to or from different Jump Groups

Hostname / IP: [ |

depends upon your account permissions. Jump Groups }3-““’5““‘ “l
Tag:

Further organize Jump ltems by entering the name of a new or existing < \ |

Tag. Even though the selected Jump Items are grouped together under the DR EE -l

tag, they are still listed under the Jump Group in which each Jump ltem is ::t:;“mt }:”:Mmmmem ::

pinned. To move a Jump Item back into its top-level Jump Group, leave this '

field blank. - -

Jump Items include a Comments field for a name or description, which
makes sorting, searching, and identifying Jump Items faster and easier.

To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump ltem, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

Choose a Session Policy to assign to this Jump Item. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.

Choose an Endpoint Agreement to assign to this Jump ltem. Depending on what is selected, an endpoint agreement is displayed. If
there is no response, the agreement is automatically accepted or rejected.

Use a Local Jump Shortcut

To use a Jump shortcut to start a session, select the shortcut from the Jump interface and click the Jump button.

A dialog box opens for you to enter administrative credentials to the remote computer in order to complete the Jump. The administrative
rights must be either a local administrator on the remote system or a domain administrator.
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The client files are pushed to the remote system, and a session attempts to start.

f Note: Jump Items can be set to allow multiple users to simultaneously access the same Jump ltem. If set to Join Existing
Session, other users are able to join a session already underway. The original owner of the session receives a note indicating
another user has joined the session, but is not allowed to deny them access. For more information on simultaneous Jumps,
please see Jump Item Settings at www.beyondtrust.com/docs/privileged-remote-access/getting-started/admin/jump-

items.htm.
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Use RDP to Access a Remote Windows Endpoint

Use BeyondTrust to start a Remote Desktop Protocol (RDP) session with remote Windows and Linux systems. Because RDP sessions
are proxied through a Jumpoint and converted to BeyondTrust sessions, users can share or transfer sessions, and sessions can be
automatically audited and recorded as your administrator has defined for your site. To use RDP through BeyondTrust, you must have
access to a Jumpoint and must have the user account permission Allowed Jump Methods: RDP via a Jumpoint.

x Note: You can use your own RDP tool for remote RDP sessions. For more information, please see "Change Settings and
Preferences in the Access Console" on page 12.

(1) IMPORTANT!

In order to use your own tool, you must enable Protocol Tunnel Jump in /login > Users & Security > Users > Access
Permissions > Jump Technology > Protocol Tunnel Jump. This may need to be enabled by a group policy.

Create an RDP Shortcut

To create a Microsoft Remote Desktop Protocol shortcut, click the Create button in the Jump interface. From the dropdown, select
Remote RDP. RDP shortcuts appear in the Jump interface with Jump Clients and other types of Jump Item shortcuts.

Enter a Name for the Jump Item. This name identifies the item in the

. . . . Create New Remote RDP Jump Shortcut X
session tabs. This string has a maximum of 128 characters.
From the Jumpoint dropdown, select the network that hosts the computer Please configure a new Remote RDP Jump Shortcut.
you wish to access. The access console remembers your Jumpoint choice _
the next time you create this type of Jump ltem. :m_ : }t : }
umpoint: rc_jump >
Enter the Hostname / IP of the system you wish to access. Hostname / P: | \
Username: ‘ ‘
Domain:
x Note: By default, the RDP server listens on port 3389, which is o }mr e - }
therefore the default port BeyondTrust attempts. If the remote |
RDP server is configured to use a different port, add it after the lgnore Untrusted
hostname or IP address in the form of <hostname>:<port> or e
<ipaddress>:<port> (for example, 10.10.24.127:40000). - e B ‘
ecureApp: e: None ~
. . . . . Jump Group: ‘_.. Personal . ‘
Provide the Username to sign in as, along with the Domain. . | |
Select the Quality at which to view the remote screen. This cannot be ozt \ |
changed during the remote desktop protocol (RDP) session. Select the * Jump Policy:  Afer Hours Schedile v
color optimization mode to view the remote screen. If you are going to be seonrutr R =
primarily sharing video, select Video Optimized; otherwise, select Black s

and White (uses less bandwidth), Few Colors, More Colors, or Full
Color (uses more bandwidth). Both Video Optimized and Full Color
modes allow you to view the actual desktop wallpaper.

To start a console session rather than a new session, check the Console Session box.

If the server's certificate cannot be verified, you receive a certificate warning. Checking Ignore Untrusted Certificate allows you to
connect to the remote system without seeing this message.
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x Note: When RemoteApp or BeyondTrust Remote Desktop Agent is selected in the SecureApp section, the Console
Session checkbox is unchecked. Remote applications cannot run in a console session on a RDP server.

To get more detailed information on the RDP session, check Session Forensics. For this feature to work, you must select an
RDP Service Account for the Jumpoint being used. When checking this setting, the following reminder displays:

Enabling this feature requires the RDP server to be configured to receive the monitoring agent and an RDP Service Account to be
configured with this Jumpoint. If these requirements are not met, all attempts to start a session will fail.

Note: In typical installations, the RDP service account requires privileges including access to create and control remote
services and write access to remote file systems. We recommend that you create an Entra ID account and use Entra ID group
policy settings to configure the permissions, however the exact permissions required depend on your Entra ID configuration.

When Session Forensics is checked, the following additional details are logged:

« Focused window changed event
« Mouse click event

+ Menu opened event

+ New window opened event

To start a session with a remote application, configure the SecureApp section. The following dropdown options are available:

+ None: When accessing a Remote RDP Jump Item, no application is launched.
+ RemoteApp:The user can configure an application profile or command argument, which executes and opens an application on a
remote server. To configure, select the RemoteApp option and enter the following information:
o Remote App Name: Enter the name of the application you wish to connect to.
o Remote App Parameters: Enter the profile details or command line arguments needed to open the application.

« BeyondTrust Remote Desktop Agent: This option facilitates passing parameters through an agent in order to launch
applications on a remote host. To configure, select the BeyondTrust Remote Desktop Agent option and enter the following
information:

o Executable Path: Enter the path of the application the agent will connect to.

o Parameters: Enter any parameters that you could normally type from a command line when launching the app on the
remote system.

1 For more information on Session Forensics and RDP service account, please see Jumpoint: Set Up Unattended Access to a
Network > RDP Service Account at https.//www.beyondtrust.com/docs/privileged-remote-access/getting-
started/admin/jumpoint.htm.

Inject Credentials

The option to Inject Credentials is made available when the BeyondTrust Remote Desktop Agent type is selected. This option
facilitates passing parameters as well as credentials through an agent in order to launch applications on a remote host. The first set of
credentials is in the Jump definition. These are the credentials for the user account you'll use to log into the remote system. There is a
secondary prompt for additional credentials, either manually provided or from a password vault. These secondary credentials are made
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available to the command line you define through the %USERNAME% and %PASSWORD% macros (additional macros shown below).
This allows you to pass additional credentials to the application you are launching (e.g., SQL Server Management Studio). To configure,
select the BeyondTrust Remote Desktop Agent: option and enter the following information:

o Enter the Executable Path and Parameters as described above.
o Target System: Enter the name of the system running the application.
« Credential Type: Enter the credential type as defined by the credential management system (e.g., SQL).

Macro Name | Result
%USERNAME% username
%USERPRINCIPLENAME % username@domain
%DOWNLEVELLOGONNAME% domain\username
%DOMAINY% domain
%PASSWORD% password
%PASSWORDRAW% password (without any attempt to escape special characters)
%TARGETSYSTEM% supplied target system value; in the case of SQL Server, this would be the SQL
Server name.
%APPLICATIONNAME % optional application name; in the case of SQL Server, this can be hard-coded to

"SQL Server" or something similar.

;{ Note: The BeyondTrust Remote Desktop Agent option requires a BeyondTrust Remote Desktop Agentto be
preconfigured on the target system. This agent can be downloaded from the My Account page in the /login interface. It is
neither version nor site-specific, and thus the same agent can be used for as many applications as the admin wishes to
support. Once the agent is installed, you can then use BeyondTrust to create RDP Jump ltems that are configured to use the
BeyondTrust Remote Desktop Agent option to launch any application installed on the remote system.

Note: RemoteApp relies on publishing applications using Microsoft RDS RemoteApps. Please refer to the Microsoft
documentation for publishing applications.

Move Jump ltems from one Jump Group to another using the Jump Group dropdown. The ability to move Jump ltems to or from different
Jump Groups depends upon your account permissions.

Further organize Jump ltems by entering the name of a new or existing Tag. Even though the selected Jump Items are grouped together
under the tag, they are still listed under the Jump Group in which each Jump Item is pinned. To move a Jump ltem back into its top-level
Jump Group, leave this field blank.

Jump ltems include a Comments field for a name or description, which makes sorting, searching, and identifying Jump ltems faster and
easier.

To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump Item, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

For more information about contained database users, please see Contained Database Users - Making Your Database
Portable at docs.microsoft.com/en-us/sql/relational-databases/security/contained-database-users-making-your-database-

portable.
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Use an RDP Shortcut

To use a Jump shortcut to start a session, select the shortcut from the Jump interface and click the Jump button.

Z;)rlfi :rre prompted to enter the password for the username you specified [ v )

Enter Credentials
These credentials will be used to connect to 10.10.24.127.

' ' example\admin

‘ [ Password

—

|D| Use another account
=]

| Insert a smart card

[ QK ] [ Cancel

Your RDP session now begins.

Note: When starting an RDP session, the RDP keyboard automatically matches the language you have set in the access
console. This functionality is available for Windows-based access consoles only.

Begin screen sharing to view the remote desktop. You can send the Ctrl-Alt-Del command, capture a screenshot of the remote desktop,
share clipboard contents, use Alt and Shift commands, and perform key injection. You also can share the RDP session with other logged-
in BeyondTrust users, following the normal rules of your user account settings.

x Note: Jump Items can be set to allow multiple users to simultaneously access the same Jump Item. If set to Start New
Session, then a new independent session starts for each user who Jumps to a specific RDP Jump ltem. The RDP
configuration on the endpoint controls any further behavior regarding simultaneous RDP connections. For more information on
simultaneous Jumps, please see Jump ltem Settings at www.beyondtrust.com/docs/privileged-remote-access/getting-
started/admin/jump-items.htm.

37
TC: 5/8/2024

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs
©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.


https://www.beyondtrust.com/docs/privileged-remote-access/getting-started/admin/jump-items.htm
https://www.beyondtrust.com/docs/privileged-remote-access/getting-started/admin/jump-items.htm
https://www.beyondtrust.com/docs/privileged-remote-access/getting-started/admin/jump-items.htm

PRIVILEGED REMOTE ACCESS 24.1

I BeyondTrust ACCESS CONSOLE USER GUIDE

Use VNC to Access a Remote Windows Endpoint

Use BeyondTrust to start a VNC session with a remote Windows or Linux system. Because VNC sessions are proxied through a Jumpoint
and converted to BeyondTrust sessions, users can share or transfer sessions, and sessions can be automatically audited and recorded as
your administrator has defined for your site. To use VNC through BeyondTrust, you must have access to a Jumpoint and have the user
account permission Allowed Jump Methods: Remote VNC via a Jumpoint.

Create a VNC Shortcut

To create a VNC shortcut, click the Create button in the Jump interface. From the dropdown, select Remote VNC. VNC shortcuts appear
in the Jump interface along with Jump Clients and other types of Jump Item shortcuts.

Enter a Name for the Jump Item. This name identifies the item in the
. . . . Create New Remote VNC Jump Shortcut X

session tabs. This string has a maximum of 128 characters.

From the Jumpoint dropdown, select the network that hosts the computer Please configure a new Remote VI Jump Shortcut.

you wish to access. The access console remembers your Jumpoint choice

the next time you create this type of Jump ltem. © Mame: [ |
Jumpaint: ‘trcjump ~ ‘

Enter the Hostname / IP of the system you wish to access. Hostrame / IP: | \
Port: ‘SQEI[I ‘
Jump Group: “._ Personal ~ ‘
Tag: ‘ ‘
Comments: ‘ ‘
= Jump Policy: ‘Aﬂer Hours Schedule > ‘
= Session Policy: ‘Worlshare > ‘
o

Note: By default, the VNC server listens on port 5900, which is,
therefore, the default port BeyondTrust attempts. If the remote
VINC server is configured to use a different port, add it after the
hostname or IP address in the form of <hostname>:<port> or
<ipaddress>:<port> (e.g., 10.10.24.127:40000).

Move Jump ltems from one Jump Group to another using the Jump Group dropdown. The ability to move Jump ltems to or from different
Jump Groups depends upon your account permissions.

Further organize Jump ltems by entering the name of a new or existing Tag. Even though the selected Jump Items are grouped together
under the tag, they are still listed under the Jump Group in which each Jump Item is pinned. To move a Jump ltem back into its top-level
Jump Group, leave this field blank.

Jump ltems include a Comments field for a name or description, which makes sorting, searching, and identifying Jump ltems faster and
easier.

To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump Item, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.
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Use a VNC Shortcut

To use a Jump shortcut to start a session, select the shortcut from the Jump interface and click the Jump button.
When establishing the connection to the VNC server, the system prompts you to enter the user name and password.
Your VNC session now begins. Begin screen sharing to view the remote desktop. You can send the Ctrl-Alt-Del command, capture a

screenshot of the remote desktop, and share clipboard text contents. You also can share, transfer or record the VNC session, following
the normal rules of your user account settings.

Note: Jump Items can be set to allow multiple users to simultaneously access the same Jump ltem. If set to Join Existing
Session, other users are able to join a session already underway. The original owner of the session receives a note indicating
another user has joined the session, but is not allowed to deny them access. For more information on simultaneous Jumps,
please see Jump Item Settings at www.beyondtrust.com/docs/privileged-remote-access/getting-started/admin/jump-

items.htm.
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Use a Protocol Tunnel Jump to Make a TCP Connection to a
Remote System

Using a Protocol Tunnel Jump, make a connection from your system to an endpoint on a remote network. Because the connection occurs
through a Jumpoint, the administrator can control which users have access, when they have access, and if the sessions are recorded.

Create a Protocol Tunnel Jump Shortcut

x Note: Protocol Tunnel Jump shortcuts are available only if their Jumpoint is configured for the Protocol Tunnel Jump method
on the /login > Jump > Jumpoint page.

To create a Protocol Tunnel Jump Shortcut, click the Create button in the Jump interface. From Remote Jump..
the dropdown, under Protocol Tunnel Jump, select the desired type of Protocol Tunnel Jump:
Local Jump...
e TCP Tunnel Remote RDP...
+ SQL Server Tunnel: This tunnel uses the Microsoft SQL Server Protocol as a Remote VNC...

database proxy, enabling credential injection for users and improved auditing. Protocol Tunnel Jum
Authentication is supported using Windows authentication and SQL login. p

o Kubernetes Cluster Tunnel: This tunnel uses the open source Kubernetes system, Uar Tl

also known as K8s, to manage connections. To use this tunnel, the Jumpoint must be SQL Server Tunnel...
hosted on a Linux system. The necessary configuration file is created in a local cache,
and deleted when the session is closed. Users are able to natively use the kubectl

Kubernetes Cluster Tunnel...

command line tool over this tunnel and have all commands and traffic fully proxied, Network Tunnel..
logged, and auditable. Shell Jump...
+ Network Tunnel: This network layer tunnel enables port tunneling of any TCP and non- Web Jump...

TCP protocol (e.g. UDP) traffic to a network. See "Create Network Tunnel" on page 43
for conditions and restrictions.

Protocol Tunnel Jump shortcuts appear in the Jump interface along with Jump Clients and other types of Jump Item shortcuts.
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Create TCP Tunnel

Enter a Name for the Jump Item. This name identifies the item in the
session tabs. This string has a maximum of 128 characters.

From the Jumpoint dropdown, select the network that hosts the computer
you wish to access. The access console remembers your Jumpoint choice
the next time you create this type of Jump Item.

Enter the Hostname / IP of the system you wish to access.

Specify a Local Address. The default address is 127.0.0.1. If you need to
connect to multiple systems on the same remote port at the same time, you
can enable that connection by changing each Protocol Tunnel Jump
Shortcut's address to a different address within the 127.x.x.x subrange.

In Local Port, specify the port that will listen on the user's local system. If
you leave this as automatic, the access console allocates a free port.

In Remote Port, specify the port to connect to on the remote system. This
is dictated by the type of server you are connecting to.

You can define multiple pairs of TCP Tunnels as necessary for your setup.
Added tunnels can be removed but not edited.

Move Jump Items from one Jump Group to another using the Jump Group
dropdown. The ability to move Jump Items to or from different Jump Groups
depends upon your account permissions.

Further organize Jump Items by entering the name of a new or existing
Tag. Even though the selected Jump Items are grouped together under the
tag, they are still listed under the Jump Group in which each Jump ltem is

PRIVILEGED REMOTE ACCESS 24.1
ACCESS CONSOLE USER GUIDE

ﬂ Create New Protocol Tunnel Jump Shortcut

Please configure a new Protocol Tunnel Jump Shortcut.

Name: |

Jumpoint: |Lisb0n

Hostname / IP: |

Local Address: [127.0.0.1

Tunnel Type: | TCP Tunnel

Local Port: |Automaﬁc |

Tunnels:

Remote Port: | |

Add

Local Port Remote Port  Remove

Jump Group: |_= Personal

Tag: |

Comments: |

Jump Policy: |None

Session Policy: |None

Reset OK

pinned. To move a Jump ltem back into its top-level Jump Group, leave this field blank.

Jump ltems include a Comments field for a name or description, which makes sorting, searching, and identifying Jump ltems faster and

easier.

To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump Item, choose a Jump Policy. These policies are configured by your administrator in

the /login interface.

Choose a Session Policy to assign to this Jump ltem. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.
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Create SQL Server Tunnel

Enter a Name for the Jump Item. This name identifies the item in the

. . . . [ Create New Protocol Tunnel Jump Shortcut >
session tabs. This string has a maximum of 128 characters.
From the Jumpoint dropdown, select the network that hosts the computer Please configure a new Protocol Tunnel Jump Shortcut.
you wish to access. The access console remembers your Jumpoint choice
the next time you create this type of Jump Item. Name: | |
Jumpoint: |Lisbon &7 |

Enter the Hostname / IP of the system you wish to access. Hostname / : | |

Specify a Local Address. The default address is 127.0.0.1. If you need to Local Address: 127001 |
connect to multiple systems on the same remote port at the same time, you Tunnel Type: | -
can enable that connection by changing each Protocol Tunnel Jump Usemame:  [Username |
Shortcut's address to a different address within the 127.x.x.x subrange. Database:  [Database |

L = rsona =
Enter the applicable Username and Database. um Grou: IL'PE : :

Tag:

Move Jump Items from one Jump Group to another using the Jump Group Comments: | |
dropdown. The ability to move Jump Items to or from different Jump Groups Jump Palicy: | Nane |
depends upon your account permissions. Session Policy: |None ~|
Further organize Jump Items by entering the name of a new or existing Reset oK

Tag. Even though the selected Jump Items are grouped together under the
tag, they are still listed under the Jump Group in which each Jump Item is
pinned. To move a Jump ltem back into its top-level Jump Group, leave this field blank.

Jump Items include a Comments field for a name or description, which makes sorting, searching, and identifying Jump Items faster and
easier.

To set when users are allowed to access this Jump ltem, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump Item, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

Choose a Session Policy to assign to this Jump Item. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.
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Create Kubernetes Cluster Tunnel

Enter a Name for the Jump Item. This name identifies the item in the

. . . . ﬂ Create New Protocol Tunnel Jump Shortcut X
session tabs. This string has a maximum of 128 characters.
From the Jumpoint dropdown, select the network that hosts the computer Please configure a new Protocol Tunnel Jump Shorteut.
you wish to access. The access console remembers your Jumpoint choice
the next time you create this type of Jump Item. Name: \ |

Jumpoint: ‘Lisbon ™ |
Specify a Loca! Address. The default address is 127.0.0.1. If you _need to Local Address: [127.00. |
connect to multiple systems on the same remote port at the same time, you S N
i | ype: Kubernetes Cluster Tunnel

can enable that connection by changing each Protocol Tunnel Jump URL Cster URL |

Shortcut's address to a different address within the 127.x.x.x subrange.

CA Certificates: CA Certificates
Enter the base URL for the Kubernetes cluster, beginning with https:/
For the CA Certificates, copy and paste a PEM-formatted certificate or

chain of certificates used to validate the cluster URL. When using a chain of
certificates, the typical order is domain, intermediate, and root.

, Tip: You may be able to obtain your certificate with the following Jump Grou: [ & Personal ol
command: kubectl get configmap kube-root-ca.crt -o jsonpath=" Ex \ |
{['data'][‘ca\.crt']}" Comments: | |

Jump Policy: ‘NDHE e |
. Session Policy: ‘None - |
Move Jump Items from one Jump Group to another using the Jump Group A — T

dropdown. The ability to move Jump Items to or from different Jump Groups
depends upon your account permissions.

Further organize Jump ltems by entering the name of a new or existing Tag. Even though the selected Jump Items are grouped together
under the tag, they are still listed under the Jump Group in which each Jump Item is pinned. To move a Jump ltem back into its top-level
Jump Group, leave this field blank.

Jump Items include a Comments field for a name or description, which makes sorting, searching, and identifying Jump Items faster and
easier.

To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump Item, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

Choose a Session Policy to assign to this Jump Item. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.

Create Network Tunnel

x Note: Network Tunnel Jump is an advanced feature and disabled by default. This feature can be activated, at no additional
cost, by contacting your BeyondTrust representative.

Accessing a Network Tunnel Jump Item with Privileged Remote Access requires the Access Console Network Tunneling
Service to be installed on the user's machine. It can be installed via a software deployment tool or manually from the /login >
Consoles & Downloads > Drivers page.

To use this tunnel, both the Privileged Remote Accessaccess console and Jumpoint must be running on Windows systems.
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x DHCP must be enabled on the endpoint network.

Enter a Name for the Jump Item. This name identifies the item in the

session tabs. This string has a maximum of 128 characters. W et T e e -

From the Jumpoint dropdown, select the network that hosts the computer Please configure a new Protocol Tunnel Jump Shorteut.

you wish to access. The access console remembers your Jumpoint choice

the next time you create this type of Jump Item. Name: \ |
Jumpoint: ‘Lisbon &7 |

Create afilter using the Filter Rules. You must create at least one filter, Tunnel Type: | NCHOTETOG -

and the filter must specify at least one IP address.
Filter Rules:  IP address(es) ‘ |

« IP Address: Enter an IP address, a list of addresses separated by Protocl AN ]
commas, or a range of addresses separate by a dash. You cannot REitEy
enter a listand a range. CIDR notation can be used. Only IPv4 is Lt [P e )
su pported . IP Address Port(s) Protocol Remove

o Ifdesired, select a Protocol. Most commonly used protocols are
listed first, in alphabetical order, followed by a full list of protocols in
alphabetical order.

e

; ' Tip: For information on protocols, see IANA Protocol Numbers.

The rules above allow matching traffic. All other traffic is dropped.

Jump Group: L‘ Personal &7 |

« Ifdesired, and if applicable to a selected protocol, enter a port, a list Tag: \ |
of ports separated by a comma, or a range of ports. Comments: | |
Jump Policy: ‘None ~ |

You can define multiple filters. From the list of added filters, filters can be .
Session Policy: ‘Nc»ne V|

removed but not edited. o o
Move Jump ltems from one Jump Group to another using the Jump Group
dropdown. The ability to move Jump ltems to or from different Jump Groups
depends upon your account permissions.

Further organize Jump ltems by entering the name of a new or existing Tag. Even though the selected Jump Items are grouped together
under the tag, they are still listed under the Jump Group in which each Jump Item is pinned. To move a Jump ltem back into its top-level
Jump Group, leave this field blank.

Jump Items include a Comments field for a name or description, which makes sorting, searching, and identifying Jump Items faster and
easier.

To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump ltem, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

Choose a Session Policy to assign to this Jump ltem. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.

Use Network Tunnels with TCP/UDP Protocol Filters

If configuring Network Tunnels specifically for filtering TCP traffic, you must account for the ephemeral port that TCP establishes during
the connection process in the Network Tunnel filters you create. The TCP ephemeral port range is configurable at the operating system
level, but its default varies by operating system. The recommended approach is to not configure any port range filters in combination with
TCP protocol filters. As an alternative, you can specify a range of ports that the ephemeral port will most likely be established on (e.g.
1024-65535), in addition to the target TCP port.
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If configuring Network Tunnels specifically for filtering UDP traffic, we also recommend not configuring any port range filters in
combination unless absolutely necessary and the port ranges known. Some processes do not bind to specific UDP source ports, leaving
this up to the operating system, making it difficult to predict which port ranges will be necessary to enable in the filter to allow UDP traffic as
expected.

Use a Protocol Tunnel Jump Shortcut

To use a Protocol Tunnel Jump shortcut to start a session, simply select the shortcut from the Jump interface and click the Jump button.

A session appears in your access console. Click the Protocol Tunneling
button to establish the connection.

If screen recording is enabled, a prompt appears, informing you that your desktop will be recorded. Click OK to continue. If you click
Cancel, the Protocol Tunnel will not be created.

If screen recording is enabled, an indicator appears at the top of your

L)
session screen. e —

The Current Tunnels section displays current connections and their
statuses. You also can view brief Network Statistics. L3S

To comectva

2 s

Local Adtress Remote Adaress | St
1270245695 172199121039 Uistening

You can now open a third-party client to perform tasks on the remote
system. Use the ports indicated to connect through the Jumpoint.

Sesioninio +
Copy  EditExternal Ky.

Network Statistics
Sent Received
oo woTon

s
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Stipulations to Correct Functioning

The Protocol Tunneling feature tunnels network traffic in a way that places some restrictions on how communication must occur between
the user's system and the endpoint.

TCP and SQL Server Tunnel Restricitons

o All traffic must be TCP.
« No more than 256 simultaneous connections can be handled.

« All TCP connections must originate from the endpoint and must be accepted by the listening user's system. The application's
protocol cannot require that the user's system make a separate connection back to the endpoint.

« Any TCP connections that the endpoint is to make back to the user's system must be made over tunnels already defined within the
Protocol Tunnel Jump ltem properties.

« Operating systems typically disallow non-elevated processes from listening on ports less than 1024. Therefore, the local port must
generally be greater than 1024. The endpoint software connects to the server by connecting to the local port on which the access
console (a non-elevated process) is listening.

« The endpoint software cannot make connections to any system on the remote network other than the one specified in the Protocol
Tunnel Jump Item properties.

« The protocol must be agnostic toward the hostname that the endpoint used to connect to the server. Otherwise, other means must
be made to satisfy the protocol's requirements, such as mapping a hostname to 127.0.0.1 in the hosts file or applying special
configuration to the endpoint client.

« If the tunnel definition has a local port that is different than the remote port (hamely, when the local port must be greater than 1024
because the server's port is less than 1024), the protocol must be agnostic toward the port that the endpoint client used to connect
to the server.

« Any protocol which goes beyond the case of making a single TCP connection from the endpoint client to the user's system
requires the administrator's understanding their specific protocol and the stipulations listed above.

Kubernetes Tunnel Restrictions

« No more than 256 simultaneous connections can be handled.

« All connections must originate from the endpoint and must be accepted by the listening user's system. The application's protocol
cannot require that the user's system make a separate connection back to the endpoint.
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Use Shell Jump to Access a Remote Network Device

With Shell Jump, quickly connect to an SSH-enabled or Telnet-enabled network device to use the command line feature on that remote
system. For example, run a standardized script across multiple systems to install a needed patch or troubleshoot a network issue.
Administrators can enable command filtering to help prevent users from inadvertently using harmful commands on SSH-connected
endpoints.

x Note: You can use your own SSH tool for the SSH protocol. For more information, please see "Change Settings and
Preferences in the Access Console" on page 12.

(1) IMPORTANT!

In order to use your own tool, you must enable Protocol Tunnel Jump in /login > Users & Security > Users > Access
Permissions > Jump Technology > Protocol Tunnel Jump. This may need to be enabled by a group policy.

Create a Shell Jump Shortcut

To create a Shell Jump shortcut, click the Create button in the Jump interface. From the dropdown, select Shell Jump. Shell Jump
shortcuts appear in the Jump interface, as well as Jump Clients and other types of Jump Item shortcuts.

x Note: Shell Jump shortcuts are enabled only if their Jumpoint is configured for open or limited Shell Jump access.

Enter a Name for the Jump Item. This name identifies the item in the

. . . . Create New Shell Jump Shortcut X

session tabs. This string has a maximum of 128 characters.
From the Jumpoint dropdown, select the network that hosts the computer Please configure a new Shell Jump Shortcut.
you wish to access. The access console remembers your Jumpoint choice | |
the next time you create this type of Jump Item. tame:

Jumpaint: |L\sbon ~ ‘
Enter the Hostname / IP of the system you wish to access. Hostrame / 7: | |

Protocol: |SSH > ‘
Choose the Protocol to use, either SSH or Telnet. Port: [ ‘
Port automatically switches to the default port for the selected protocol but | |

g . . Terminal Type: |)ﬂerm bd ‘
can be modified to fit your network settings.
D Send Keep-Alive Packets

Enter the Username to sign in as. KeepAlNE:  pterval: 10 seconcs z
Select the Terminal Type, either xterm or VT100.

Jump Group: |‘!Personal ~ ‘
You can also select to Send Keep-Alive Packets to keep idle sessions Tag: [ |
from ending. Enter the number of seconds to wait between each packet Comments: | |
Send_ Jump Policy: |None M ‘

Session Policy: |None ~ ‘
Move Jump Items from one Jump Group to another using the Jump Group o o
dropdown. The ability to move Jump ltems to or from different Jump Groups
depends upon your account permissions.
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Further organize Jump Items by entering the name of a new or existing Tag. Even though the selected Jump Items are grouped together
under the tag, they are still listed under the Jump Group in which each Jump Item is pinned. To move a Jump ltem back into its top-level
Jump Group, leave this field blank.

Jump Items include a Comments field for a name or description, which makes sorting, searching, and identifying Jump Items faster and
easier.

To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump Item, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

Choose a Session Policy to assign to this Jump Item. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.
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Use a Shell Jump Shortcut

To use a Shell Jump shortcut to start a session, select the shortcut from the Jump interface and click the Jump button.

If attempting to Shell Jump to an SSH device without a cached host key, you receive an alert that the server's host key is not cached and
that there is no guarantee that the server is the computer you think it is.

If you choose Save Key and Connect, then the key is cached on the Jumpoint's host system so that future attempts to Shell Jump to this
system do not result in this prompt. Connect Only starts the session without caching the key, and Abort ends the Shell Jump session.

When you Shell Jump to a remote device, a command shell session immediately starts with that device. If you Shell Jump to a provisioned
SSH device with an unencrypted key or with an encrypted key whose password has been cached, you are not prompted for a password.
Otherwise, you are required to enter a password. You can then send commands to the remote system.

If you Shell Jump to an SSH device with keyboard interactive MFA enabled, there is a secondary prompt for input.

Administrators can configure command filtering on Shell Jump items to block some commands and allow others in an effort to prevent the
user from inadvertently using a command that may cause undesireable results. In the event a user attempts to use a command that
matches an expression that is not allowed, they receive a prompt and are not allowed to execute the command.

Note: BeyondTrust's command filter uses extended regular expressions, which are not to be confused with egrep. For more
information, please see Regular expressions (C++) at docs.microsoft.com/en-us/cpp/standard-library/regular-expressions-

cpp.

Configure Shell Prompt Filtering:

1. Loginto the /login interface as a user with permissions to configure Jump Items and session policies.
2. Browse to Jump > Jump ltems and scroll down to the Shell Jump Filtering section.

3. Inthe Recognized Shell Prompts text box, enter regexes to match the command shell prompts found on your endpoint systems,
one per line.

;{ Note: Line breaks, or newlines, are not allowed within the command prompt patterns entered. If an endpoint system uses a
multi-line prompt, enter an expression that matches only the final line of the prompt in the text box.

4. Click Save.

;{ Note: Once you have entered the regexes you wish to use, you can test a shell prompt to determine if it matches any of the
regexes in the list. This allows you to test your regexes without starting a session. Enter the expression in the Shell Prompt
text box and click the Check button. A notice displays whether or not the shell prompt you entered matches one of the regexes
in the list.

Configure Command Filtering:

1. Browse to Users & Security > Session Policies and either create a new policy or edit an existing one.

;{ Note: You can also configure this for users and/or group policies.
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Locate the Command Shell settings in the Permissions section.

Because you will use command filtering with Shell Jump items, select the Allow radio button to allow the use of the command
shell.

4. Choose from Allow all commands, Allow the command patterns below, or Deny the command patterns below and specify
in the text box which regex patterns you wish to allow or block.

;( Note: Once you have entered the command patterns you wish to allow or block, you can test commands in the Command
Tester text box. A notice displays whether or not the command entered would be allowed to run on the remote system based
on the regexes specified in the list.

The two possible messages are:

o "The entered command shall be allowed based on your selections."
« "The entered command shall not be allowed based on your selections."

Use Credential Injection with SUDO on a Linux Endpoint

To use credential injection with SUDO, an administrator must configure one or more functional accounts on each Linux endpoint to be
accessed via Shell Jump. As the process for configuring the sudoers file is complex and varies by platform, please refer to your platform's
documentation for details on completing this process. Each functional account must:
o Allow authenticating via SSH (password or SSH key).
« Have the account credentials stored in the Endpoint Credential Manager (ECM).
» Have one or more entries in /etc/sudoers granting the functional account access to one or more commands to be executed as
root without requiring a password (NOPASSWD).

An administrator must create a Shell Jump Item for the endpoint.

Next, an administrator must configure the ECM and/or password vault to grant users access to the appropriate functional accounts for that
Jump Item.

When a user Jumps to the Shell Jump Item, they can choose from the list of functional accounts available for that endpoint. Each
functional account has its own set of commands that can be executed using SUDO, as configured by the administrator on the endpoint.
The credentials for the account are passed from the ECM to the endpoint.

;{ Note: Jump Items can be set to allow multiple users to simultaneously access the same Jump ltem. If set to Join Existing
Session, other users are able to join a session already underway. The original owner of the session receives a note indicating
another user has joined the session, but is not allowed to deny them access. For more information on simultaneous Jumps,
please see Jump Iltem Settings at www.beyondftrust.com/docs/privileged-remote-access/getting-started/admin/jump-

items.htm.
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Use a Web Jump to Access Web Services

With the proliferation of infrastructure components that have moved to web-based interfaces for configuration, IT administrators are faced
with an increasingly complex security management situation. With privileged access to web-based resources, it is a challenge to control,
audit, and enforce proper authentication without negatively affecting business productivity. IT administrators need a way to effectively
control and audit resources managed via web interfaces, including:

o Externally hosted Infrastructure as a Service (laaS) servers such as Amazon AWS, Microsoft Azure, IBM SoftLayer, and
Rackspace
« Internally hosted servers managed by hypervisor software such as VMware vSphere, Citrix XenServer, and Microsoft Hyper-V
« Modern core network infrastructure that leverages web-based configuration interfaces
The identity and access management capabilities vary significantly between laaS, hypervisor providers, and core infrastructure systems,
and many do not offer native multifactor authentication support, thereby missing that additional layer of security. These inconsistencies

across systems create opportunities for business vulnerabilities, such as misuse of accounts and access, leading to leaks of sensitive
data. BeyondTrust Web Jump is the extra layer of security for authenticating to these systems.

IMPORTANT!

Web Jump does not support Flash. Be sure to consult your hypervisor documentation and update it to a version that supports HTMLS.

x Note: The Web Jump Item is an add-on for Privileged Remote Access, and requires additional purchase.

Create a Web Jump Shortcut

Note: Before creating Web Jump shortcuts, ensure that your user account has the ability to access Web Jumps. This
permission is set on your user account in the /login interface under Access Permissions > Jump Technology.

To create a Web Jump shortcut, click the Create button in the Jump interface. From the dropdown, select Web Jump.
Web Jump shortcuts appear in the Jump interface with Jump Clients and other types of Jump ltem shortcuts. gdle .
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Enter a Name for the Jump Item. This name identifies the item in the Create New Web Jump Shortcut X
session tabs. This string has a maximum of 128 characters.

Please configure a new Web Jump Shortcut.

From the Jumpoint dropdown, select the Windows or Linux Jumpoint that
hosts the computer you wish to access. = Name: [eT pocs |

Jumpaint: |l'Ebon ~ ‘

* URL: |https:ﬁwww.bs-yondtrus‘t.com!ducsfmdex.htm ‘

Verify Certificate:

x Note: Copy/Paste functionality is not supported for Linux

Jumpoints. Credential Injection

Username Format: |Default ~ ‘

Authentication Timeout: |3 seconds M ‘

Type the URL for the web site you wish to access.

Login Form Detection

Check Verify Certificate if you want the site certificate to be validated Username Field: |Autndetect the username input element. (Recommended) ‘
before the connection is made. If this box is checked and issues are found Password Field: |Autndetectthe password input element. (Recommended) ‘
Wlth the Certificate, the Session doeS nOt Start. Submit Button: |Autndetect the submit input element. (Recommended) ‘
- Jump Group: |‘q_ Personal ~ ‘
T _
(1) ImPORTANT! o | \
"‘-.:.-'"’ Comments: | ‘
Jump Policy: |None ~ ‘
You should uncheck Verify Certificate only if you are Jumping to a Session Policy: |one - |
site that you trust but that uses a self-signed cetrtificate.

If you want to use credential injection, first select the Username Format:

o Default: This is the default value for new and existing Web Jump Items. The username is not modified before injection into the web
page and is used in the stored format. For the Endpoint Credential Manager (ECM), the credential may be in either UPN or DLLN
format. For Vault, the username is always in UPN format.

« Username Only: Independently of the format stored in either Vault or ECM (username@domain or domain\username), the
domain is removed and only the username is used.

Under Login Form Detection, the recommended practice is to leave the three fields empty, and allow the system to auto-detect and use
the information already stored for login. If auto-detection fails, the injection fails and a message states that the Username Field,
Password Field, and/or Submit Button could not be found.

If entering the names of the input elements, enter the HTML id, HTML name, or CSS selector for each element on the login page.

Example: This shows HTML ids with input fields and a submit button, as they might appear on the code view of a login page.
The HTML ids here are user, pwd, and button.

<form action="/action page.php">

Username: <input type="text" id="user"><br>
Password: <input type="password" id="pwd"><br>
<input type="submit" value="Submit" id="button">
</form>

Move Jump ltems from one Jump Group to another using the Jump Group dropdown. The ability to move Jump ltems to or from different
Jump Groups depends upon your account permissions.

Further organize Jump ltems by entering the name of a new or existing Tag. Even though the selected Jump Items are grouped together
under the tag, they are still listed under the Jump Group in which each Jump Item is pinned. To move a Jump ltem back into its top-level
Jump Group, leave this field blank.
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Jump Items include a Comments field for a name or description, which makes sorting, searching, and identifying Jump Items faster and
easier.

To set when users are allowed to access this Jump Item, if a notification of access should be sent, or if permission or a ticket ID from your
external ticketing system is required to use this Jump ltem, choose a Jump Policy. These policies are configured by your administrator in
the /login interface.

Choose a Session Policy to assign to this Jump ltem. The session policy assigned to this Jump Item has the highest priority when setting
session permissions. The ability to set a session policy depends on your account permissions.

For more information about identifying HTML form fields, please see online resources such as this page explaining the use of
CSS selectors at https://developer.mozilla.org/en-US/docs/Web/CSS/CSS_Selectors.

Use a Web Jump Shortcut

To use a Jump shortcut to start a session, select the shortcut from the Jump interface and click the Jump button.

Once a connection is made to the web site, click the screen sharing button. The web site's login interface becomes available.

H Privileged Remote Access Console - gabeyondtrustcloud.com - Scott - m} X

File Help
Home  Vault Accounts ~ FB X

== Screen Sharing

! %I ‘ ’ @ ‘hrtps:f,’www.facebook.comf - ‘P g 5 ! EV ! E

faCEbOOI( Password
Connect with friends and the world
around you on Facebook. |

Forgot Password? «

Create New Account

Create a Page for a celebrity, band or business

x Note: If you want to open a new tab in Windows or Linux, hold down the CTRL key and click the mouse button. For iOS, hold
down the Command key and click the mouse button.
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L

L J Tip: You can copy and paste text to and from the website by using the copy/paste controls of your operating system.
¥

Upload and Download Files using a Web Jump Shortcut

If you click a link to download a file from the web site, a prompt appears in your chat window asking you to accept or decline the download.
If you accept, a window opens on your computer allowing you to choose a download location.

Uploading files to the web site works similarly, opening a window to allow you to choose which file to upload.

Note: The privileged web access console does not support uploading files to a web page via a Web Jump. File upload to a
web page via Web Jump is supported only by the desktop access console application.

Use Credential Injection

1>
(1) mPORTANT!

Credential injection is not supported for non-secure sites (non-HTTPS).

;{ Note: This feature is not supported for ARM-based Windows systems.

When integrating BeyondTrust PRA with a password vault system, you can seamlessly access your web site accounts without viewing the
login screen or entering any credentials using credential injection.

;{ Note: Web Jump supports multi-step authentication, in which the username and password are not requested on the same
browser page. Web Jump also supports scenarios in which a user connects to an unauthenticated portion of a website, but
then attempts to enter an area using basic authentication. Furthermore, Web Jump supports sites that contain CAPTCHAS, by
allowing the users to complete the CAPTCHA without ending the credential injection process. Once interaction with a
CAPTCHA is complete, the user clicks the key icon in the access console to complete credential injection.

}( Note: For seamless credential injection on a VMware console, some configuration is required.
Go to the computer hosting the Jumpoint.

Download and install the VMware Client Integration Plugin.

Using admin permissions, open Windows services (services.msc) on the Jumpoint host.
Right-click the BeyondTrust Jumpoint and select Properties.

On the Log On tab under Local System account, check Allow service to interact with desktop.
Click OK.

On the user's local system, on which the access console is installed, start a Web Jump with the VMware URL specified
above.

N SO ok 0N =~

8. Select Use Windows Credentials.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 54

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 5/8/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED REMOTE ACCESS 24.1

I BeyondTrust ACCESS CONSOLE USER GUIDE

f 9. This causes a prompt on the Jumpoint host system to allow services to interact with an external program. Give the
service permission.

10. A VMware credential injection prompt is displayed. Uncheck the box asking if you want the prompt to be displayed
whenever the program is called. Click Accept.

11. You can now start Web Jumps to the VMware console using Windows credentials without a prompt.

For more information on downloading the appropriate VMware Client Integration Plugin, please see Upgrading VMware Client
Integration Plug-in to the latest version at https://kb.vmware.com/s/article/2145066.
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Access Toolset

Access Session Overview and Tools

Home  VautAccounts  S05Peak X L
= Screen Sharing
B ()@ |p B - N

Email or Phone Password

chebook I

Sign Up
Connect with friends and the It's free and always will be.
world around you on Facebook.

First name Last name

Mobile number or ema
See photos and updates from friends in News Feed.

New password

Share what’s new in your life on your Timeline Birthday

Aug T 2 vY 1994 v @

Gender )
Find more of what you're looking for with Facebook Search
Female Male © Custom @
By cieking Sign U, you agree o our Terms, Data Policy and
Gookies Polcy. You may recee SWS Notificstions from us and
«can opt out any time.
Sign Up
English (US) Espafiol Frangais (France) $XZ(Mff) w2 Portugués (Brasil) Italiano 3301 Deutscn B B#E +
SignUp LogIn Messenger FacebookLits Watch People Profles Pages Page Categories Places Games Locations Marketplace  Groups
Instagram  Local  Fundraisers Services About Create Ad Create Page Developers Careers Privacy Cookies  AdChoices[>  Terms
Account Security  Login Help  Help
Facebook 2019
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Session Tools

Click the menu icon at the top left of the session window to open session controls for your session. You can also
right-click the session tab to see session controls. From the menu, select Detach Session Tab to separate the
session from the console, or click the session tab and drag it away from the main window. The menu icon
remains with your session even if you detach the session tab, allowing you to position the session tab anywhere,
such as on a separate monitor, and retain session tool access. Reattach the session using the Attach Session
Tab selection in the menu or by clicking the X to close the detached window. Additionally, from the menu, select
Locate Sidebar to find the sidebar for the session, which can be helpful if you have several detached session
sidebars (see below) scattered on your screen. You can also rename the session or revert the name to the
default from the menu.

) - Collapse the sidebar to maximize your session workspace. To pin the sidebar again, hover over the collapsed
sidebar arrow and click the Pin Sidebar icon.

% % Click this icon to detach the sidebar. Once detached, the sidebar can be positioned anywhere on your desktop or
placed on a separate monitor. The sidebar also can be resized according to your needs, or resize the panes in
the sidebar for more viewing space. Click on the Attach Sidebar icon to reattach the sidebar. When the sidebar
is detached, the Home icon is enabled (see below).

ﬂ‘ This Home icon is enabled whenever the sidebar is detached. In the case where you might have several
sessions going on at the same time and several detached sidebars on your screen, clicking on a sidebar's Home
icon brings up the associated session, saving time and avoiding confusion when trying to identify which sidebar
goes with which session.

& Itis possible to reposition the different widget sections displayed on the sidebar, like the chat window, the
session info pane, etc. When hovering over the title bar of a section, the cursor turns into a closed hand, allowing
you to drag and reposition that section on the sidebar.

Invite another user to participate in a shared session. You maintain ownership of the session but can receive
input from one or more teammates or an external user.

The session owner can remove another user from a shared session.

Open a web browser on your computer to any sites defined by your administrator. This button can be configured
to include detailed information about the session, the endpoint, and/or the BeyondTrust user who is opening the
custom link. If, for instance, the external key matches the unique identifier of a case in your customer relationship
management system, clicking this button could pull up the associated case in the external system.

» i o

x Close your session tab entirely. You can close the session from the sidebar, the session menu, or the session
tab.

At the bottom right of the session window is information about the remote system. Also, if your administrator has enabled the XML API,
you may designate an external key for use in session reports. Any custom session attributes enabled by your administrator will appear in a
Custom Info tab. Click Copy to copy all information to your clipboard.

Another option that your administrator may choose to enable is the ability to log out the Windows user automatically or lock the remote
computer when the session closes. When you have been working on an unattended system, for example, locking the computer is
recommended to prevent unauthorized users from viewing private information. Set the action to take from the dropdown at the bottom of

the pane.
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Log Into Remote Systems Using Credential Injection from the
Access Console

When accessing a Windows-based Jump Item via the access console, you can use credentials from a credential store to log into the
endpoint or to run applications as an admin.

Before using credential injection, make sure that you have a credential store or password vault available to connect to BeyondTrust
Privileged Remote Access.

x Note: Credential injection is not available for Mac or Linux Jump Clients.

x Note: This feature is not supported for ARM-based Windows systems.
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Install and Configure the Endpoint Credential Manager

Before you can begin accessing Jump Items using credential injection, you must download, install, and configure the BeyondTrust

Endpoint Credential Manager (ECM). The BeyondTrust ECM allows you to quickly configure your connection to a credential store, such as
a password vault.

Note: The ECM must be installed on your system to enable the BeyondTrust ECM Service and to use credential injection in
BeyondTrust Privileged Remote Access.

System Requirements

+ Windows Vista or newer, 64-bit only
¢ .NET 4.5 or newer

1. To begin, download the BeyondTrust Endpoint Credential Manager (ECM) from BeyondTrust Support at beyondtrustcorp.service-
now.com/csm.

Start the BeyondTrust Endpoint Credential Manager Setup Wizard.

Agree to the EULA terms and conditions. Mark the checkbox if you @ BeyondTrust Endpoint Credential Manager Setup - x
agree, and then click Install.

BeyondTrust Endpoint Credential
If you need to modify the ECM installation path, click the Options

button to customize the installation location. Manager
EEYONDTRUST A
ENDPOINT CEEDENTIAL MANAGER
Note: You are not allowed to proceed with the installation unless END USER LICENSE AGREEMENT
you agree to the EULA. STANDARD TERMS AND CONDITIONS

THIS BEYONDTRUST ENDPOINT CREDENTIAL MANAGER END-USER
LICENSE AGREEMENT (thizs "Agreement") is entered into as of the date (the
"Effective Date') specified in the Order Form referencing the Software, between
BeyondTmst Corporation, a Delaware corporation {"Licensor"), and the individual
or entity set forth in the Order Form ("Customer”). Customer enters into and .

[l agree to the license terms and conditions

it

4. Click Next on the Welcome screen. ﬁ BeyondTrust Endpeint Credential Manager Setup — *

Welcome to the BeyondTrust Endpoint
Credential Manager Setup Wizard

The Setup Wizard will install BeyondTrust Endpoint Credential
Manager on your computer, Click Next to continue or Cancel
to exit the Setup Wizard.

fack [ Next | | cancel
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5. Choose a location for the credential manager, and then click Next. 8 BeyondTrust Endpoint Credential Manager Setup _ %
6. On the next screen, you can begin the installation or review any Destination Folder
previous Step_ Click Mext to install to the default folder or dick Change to choose another.

Install BeyondTrust Endpoint Credential Manager to:

IC:\Drogram Files\Bomgar\ECMY

Back [ Next | | Cancal |

7. Click Install when you are Feady to begin- 15 BeyondTrust Endpoint Credential Manager Setup - *

Ready to install BeyondTrust Endpoint Credential M @

Click Instal to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Install | | caneml |

8. The installation takes a few moments. On the screen, click Finish. 2 BeyondTrust Endpoint Credential Manager Setup _ %

Completed the BeyondTrust Endpoint
Credential Manager Setup Wizard

Click the Finish button to exit the Setup Wizard.
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}{ Note: To ensure optimal up-time, administrators can install up to three ECMs on different Windows machines to communicate
with the same credential store. A list of the ECMs connected to the appliance site can be found at /login > Status >
Information > ECM Clients.

;{ Note: When ECMs are connected in a high availability configuration, the BeyondTrust Appliance B Seriesroutes requests to
the ECM in the ECM Group that has been connected to the appliance the longest.

;{ Note: If you get a Windows plugin error during installation, locate and unblock BeyondTrustVaultRestPlugin.dll.

Configure a Connection to Your Credential Store

Using the ECM Configurator, set up a connection to your credential store.

1. Locate the BeyondTrust ECM Configurator you just installed using — ‘ e p— e o
the WlndOWS SearCh entry fleld or by VIeWIng yOUr Start menu Im Bomgar-ECMConfigurator.exe I 2/7/2017 340 PM Application 54
programs list. «1 Bomgar-ECMConfigurator.exe.config 2/10/2016 1021 A Configuration Sou... 1

) Lo . |87 Bomgar-ECMService.exe 2/7/2017 340PM  Application 24

2' Run the program to begln eStabIIShlng a ConneCtlon «4 Bomgar-ECMService.exe.config 2/10/2016 1022 A..  Configuration Sou... 1

. 3 . | Configurator.log 2/8/2017 1:.00 PM Text Document 6

When thfa ECM Configurator opens, complete the fields. All fields e S o
are required. | ECM.og 2/8/2017 1248 PM  Text Document 2
ECSMsettings 11/14/2016 221 PM  SETTINGS File 1

4| lognetdil 2/10/2016 1022 A..  Application extens... 294

4| NewtonsoftJson.dll 12/14/2016 325 PM  Application extens... 491

4] utildil 2/7/2017 340PM  Application extens.. 27

Enter the following values:

Field Label Value

ClientID The ID for your credential store.
Client Secret The secret key for your credential store.
Site The URL for your credential store instance.
Port The server port through which the ECM connects to your site.
Plugin Click the Choose Plugin... button to locate the plugin.
4. When you click the Choose Plugin... button, the ECM location Name ' Datemodiied  Type size
folder opens. 4 ECM.dIl 2/7/2017 3:40PM  Application extens. 62 KB
4 log4netdll 2/10/2016 10:22 A..  Application extens... 294 KB
5. Paste your p|ugin files into the folder. <] NewtonsoftJsondll 12/14/2016 3:25PM  Application extens.. 491 KB
&) Utildi 2/7/2017 3:40 PM Application extens. 27KB

6. Open the plugin file to begin loading.

Note: If you are connecting to a password vault, more configuration at the plugin level may be needed. Plugin requirements
vary based on the credential store that is being connected.
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(ﬁ IMPORTANT!

To apply new settings in the configuration, restart the ECM service.

Use Credential Injection to Access Remote Systems

After the credential store has been configured and a connection established, the access console can begin using credentials in the
credential store to log into remote systems.

Log into the access console.
Jump to a remote system with a Jump ltem installed as an elevated service on a Windows machine.

Click the Play button to begin screen sharing with the remote system. If the remote system is at the Windows login screen, the
Inject Credentials button is highlighted.
Click the Inject Credentials button. A pop-up credential selection dialog appears, listing the credentials available from the ECM.

Select the appropriate credentials to use from the ECM. The system ] v X

retrieves the credentials from the ECM and injects them into the Be PR LED
Windows login screen. -

6. The representative is logged into the remote system.

Choose from Favorite Credentials for Injection

After you have used a set of credentials to log into an endpoint, the system stores your preferred credentials for the endpoint and the
context in which they were used (to log in, to perform a special action, to elevate, or to push) in the B Series Appliance database. The next
time you use a credential to access the same endpoint, the credential injection menu makes a recommendation for which credentials to
use. The credentials are displayed at the top of the credentials list, under Recommended Accounts, followed by any remaining
credentials. If no credential history exists for an endpoint, the B Series Appliance displays all possible credentials, grouped by accounts
that are associated with the Jump Item and not associated with the Jump Item. Jump Item associations for accounts and account groups
are configured in /login.

The credential list recommends no more than five credentials.

Check Out and Check In Vault Credentials

You can easily access the Privileged Remote Access Vault directly from the access console. This allows
you to check out and check in credentials when needed, either during a session or on your local machine. Privileged Remote Acc
File Help
Home Vault Accounts
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Select the Vault Accounts tab to see a list of available credentials and
associated information.
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Control the Remote Endpoint with Screen Sharing

From the session window, click the Screen Sharing button to request
control of the remote computer if screen sharing does not automatically

start. Options may be available below the button depending on your
account settings. Click the gear button to view options. ! ° SCREEN SHARING
Once you have started a session, the access console immediately starts %

screen sharing with the endpoint. Depending on the system, you may have
full control or view only privileges while screen sharing with the system.

Screen Sharing Options

» Leaving all options unchecked requests full screen sharing, which grants view and control of the remote system's entire desktop
and all applications.

« If you check View Only, you may see but not control the remote screen.

+ Privacy Screen starts the session with remote view and control of the endpoint disabled. Privacy screen is not available when
supporting Windows 8.

[ Privileged Remote Access Console - techcomcloudpra.com - Scott
File Help

Home  VaultAccounts  S0SPesk X

= ScreenSharing | FileTransfer | Command Shell | System Info | Registry Access
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Screen Sharing Tools

Ed
=8

3

e A

Stop screen sharing.

While viewing the remote computer, start or stop control of the remote keyboard and mouse.

Representatives using a macOS system can send CTRL+Left-Click through the connected screen sharing session to the
remote system by using CTRL+CMD+Left-Click.

If your permissions allow, you can disable the remote user's screen view and mouse and keyboard input. The end user's
view of the privacy screen clearly explains that the BeyondTrust user has disabled the end user's view. The end user can
regain control at any time by pressing Ctri+Alt+Del.

Alternatively, disable the end user's mouse and keyboard input while still allowing them to view the screen. When input is
restricted, an orange border appears around the end user's monitors, and a message indicates that the BeyondTrust user
has mouse and keyboard control. The end user can regain control at any time by pressing Ctrl+Alt+Del.

Restricted endpoint interaction is available only when accessing macOS or Windows computers. Restricted customer
interaction is available only when supporting Windows computers. In Windows Vista and above, the endpoint client must
be elevated. On Windows 8, this feature is limited to disabling the mouse and keyboard.

Annotation tools allow easier collaboration during shared sessions. A number of tools are available, including shapes and
free drawing.

Reboot the remote system in either normal or safe mode with networking, or shut down the remote system.

Send a Ctrl-Alt-Del command to the remote computer.

Perform a special action on the remote system. Based on remote operating system and configuration, available tasks will
vary. Canned scripts available to the user appear in a fly-out menu. With the Run As special action on a Windows® system,
you may select credentials from an Endpoint Credential Manager. Use of the Endpoint Credential Manager requires a
separate services agreement with BeyondTrust. Once a services agreement is in place, you may download the required
middleware from the BeyondTrust Support Portal.

Access a dropdown of available smart card readers on your local system. Use the virtual smart card to perform
administrative actions, running programs in another user context or even logging in as another user. The appropriate
virtual smart card drivers must be installed on both your local system and the remote system, with their services running.

Torestart iOS device screen sharing. For details, see Supporting Apple iOS Devices at
www.beyondtrust.com/docs/privileged-remote-access/getting-started/access-console/apple-ios/index.htm. When
supporting an Apple OS X 10.10+ system attached to an Apple iOS 8.0.1+ mobile device, click this button to begin or end
view-only screen sharing on the attached iOS device. Note that this button is not visible unless you are in a standard
screen sharing access session with an Apple OS X Yosemite system, and that the button is not enabled unless an Apple
iOS 8.0.1+ device is connected to the OS X Yosemite system being supported.

Log into the endpoint using credentials provided by an external credential store. Use of the Endpoint Credential Manager
requires a separate services agreement with BeyondTrust. Once a services agreement is in place, you may download the
required middleware from the BeyondTrust Support Portal. Prior to 15.2, this feature is available only in sessions started
from an elevated Jump Client on Windows®. Starting with 15.2, you also may use an Endpoint Credential Manager in
Remote Jump sessions, Microsoft® Remote Desktop Protocol sessions, VNC sessions, and Shell Jump sessions.
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While screen sharing, capture a screenshot of the remote screen or screens at their full resolution, saved in png format.
Save the image file to your local system or to your clipboard. The capture action is recorded in the chat log with a link to a
locally saved image. The link remains active even after the customer has left the session, but it does not persist in the
BeyondTrust session report. You can adjust the directory where screenshots are saved by going to the File > Settings >
Tools menu in the access console. This feature works on Mac, Windows, and Linux.

e

Manually send the contents of your clipboard to the remote computer. This tool icon is not visible if you are permitted to
automatically send the contents of your clipboard or if you are disallowed to send clipboard information to the remote
system.

Manually receive the contents of your clipboard from the remote computer. This tool icon is not visible if you are permitted
to automatically receive the contents of your clipboard or if you are disallowed to receive clipboard information from the
remote system.

A2

Select an alternate remote monitor to display. The primary monitor is designated by a P.

View the remote screen at actual or scaled size.

Select the color optimization mode to view the remote screen. If you are going to be primarily sharing video, select Video
Optimized; otherwise select between Black and White (uses less bandwidth), Few Colors, More Colors, or Full Color
(uses more bandwidth). Both Video Optimized and Full Color modes allow you to view the actual desktop wallpaper.

View the remote desktop in full screen mode or return to the interface view.

« Whenin full screen mode, special keys are passed through to the remote system. This includes but is not limited to
modifier keys, function keys, and the Windows Start key.

+ When notin full screen mode, you can pass special keys to the remote system by placing the mouse pointer over
the screen sharing window.

« This does not apply to the Ctrl-Alt-Del command, which is sent with the toolbar button noted above.
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Use Annotations to Draw on the Remote Screen of the
Endpoint

Use annotation tools to collaborate with other users during shared sessions. Annotations provide an interactive way of communicating
visually, reducing potentially frustrating situations and speeding processes.

While in annotation mode you can still use your mouse to move or control items on the remote desktop. Holding down the Shift key
temporarily suspends annotation mode.

Enabling Annotations

To start using Annotations, click on its icon. !
Clicking on any of the dropdown menu items turns the Annotations mode on. ! | 5 H E- _’
The following tools and functions are available: . -
« Virtual Pointer ie|( @ |/ No Tool ._
* Pen “I'S) Virtual Pointer
« Rectangle drawing tool = i
« Ellipse drawing tool ; 7 Pen
« FEraser & | Rectangle
I )
« Undo () Ellipse
 Clear Vv 4 Eraser
« Red, Black, or White colors ‘
. . - Undo
e Thin, Medium, or Thick line ‘J .I.-'
bl
i3 i Clear i
cls .
... Red I
‘ Black [
m‘ White |
arl )
.| Thin 3
i h
. ", Medium l
. C
ip \ Thick
h:
0f . .
Hold Shift For Mouse Pass-through I
authonty such as army office
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You can select your tool from the Annotations dropdown menu or by right-
clicking inside the remote screen area. If you click on the areas outside of
the remote screen, the dropdown menu does not display.

Annotations appear on the remote screen to draw attention to specific
points of interest or highlight areas as needed.

To turn off Annotations, select No Tool from the dropdown menu, or click 5
Esc. - | !, & g. a

All annotations are deleted from the customer's screen when the session E . == |_
terminates. 1S} virtual Pointer v
i " Pen 1
[ Rectangle 2
i () Ellipse 3
V }' Eraser 0
» 4  Undo Ctrl+Z !
i) i Clear Backspace ar
clf
. Red Ctrl+1
& Black Ctrl+2
™ White Ctrl+3
g
] . Thin Alt+1 r
o SN Medium Alt+2 it
ip ™y Thick Alt+3 ¢
]
F Hold Shift For Mouse Pass-through r
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View Multiple Monitors on the Remote Endpoint

BeyondTrust supports remote desktops configured to use multiple monitors. When you first connect to a remote desktop, you will see the
primary monitor in the Screen Sharing tab. If additional monitors are configured, a Display icon will appear active in the Screen Sharing
toolbar, and a Displays tab will appear in the bottom right corner of the console.

| [ Privileged Remote Access Console - techcomecloudpra.com - Scott
File Help

Home  VaultAccounts  S0SPeak X

me
Screen Sharing | File Transfer | Comman: dShell | Systemlnfo | Registry Access

LLEBAR BiaED N

Using the Display Icon

Select the Display icon to see all the displays attached to the remote computer. In this view, the

remote monitors are represented by rectangles rather than thumbnail images. The position of . @ .I m ! ‘
i -

each rectangle corresponds to the position configured for each monitor on the remote desktop.

fL

The primary monitor appears in the Screen Sharing window by default. To change your view, I -

click on the rectangle that represents the monitor you wish to see. You can also select View All -

to show all the displays attached to the remote computer in the Screen Sharing window. E :

:

I 1M

[ View All ] =

]

AT

If the remote computer has no additional monitors attached, the Display icon will be inactive. %
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RDP Session Multi-Monitor Support

An option allows you to open a PRA connection expanded across all the
monitors on the client computer regardless of the client monitor
configuration. With this feature, you can fully utilize all the monitors
connected to the client computer, therefore being able to adjust screen -

sizing and scaling during an RDP session across multiple monitors. Use this monitor
v/ Span all monitors

Note: If you are using full screen view while using this feature, the
remote system is displayed across all of your monitors.

Using the Displays Tab

Select the Displays tab to see thumbnail images of all the displays
attached to the remote computer. The position of each thumbnail image
corresponds to the position configured for each display on the remote
desktop.

The monitor currently displayed in the Screen Sharing tab will be
highlighted.

The primary monitor appears in the Screen Sharing window by default. To
change your view, click on the thumbnail of the monitor you wish to see.
You can also select View All to show all the displays attached to the remote
computer in the Screen Sharing window.

If the session is in grayscale mode, the remote monitors are represented by
rectangles rather than thumbnail images. The position of each rectangle
corresponds to the position configured for each monitor on the remote

desktop.
Note: The refresh cycle of the thumbnail image is about three
seconds in ideal conditions but can lag depending on connection
speed and data transfer.
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File Transfer to and from the Remote Endpoint

During a session, privileged users can transfer, delete or rename files and even entire directories both to and from the remote computer,
or from the remote device and to or from the device SD card. You do not have to have full control of the remote computer in order to
transfer files.

Depending upon the permissions your administrator has set for your account, you may be allowed only to upload files to the remote
system or to download files to your local computer. File system access may also be restricted to certain paths on the remote or local
system, thereby enforcing that uploads or downloads occur only in certain directories.

Transfer files by using the upload and download buttons or by dragging and dropping files. Right clicking on a file brings up a context
sensitive menu from where you can, among other things, create a new directory; rename, open, or delete the file; or download it directly to
your machine.

Name Size  Type Date Modified Name Size Type Date Modified
=) Folder 06/25/2019 01:4%:17PM = Folder 08/05/2019 08:38:37 AM
610 Folder 04/04/2019 02:41:21 PM Flare API Folder 07/00/2018 06:40:46 AM
620 Folder 04/04/2019 02:42:23 PM Old Firefox Data Folder 06/11/2018 11:05:32 AM
630 Folder 04/04/2019 01:5%:27 PM PMIM Folder 06/06/2019 11:02:55 AM
640 Folder 04/04/2019 02:17:47 PM Release Notes Folder 07/08/2019 11:28:55 AM
650 Folder 04/04/2019 01:58:43 PM ] Cisco Webex Meetings.Ink 268 Shortcut 07/01/2019 12:32:08 PM
] Kindlenk 2KB  Shortcut 06/22/2018 0:58:17 AM
] Microsoft Edge.Ink KB Shorteut 06/10/2019 0:19:15 AM
=] Microsoft Teams.Ink 268 Shortcut 07/26/2019 04:.46:31 PM
mme notesitt 1KB  Tedt Document 05/29/2019 12:08:43 PM
notes-rebranding bt 1KE  Tedt Document 02/12/2019 07:14:45 PM
=] RingCentral.ink 268 Shortcut 07/12/2019 06:39:51 AM
] Screaming Frog SEO Spidernk KB Shartcut 05/16/2012 10:30:31 AM
B3 SFDC Product Codes.xsx 21KB  Microsoft Excel Worksheet 06/02/2016 03:53:23 PM
@ ] Spotify.Ink 1KB  Shortcut 05/31/2019 03:06:36 PM
STttt ohatDocument 07/25/2019 01:52:41 PM
Q B33 Unused_lmages_PAT & Up Directory cel Worksheet 00/10/2018 07:15:33 AM
& Refresh
@ Creste Directory L
#  Rename
@ Delete
& Open
68 Show Hidden ltems
@& Download
1 item, 345 KB

If an ICAP server is enabled, the file shows as "Scanning” until the transfer ends. During or after a file transfer, the results of
the scan appear in the File Transfer Log. If malware is detected in the file, it is not transferred. To enable an ICAP server,
please see Security at https.//www.beyondtrust.com/docs/privileged-remote-access/getting-started/admin/security.htm.

File Transfer Tools

Stop access to the remote device's file system when it is no longer needed.
Go up adirectory in the selected file system.

Refresh your view of the selected file system.

Create a new directory.

Rename a directory or file.

LR 10 . Y. 12
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Tx
g
G

Delete a directory or file. Note that deleting a file or folder permanently deletes it. It is not sent to the recycle
bin.

Show hidden files.

Select one or more files or directories and then click the appropriate button to upload the files to the remote
system or download to your local system. You can also drag and drop files to transfer.

If a file of the same name already exists in the location to which you are attempting to transfer a file, choose
whether to respond by automatically overwriting the existing file, canceling the transfer, or prompting for
each file of identical name. Note that if the content of the files is identical, the upload will be skipped and will
result in a warning message.

Preserving file information will keep the file's original timestamp. If this option is disabled, the file's
timestamp will reflect the date and time when it was transferred.

If automatic file transfer is enabled, transfers will begin as soon as the upload or download button is clicked
or afile is dragged from one file system to the other.

If automatic file transfer is not enabled, select from the transfer manager the files you wish to transfer and
then click the Start button to begin the transfer.

From the transfer manager, select a file and then click the Details button to view information such as the
date and time of the transfer, the origin and destination of the files, and the number of bytes transferred.

Select one or more files from the transfer manager and then click Cancel to stop the transfer from
completing.

Clear all information from the transfer manager.

@ 58 8 & D
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Open the Command Shell on the Remote Endpoint Using the
Access Console

Remote command shell enables privileged users to open a virtual command line interface on remote computers. Users can then type
locally but have the commands executed on the remote system. You can work from multiple shells. Note that scripts available to the user
may also be executed on the remote computer from the screen sharing interface.

Your administrator can also enable remote shell recording so that a video of each shell instance can be viewed from the session report. If
shell recording is enabled, a transcript of the command shell is also available.

Privileged Remote Access Console - qabeyondirustcloud.com - Scott — m] X

File Help
Home  VaultAccounts  FT- MOBILE OFFICE X

== ScreenSharing  File Transfer  Command Shell  SystemInfo  Registry Access

WO @ aysee o

Shell 1
n

Command Shell Tools
E Stop command prompt access when it is no longer needed.
n a Open a new shell to run multiple instances of command prompt, or close individual shells without relinquishing

command prompt access. Shells are tabulated at the bottom of the screen.

E‘. If permitted, access a dropdown of previously written scripts. When you select a script to run, you will see a
prompt with a brief description of the script. When you click Yes, the script will run in the active command shell.
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g Access tools to use within the command prompt. Paste the contents of your clipboard either by selecting it from
the menu or by right-clicking in the terminal window. Copy a log of the current shell to your clipboard or save it to
your computer. To copy a portion of the text, select it. Clear any lines not currently in sight, or clear all content
from the terminal. Tools can also be accessed by pressing Ctrl+right-click within the terminal window.

Select the size at which to view the display. Choose from 80x50, 80x25, or any size.

SALES: www.beyondtrust.com/contact SUPPORT: www.beyondtrust.com/support DOCUMENTATION: www.beyondtrust.com/docs 74

©2003-2024 BeyondTrust Corporation. All Rights Reserved. Other trademarks identified on this page are owned by their respective owners. BeyondTrust is not a chartered bank or trust company, or TC: 5/8/2024
depository institution. It is not authorized to accept deposits or trust accounts and is not licensed or regulated by any state or federal banking authority.



PRIVILEGED REMOTE ACCESS 24.1

I BeyondTrust ACCESS CONSOLE USER GUIDE

View System Information on the Remote Endpoint

Privileged users may view a complete snapshot of the remote device's or computer's system information to reduce the time needed to
diagnose and resolve the issue. The system information available varies depending on the remote operating system and configuration.
Users with appropriate permissions may also kill processes; may start, stop, pause, resume, and restart services; and may uninstall
programs.

Because the large amount of data that can be pulled may result in slow
transmission times, you can choose to start your view with only the
Overview tab or to pull data for all tabs. If you choose to start with
Overview Only, you can gather data from the other tabs by going to the
section you need to view and clicking the Refresh button at the top of that
section.

Overview Only

All Categories

[ Privileged Remote Access Console - techcomeloudpra.com - Scott
File  Help

Home  VaultAccounts ~ SOSPeak X

= ScreenSharing | File Transfer | Comrmand Shell | Systemlinfo | Registry Access

LU

Overview  Devices  Processes  Events  Programs  Services
s WHH L QBB
~

Name Status  Startup Type  Log On As Deseription
ActiveX Installer (AxinstsV) Stopped Manual Localsystem Provides User Account Control validation for the installation of ActiveX controls from the Intemet and enables management of ActiveX control installation based on Group Policy settings. This service is starte
Adobe Genuine Monitor Service Running Auto Localsystem Adobe Genuine Monitor Service

Adobe Genuine Software Integrity Service Running Auta LocalSystem Adobe Genuine Software Integrity Service

AdobeUpdateService Running Auto Localsystem

Allioyn Router Service Stopped Manual NT AUTHORITV\LocalService  Routes Allloyn messages for the local Allloyn clients. Ifthis service is stopped the Allioyn clients that do not have their own bundled routers will be unable to run,

Alps HID Manitor Service Running Auta LocalSystem Manitor HID device for Alps

App Readiness Stopped Manual LocalSystem Gets apps readly for use the first time a user signs in to this PC and when adding new 2pps.

Apple Mobile Device Service Running Auto Localsystem Provides the interface to Apple mobile devices.

Application Identity Stopped Manual NT Authority\LocalSenvice Determines and verifies the identity of an application, Disabling this service will prevent AppLocker from being enforced,

Application Information Running Manual Localsystem running of ith additional privileges. If this service s stopped, users will be unable to launch applications with the additional administrative privileges the
Application Layer Gateway Service Stopped Manual NT AUTHORITW\LocalService  Provides support for 3rd party protocol plug-ins for Internet Connection Sharing

Application Management Stopped Manual Localsystem , removal, and requests for through Group Palicy. If the service is disabled, users will be unable to install, remove, o enumerate software deployed throug
AppX Deployment Service (AppXSVC) Stopped Manual Localsystem Provides infrastructure support for deploying Store applications. This senvice is started on demand and if disabled Store applications will not be deployed to the system, and may not function propery.
AssignedAecessManager Service Stopped Manual LocalSystem AssignedAccesshanager Senvice supports kiosk experience in Windows.

Auta Time Zone Updater Stopped Disabled NT AUTHORITV\LocalService  Automatically sets the system time zone,

AVCTP service Running Manual NT AUTHORITV\LocalService  This is Audio Video Control Transport Protocol service

Avecto Defendpoint Service Running Auto LocalSystem Manages application privileges through policy

Avecta IC3 Adapter Running Auto NC3Adapter 1C3 Adapter for the Avecto Defendpoint Senvice,

Background Intelligent Transfer Service Running Auto (delayed) LocalSystem Transfers files in the background using idle network bandwidth. If the service is disabled, then any applications that depend on BITS, such as Windows Update or MSN Explorer, will be unable to automatically
Background Tasks Infrastructure Service Running Auto LocalSystem Windows senvice that g can run on the system

Base Fikering Engine Running Auto NT AUTHORITV\LocalService  The Base Filtering Engine (BFE) is a service that manages firewall and Internet Protocal security (IPsec) policies and implements user mode filtering. Stopping or disabling the BFE service will significantly reduc
BeyondTrust Privileged Remote Access Jump Client [tcpam1.qa.bomgar.com] Running Auto (delayed) LocalSystem This senvice is used by the BeyondTrust Privileged Remote Access Jump Client. Please see beyondtrust.com/ for

BitLocker Drive Encryption Service Running Manual localSystem BDESVC hosts the BitLocker Drive Encryption service. BitLocker Drive Encryption provides secure startup for the operating system, as well as full volume encryption for 05, fixed or removable volumes. This ser
Block Level Backup Engine Service Stopped Manual localSystem The WBENGINE service s used by Windows Backup to p backup and recovery ops . f this service i stopped by a user, it may cause the Iy g backup or recovery op: to fail. Dise
Bluetooth Audio Gateway Service Running Manual NT AUTHORITV\LocalService  Servi the audio g of Handsfree Profile

Bluctooth Support Service: Running Manual NT AUTHORITV\LocalService  The Blustooth service supports discovery and association of remote Bluctooth devices. Stopping or disabling this service may cause already installed Bluctooth devices to fail to operate properly and prevent
Bluetooth User Support Service_1fd4b5 Stopped Manual The Bluetooth user service supports proper functionality of Bluetooth features relevant to each user session,

Bomgar Connection Agent 1.0 [biognome_pam_bom] [Agent Name: BomgarAD] Running Auto LocalSystem This senviceis part of Bomgar. Itis used to proxy authentication requests from the box to your athentication server.

Bomgar Connection Agent 1.0 [daleT] [Agent Name: BomngarAD_Users] Running Auto LocalSystem This serviceis part of Bomgar. It is used to proxy q the ¥e server.

Bomgar ECM Service Running Auto Localsystem Aclient service between an extemal credential store and a Bomgar site.

Bomgar Integration Client Scheduler Running Auto LocalSystem This senviceis used by the Bomgar Integration client. Please see http://wwiw. bomgar.com for more information

Bomgar Jump Client [biognome.bomgar.com] Running Auto (delayed) LocalSystem This senvice is used by the Bomgar Jump Client. Please see http://www.bomgar.com/ for more information.

Bomgar Jumpoint [tcpam1.qa.bomgar.com] Running Auto Localsystem Allows the Bomgar Representative Console ta push to hosts on the network on which the Jumpoint resides.

Bonjour Service Running Auto LocalSystem Enables hardware devices and esto on the network and advertise their presence.

BranchCache Stopped Manual NT AUTHORITY This peers on the local subnet.

Capability Access Manager Service Running Manual Localsystem Provides facilities for managing UWP apps access to app capabilities as wel as checking an app's access to specific app capabilities

CaptureService_1fd4bs Stopped Manual GneCore Capture Service

Certificate Propagation Running Auto LocalSystem Copies user certficates and root certficates from smart cards into the current user's certificate store, detects when a smart card is inserted into 2 smart card reader, and, if needed, installs the smart card Plug ¢
Cisco AnyConnect Secure Mobility Agent Running Auto Localsystem Cisco AnyConnect Secure Mobility Agent for Windows

Client License Service (ClipSVC) Stopped Manual LocalSystem forth This service is started on demand and if disabled applications bought using Windows Store will not behave correctly

Clipboard User Service_1fd4bS Running Manual This user service s used for Clipboard scenarios

CNG Key Isolation Running Manual Localsystem The CNG key isolation service s hosted in the LSA process. The service provides key process isolation to private keys and associated cryptographic operations as required by the Common Criteria, The service
COM+ Event System Running Auto NT AUTHORITV\LocalService  Supports System Event Notification Service (SENS), which provides automatic distribution of events to subscribing Component Object Mode! (COM) components. If the service s stopped, SENS will close and
COM- System Application Stopped Manual LocalSystem Manages the canfiguration and tracking of Component Object Model (COM)+-based components, If the service s stopped, most COM-+-based components will not function property. If this service i disabls
Computer Browser Running Manual Localsystem Maintains an updated list of computers on the network and supplies this list to computers designated as browsers. If this service s stopped, this list wil not be updated o maintained. If this service is disabled
Connected Devices Platform Senvice Running Auts (delayed) NT AUTHORIT\LocalService  This senvice is used for Connected Devices Platform scenarios .
< >
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System Information Tools
Stop pulling information about the remote system. Stopping will leave the last updated information available to view but will
not pull current data.

Refresh your view of system information or pull information for tabs to which you did not initially request access. Refresh
can take place for individual sections or for all sections of the selected tab.

Auto-refresh a category of system information.

Copy the information to your clipboard. Copy individual sections or all sections of the selected tab.

Save a text file of the system information to your local computer. You can save individual sections or all sections of the
selected tab.

End a running process on the remote system.

Uninstall an app on the remote system.

Start a stopped service on the remote system.

Resume a paused service on the remote system.

Pause a running service on the remote system.

Stop a running service on the remote system.

Restart a running service on the remote system.

FH &G AFTEHE S S
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Access the Registry Editor on the Remote Endpoint

Access a remote Windows registry without requiring screen sharing. While in the virtual registry editor, you can add new keys, delete keys,
edit keys, search, and import or export keys.

[E] Privileged Remote Access Cansole - techcomcloudpral gabeyondtrustcloud.com - Scott - ] X
File Help
Home Vault Accounts FT- MOBILE OFFICE %
E Screen Sharing File Transfer Command Shell System Info Registry Access
v ! Computer Name Type Data
> (8 HKEY_CLASSES_ROOT
@ (Default) REG_SZ (value not set)
> (9 HKEY_CURRENT_USER
> (8 HKEY_LOCAL_ MACHINE
> [ HKEY_USERS
v HKEY_CURRENT_CONFIG
> a Software
>l System
-
Computer [jvalente]\HKEY_CURRENT_CONFIG
c Refresh the registry.
% Import registry entries from a file.
% Export registry entries to a file.
% Create a new registry key.
Q Create a new registry value.
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Modify the selected registry value.

Rename the selected registry entry.

Delete the selected registry entry.

L opew

Search the registry.

Find next.
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Session Management and Team Collaboration

View Active Access Sessions

Session queues provide information about and access to currently running sessions. The Personal queue contains sessions you are
currently running, as well as invitations for you to join a shared session.

You also have queues for any teams of which you are a member. If another user requests any member of a team to join a session, that
invitation appears in the team queue. When no specific team is selected, team managers and leads can also see which team members
have sessions running.

Click the star to the left of a team name to mark that queue as a favorite. If a team chat message is sent, an orange chat bubble appears in
place of the star.

Sort your queues by several criteria, including the length of time the session has been running, the computer name, external key, etc. You
can also search for an active session. Click on an item in queue to view its details. Click it again to close the details pane. The access
console remembers the column order and the sort order of the session queue the next time the access console is launched.

You can run multiple sessions simultaneously. At the top of the access console, a tab exists for each session you have open.

Home  VaultAccounts  S05Peak X

[Jﬁ\ccep’( ] |x Declinel Q Search Items.., ) 4
Favorites 1 * Owner Status Computer 05 | | Owner: Jenny
® Personal 1 | | Type: Session
s User Team 0 I@ LN Ipmas LRSI l. Session Status: In Progress
@ Terry In Progress sxNpLwso3sos [ | Computer Name:  JXNPVWSIPITT
Operating System: I. Windows 7 Enterprise x54
My Teams 1 Time in the Systemn: 0:05:40
‘._ Personal 1 IP Address: 17219191.29
. Remote Team a External Key:
r Systems Team 0
# User Team 0
All Users
| Monitor | |Join | |Take Over
2 Enic 02
_._ Graham 0
B John 0
2 Michael 0 v
- T [ n 3
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Use the Dashboard to Administer Team Members

The dashboard feature enables privileged users to view and monitor o [Tt a®
ongoing sessions, enabling administrative oversight to help manage staff. L] Ko R %
Based on roles assigned from the Teams page of the administrative s | [@7e s sownses 81
interface, team leads can monitor team members of a given team, and team

managers can monitor both team leads and team members of that team.

T
s

605
Syte.. B8 Vindows Enterprisesté
eSyst. 02717

121810027

If a user is a team manager or team lead of one or more teams, selecting
one of those queues causes the dashboard pane to appear beneath the
queue selection pane on the Home tab of the console. In this pane appear
any logged-in team members of a lower role for the selected team.

Select a user from the dashboard pane to view any sessions they may be running. A team manager or team lead can take over a session
from another user of that team by selecting the appropriate session from the queue and clicking the Take Over button. This transfers
ownership of that session to the team manager or team lead, with the original user remaining in the session as a participant.

Itis also possible for a team manager to join a session in progress by clicking the Join button. The behavior is similar to joining a session
via session invitation, except that no invitation is required.

Note: The team lead can join or take over a team member's session only if the team lead has start session access to the Jump
Item that was used to create the session, or the dashboard setting to allow join or take over without start session access is
checked.

If configured in the /login interface, a team manager or team lead can o e
monitor team members of a lower role even if there are no ongoing
sessions, as long as those users are logged into the console.

Anicon is displayed in the corner of the user's desktop to indicate that monitoring is taking place. When the
user moves the cursor near this icon, the icon moves to another corner to prevent obscuring the screen.
Select the user whose screen you wish to view and then click the Monitor button. This opens a new tab in
your console, displaying the user's console.

To gain control of the user's computer, click the Enable Mouse/Keyboard Control button.

Within a team, a user can administer only others with roles lower than their own. Note, however, that roles
apply strictly on a team-by-team basis, so that a user may be able to administer another user in one team but
not be able to administer that same user in another team.
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Chat with Other Users

From the Home tab of the console, you can chat with other logged-in users. If

you are a member of one or more teams, select whichever team you would like >
to chat with from the list of queues at the left of the Home tab. You can chat with Server Issues
all members of that team or chat with just that one.

(16:49:03) Wiliar Blake has joined the conversation.

Click the arrow icon at the top left of the sidebar to collapse the sliding sidebar. (16:49:04) Willam Blake i online.

If the sidebar is collapsed, hover over the arrow by the hidden window to reveal (16:50:19) You said:

it. Click the pin icon that replaced the arrow icon at the top left of the sidebar to 1 may need some help with this session. Do you have
re-pin the sliding sidebar. a minute?

#(16:51:32) William Blake said to you:
Sure, what's up?

(16:53:11) Jorge Amado has joined the conversation.

When typing, misspelled words will be underlined in red. Right-click to view
spelling suggestions or to ignore that spelling for the current console login.

In the settings, you can choose if the team chat should include status (16:53:12) Jorge Amado is online.
messages, such as users logging in and out, or only chats sent between team
members.

—;‘[ Everyone

2 lorge Amado
¥ william Blake

Show Screen. Send File  Send
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Share your Screen with Another User

If your administrator has enabled this permission, you can share your
screen with another user without the receiving user having to join a session.
This option is available even if you are not in a session.

From a team queue, select a user, and click Show Screen. If working with
more than one monitor, you can select which one to share or which apps
will be visible to the other user. Once you have made your selection, the
receiving user will get a notification with the option to accept or decline the

invitation.
A Show Screen window appears, showing the name of the user that is now viewing your B showscreen-.. — b
screen. This window contains a chat box and the options to stop screen sharing, grant the
receiving user control, and select which monitor and which apps to share. You can stop I:l & ! % x
sharing your screen but keep this window open, or you can close the sharing session " your invitation and may now view -
completely. If you leave the Show Screen window open, you can restart sharing your screen. your screen.

(06:23:14) Scott has started screen

sharing.

(06:23:14) Hiro Protagonist is online.

(D6:24:05) You said:
I will show you the new settings...

Send Fle  Send

Share My Screen Tools

Sharing User

Temporarily stop sharing your screen with another user. This pauses screen sharing but does not close the Show Screen
window, allowing you to restart screen sharing.

u (Re)start screen sharing.

Grant mouse and keyboard control to the user viewing your screen.
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Select the monitor to share with another user. The primary monitor will be designated by a P.

Select which apps to share with the user viewing your screen.

End the screen sharing session. This closes the user screen sharing interface.

Viewing User
The user sharing their screen with you has granted you keyboard and mouse control.

Turn on a virtual pointer, visible on the sharing user's screen.

Capture a screenshot of the sharing user's screen at its full resolution.
View the remote screen at actual or scaled size.
View the remote desktop in full screen mode or return to the interface view.

End screen sharing session. This closes the user screen sharing interface.

XHHAK &£
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Share a Session with Other Users

Invite another user to join a session by clicking the Share button in the
session tools. By default, only teams to which you belong will be listed.

(&) & & X

Everyone Cancel Invitation 3

You can select a user listed in the teams displayed to invite them to join the
session.

(10:28:16) A session invit] “I Invite External User...
Issues team.

If you select Any User, the invitation is sent to the team queue so that any

single user in the selected team can join the session. You can send multiple % Team:RemoteAccess b | Teams '
invitations if you want more users from the team to join your session. % Team: Server ssues v | Users D
) . . S Team: Traini ’
Users are listed here only if they are logged into the console or have L cam: raning T Any User
extended availability enabled. . Mary Shelley
. . . % Roald Dahl

If you are permitted to share sessions with users who are not members of

" . . . Robert Frost
your teams, additional teams are displayed, provided that they contain at -

least one member logged in or with extended availability enabled.
When you invite a user with extended availability enabled, they receive an email notification.

If you have sent an invitation and it is still active, you may revoke the invitation by selecting it from the Cancel Invitation menu. Only the
session owner can send invitations. Invitations do not time out as long as you remain the session owner. Multiple active invitations cannot
exist for the same user to join the same session.

An invitation is made inactive when one of the following events occurs:

o The inviting user cancels the invitation
e The session ends

o The invited user accepts the invitation
» The invited user declines the invitation

When an additional user joins a shared session, they are able to see the entire chat history.
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Chat with Other Users During a Shared Session

The session chat window serves as a running log of everything that

happens throughout the session, including files transferred and tools used. > JKMPLWS0 3505 A D
If one or more users are sharing the session, you can chat with the other !)' %. ﬂ x
users. When an additional user joins a shared session, they are able to see - -

the entire chat history. Everyone

PO rE—

(15:11:26) A session invitation was sent to Robert

» (1

Click the arrow icon at the top left of the sidebar to collapse the sliding
sidebar. If the sidebar is collapsed, hover over the arrow by the hidden

window to reveal it. Click the pin icon that replaced the arrow icon at the top Frost.

left of the sidebar to re-pin the sliding sidebar. (15:11:29) Robert Frost has accepted the invitation
to this access session.

When typing, misspelled words will be underlined in red. Right-click to view {15:11:28) Robert Frost has joined the conversation.

spelling suggestions or to ignore that spelling for the current console login. (15:13:45) You said:

I could use your help getting this system

connected to an external network.
{15:14:00) Robert Frost said:

Sure thing.

Messages appear as plain text in the chat input area. You can add or edit
BBCode tags within a message to add text formatting. Formatting will be
applied once the message has been sent.

_‘L Robert Frost

Send

Note: It is possible to reposition the different widget sections displayed on the sidebar, like the chat window, the session info
pane, etc. When hovering over the title bar of a section, the cursor turns into a closed hand, allowing you to drag and reposition
that section on the sidebar.
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Use Extended Availability to Remain Accessible when Not
Logged In

With extended availability, privileged users can receive email invitations to share sessions,
even if they are not logged into the console. When sending an invitation, you may invite fellow Privileged Remote Access Console
team members. If permitted, you may also invite users from teams to which you do not belong. File | Hel
ile Help
If your account is configured for extended availability, you can enable or disable the Settings.
functionality from the File menu of the access console. gs-
If you have extended availability enabled, you will see a notification when you log into the Enable Extended Availability
console. From this dialog, you can easily disable extended availability to avoid distraction Quit
while in a session, for example. = Derconal 0
Email Notification & Invitation
Each time you enable extended availability mode, the B Series Appliance T LS T T T T, ok
[IEE  hessage v @

will notify you via the email address configured for your user account.

© This message was sent with High importance
From. Bomgar Box <bomgar @example com> Sent: Thu 12/28/2011 12:54 P
To: TS, ot

@

Subject: Extended Availability Mode Enabled

» &30

You may now receive session invitations from other representatives at http://support example com/.

Click here to disable extended availability mode.

Note: BeyondTrust does not pull email addresses from external LDAP directory stores. The email address must be configured
in BeyondTrust in one of two ways:
1. An administrator can add an email address to a user account by going to /login > Users & Security > Users and
editing the account.

2. The user can set their own email address by going to the /login > My Account page.

The notification includes the URL of the site as well as a link to quickly disable extended availability mode.

The B Series Appliance also sends an email notification when you are i;,‘i'.‘“ Mu.“;: 7 RS E@%
invited to a session. This allows you to join a session even if you are not 8 Tt vt o Tt
currently logged into the console. The email notification includes links to o T

accept or decline the invitation, as well as to decline the invitation while s

. . . oy Thomas Hobbes has invited you to join a support session on the support site located at http://support example com/.
disabling extended availability mode.

Click here to accept the invitation and join the session

Click here to decline the invitation.

Click here to decline the invitation and disable extended availability mode.
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Invite External Users to Join an Access Session

Within a session, a user with the appropriate permission can request external users to participate

in a session, for the duration of that session only. E .O. ﬂ x

The inviting user should click on the Share Session button and then select Invite External User.  _| _
_& Invite External User...
-'_._ Teams »
I
A dialog opens asking the user to select a session policy. These policies G it Extermal e %
are created in the administrative interface and determine the level of Y.
permission the external user will have. When you select a policy, the full WorkShare =
description displays below. Deserpten
Session sharing
Enter the name or names for the invited users, and the email addresses for
invitations by email. Names appear in the chat window and reports. Click : .
. nvitation Parameters:
Add User to add additional users.
. User's Name User's Email
Next, enter comments about the external invitation.
‘Useﬂ ‘ |user@example.com ‘
Click Send Local Email for invitations by email, if available. \ I | x
Otherwise, click Create Invitation, and a new dialog containing the direct
URL and email option, if available, appears.
s
. . . [ Access Invitation Generated x
Depending on the options selected by your administrator, you may be able N
to send the invitation from your local email or from a server side email. You _
also can copy and paste the direct URL to the external user. https://techcomcloudpral. qabeyondtrustcloud.comy ?ak=72d4277610492f0cfcf12078708dco6a B |
The external user must download and run the access console installer, e

which is an abbreviated process from the full access console installation.

The external users have access only to the session tab and have a limited set of privileges. An external user can never be the session
owner. When the inviting user leaves the session, the external users are logged out.

x Note: Each external user invited allocates a BeyondTrust license.
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Ports and Firewalls

BeyondTrust solutions are designed to work transparently through firewalls, enabling a connection with any computer with internet
connectivity, anywhere in the world. However, with certain highly secured networks, some configuration may be necessary.

TYPICAL NETWORK SETUP

Ports 80 & 443 Ports 80 & 443 Ports 80 & 443
open for outbound TCP traffic open for inbound TCP traffic open for outbound TCP traffic
L o o
o5 o5 o5
= — &b — — ) — m— — D —

e b i

"‘ i" 200 () BeyonaTrust “’

Remote Client Firewall Internet/WAN Firewall BeyondTrust Appliance Firewall BeyondTrust User

» Ports 80 and 443 must be open for outbound TCP traffic on the remote system's and local user's firewalls. More ports may be
available depending on your build. The diagram shows a typical network setup; more details can be found in the BeyondTrust
Appliance B Series Hardware Installation Guide at https://www.beyondtrust.com/docs/privileged-remote-access/getting-
started/deployment/hardware-sra/index.htm.

« Internet security software such as software firewalls must not block BeyondTrust executable files from downloading. Some
examples of software firewalls include McAfee Security, Norton Security, and Zone Alarm. If you do have a software firewall, you
may experience some connection issues. To avoid such issues, configure your firewall settings to allow the following executables,
wherein {uid} is a unique identifier consisting of letter and numbers:

o bomgar-scc-{uid}.exe
°o bomgar-scc.exe
o bomgar-pac-{uid}.exe
° bomgar-pac.exe
o bomgar-pec-{uid}.exe

°o bomgar-pec.exe
For assistance with your firewall configuration, please contact the manufacturer of your firewall software.

« Example firewall rules based on B Series Appliance location can be found at www.beyondtrust.com/docs/privileged-remote-
access/getting-started/deployment/dmz/firewall-rules.htm.

If you should still have difficulty making a connection, contact BeyondTrust Technical Support at www.beyondtrust.com/support.
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