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Password Safe 24.1 

What’s New Documentation 

Release Date – April 11, 2024 

BeyondTrust Password Safe (PS) enables complete visibility and control of privileged credentials and 
secrets used by human and non-human users, in a single solution. With Password Safe you can:  
 

• Secure privileged accounts, applications, SSH keys, cloud admin accounts, DevOps secrets and 
more, with a searchable audit trail for compliance and forensics.  

• Scan, identify, and profile all assets for automated onboarding, ensuring no credentials are left 
unmanaged.  

• Monitor and record live sessions in real-time and pause or terminate suspicious sessions.   

• Use Secrets Safe to empower your teams with the confidence to securely develop and deploy 
cloud solutions at the speed of DevOps.  

• Leverage Workforce Passwords to bring enterprise-level visibility, security, audit support, and 
ease-of-use to business application password management. Please see the release notes for the 
complete list of new features and enhancements.  

 
Please see the release notes for additional details on these and other important enhancements. 

Release Highlights 

New Feature: Just in Time- Disabled at Rest 

According to Forrester, 80% of breaches involve compromised or abused privileged credentials. 

Password Safe 24.1 begins a Just-in-Time (JIT) innovation cycle to address the abuse of privileged 

credentials.  

Active privileged accounts are a pervasive and dangerous security threat because they are the accounts 

that threat actors desire the most. Password Safe 24.1 solves this issue by disabling these accounts 

when there is not an active request from Password Safe. This exciting new option is available when using 

Active Directory or Azure Active Directory (Entra ID). To streamline the user process and reduce 

administrative burden, once the credential is checked-in (to PS), or the credential request expires or is 

terminated, the account will be automatically disabled. 

New Feature: Workforce Password Import Credential File 

In Password Safe 23.2, BeyondTrust introduced Workforce Passwords. The goal of introducing 

Workforce Passwords, which has been a resounding success, was to give customers the ability to 

manage business application passwords with the same scrutiny and security previously reserved for 

privileged accounts. 

https://www.beyondtrust.com/docs/release-notes/privilege-management/index.htm
https://www.forrester.com/report/The-Forrester-Wave-Privileged-Identity-Management-Q4-2018/RES141474
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Now, in Password Safe 24.1 the convenience and security of Workforce Passwords is expanding to allow 

the import of credential files from external password managers. With one button and a few quick steps, 

organizations can quickly migrate from solutions like LastPass and consolidate to use the robust and 

enterprise ready platform that is Workforce Passwords. Built on the backbone of Password Safe, 

Workforce Passwords can now help your organization consolidate tools and provide a cohesive audit 

trail of activity that’s audit and compliance ready. 

Additional Enhancements: 

 

• Improved UX around Message Notifications in BIPS- We heard your feedback, and you can now 

automatically dismiss messages, successful notifications are automatically dismissed, and a 

timer can be setup to deal with message pop-ups.  

 

For a full list of features and enhancements in Password Safe 24.1, please see the release notes page, 

here. 

About BeyondTrust  

BeyondTrust is the worldwide leader in intelligent identity and access security, empowering 

organizations to protect identities, stop threats, and deliver dynamic access to empower and secure a 

work-from-anywhere world. Our integrated products and platform offer the industry's most advanced 

privileged access management (PAM) solution, enabling organizations to quickly shrink their attack 

surface across traditional, cloud, and hybrid environments.  

 

BeyondTrust protects all privileged identities, access, and endpoints across your IT environment from 

security threats, while creating a superior user experience and operational efficiencies.  With a heritage 

of innovation and a staunch commitment to customers, BeyondTrust solutions are easy to deploy, 

manage, and scale as businesses evolve. We are trusted by 20,000 customers, including 75 of the 

Fortune 100, and a global partner network. Learn more at. 

 

 

 

https://www.beyondtrust.com/docs/release-notes/beyondinsight-password-safe/beyondinsight-24-1-0.htm

